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Dear Readers!
What you have in front of you is a brand new edition of „Memory 
Forensics”. Due to the fact that our last edition covering an issue 
of Memory Forensics appeared to be a successful one, we have 
decided to write about it once more – different points of view, dif-
ferent experts and different problems this time. We believe that 
reading this will be both – interesting and beneficial for all of you. 
This time we are giving you practical tips, interesting points of view 
and useful information. From a step by step guidance in Memory 
Forensics to Integrating Digital Forensics with Archival Science. All 
this to make you satisfied with what you see. Hopefully you will 
find this one special and broadening your digital horizons.

We would like to thank you for subscribing to our Magazine, we 
are doing our best to keep you pleased with our work. You are in-
vited to visiting our website, commenting and sharing your opin-
ion with us.

Only to remind you – you can follow us on Facebook, LinkedIn and 
Twitter (@eForensics_Mag). Join eForensics friends and fans – we 
would be more than happy to have you there!

Dominika Policht 
and eForensics Team
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DEMYSTIFYING THE MEMORY ON YOUR 
COMUTER
by Amit Kumar Sharma
Memory Forensics is an art of demystifying the questions 
that may have some traces left in the memory of a 
machine and thus involve the analysis of memory dumps 
of machine that may be a part of the crime. Earlier, 
memory in question used to be only on hard disks or 
permanent storage where attackers use to leave traces by 
mistake and forgot to erase their footprints, but those days 
are gone and attacks have become more revolutionized as 
attackers tries to keep everything in the volatile memory 
(RAM) thereby reducing chances of being traced.

WHY YOU NEED TO PERFORM MEMORY 
FORENSICS
by Matt Mercer
Memory forensics has risen from obscure to obligatory over 
the last 20 or so years. If you aren’t capturing (and analyzing) 
memory, then you are leaving crucial evidence behind. This 
article will provide an overview of memory forensics, and 
a walk-through of some basic techniques and tools. The 
principal focus will be a Windows environment and open-
source or free tools to investigate user activity. So, put away 
your write-blockers and get ready

STEP BY STEP MEMORY FORENSICS 
by Boonlia Prince Komal
In this article I have attempted to take you right from the 
dumping of memory to the complete analysis of it. I have 
attempted to include whatever I, as a forensics investigator 
will do. I have focused only on Windows here.At places it 
has not been possible to include each and every thing. At 
such places I have taken few things in detail, few things in 
brief and left others to be explored by the reader himself.

STEP BY STEP TO WORK WITH YOUR OWN 
MEMORY DUMPS 
by Javier Nieto Arevalo
Currently the majority of us live an “Online Live” where 
everyday new risks appear. In our personal live or in 
our business live (sometimes they are joined) we hear 
a lot of news about security problems. Some days we 
can experiment these troubles in our computers or in 
our business networks. If your computer is alive and 
it is connected to the Internet, you are in risk of been 
attacked… You can bet you will be infected some 
day... Every week in the news you can check that huge 
companies like Google, Juniper, Adobe, and RSAeNvision... 
have been hacked because an advanced persistent threat 
(APT) was installed in their systems and their information 
was stolen. At this moment it’s essential to have a great 
team able to make a good forensics analysis in order to 
detect the modern malware, evaluate the damage, check 
out what data was thieved and learn about it in order to 
avoid the same problem or another similar in the future.
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MEMORY FORENSICS, ANALYSIS AND TECHNIQUES 
by Rafael Souza
With the evolution of technological resources and the popularity of the Internet, it has 
become impractical to maintain only the traditional approach, due to the large volume of 
information to be analyzed and the growth of digital attacks. In this context, the analysis 
of data stored in volatile memory comes up with new techniques, it is necessary to check 
the processes that were running, established connections, or even access keys encrypted 
volumes, without causing the loss of sensitive information to the investigation, thus allowing 
the recovery of important data to the computer forensics.

EXTRACTING FORENSIC ARTIFACTS USING MEMORY FORENSICS 
by Monnappa K A
Memory Forensics is the analysis of the memory image taken from the running computer. 
In this article, we will learn how to use Memory Forensic Toolkits such as Volatility to analyze 
the memory artifacts with practical real life forensics scenarios. Memory forensics plays an 
important role in investigations and incident response. It can help in extracting forensics 
artifacts from a computer’s memory like running process, network connections, loaded 
modules etc. It can also help in unpacking, rootkit detection and reverse engineering.

MEMORY FORENSICS: INTEGRATING DIGITAL FORENSICS WITH ARHIVAL 
SCIENCE FOR TRUSTING RECORDS AND DATA 
by Luciana Duranti and Corinne Rogers
This paper introduces areas of convergence between digital forensics and archival preservation 
activities in order to understand moments in which digital records as understood by archival 
science, and digital evidence as understood by digital forensics, may be identified, their 
authenticity assessed, their reliability and integrity managed and preserved. The paper shows 
how digital forensics can enhance archival science and practice, and how the integration of 
archival theory of records and archives can further develop digital forensics as a discipline and 
help it in accomplishing its purposes. 

MEMORY FORENSICS VS PULLING THE PLUG
by Kyriakos Loizou
From right in the beginning of Computer Forensic a set of rules, methods and protocols where 
established and embedded deep in to the law enforcement community. Traditionally a forensic 
examiner would enter the crime scene and with compliance to a court warrant he would seize a 
live computer systems in order to deliver it back to the laboratory for an in depth analysis. This 
methodology know as “pulling the plug” with in the forensic community, was highly accepted 
and thought to be forensically sound and applicable in court. This protocol was established 
in the attempt to preserve data found on the hard disk drive(HDD) from being overwritten, 
modified or deleted. It has been proven by experts in the field of forensic, that even if the live 
system is left idling or a normal should down is attempted it is highly likely that alteration to the 
data on the HDD will occur.

WINDOWS MEMORY FORENSICS & MEMORY ACQUISITION
by Dr Craig S. Wright, GSE, GSM, LLM, MStat 
This article takes the reader through the process of imaging memory on a live Windows host. 
This is part one of a six part series and will introduce the reader to the topic before we go into 
the details of memory forensics. The first step in doing any memory forensics on a Windows 
host involves acquisition. If we do not have a sample of the memory image from a system we 
cannot analyze it. This sounds simple, but memory forensics is not like imaging an unmounted 
hard drive. Memory is powered and dynamic, and changes as we attempt to image it. This 
means it is not a repeatable process. Not that there is a requirement at all times for the results 
of a forensic process to provide the same output; in this it is not necessary to be able to repeat a 
process and obtain exactly the same results. It does not mean we cannot use a variable process 
in a forensic investigation. What it does mean is we have a set of steps that will allow us to 
image memory but that every time we do those the results will change. 
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DEMYSTIFYING THE 
MEMORY ON YOUR 
COMUTER
by Amit Kumar Sharma

Memory Forensics is an art of demystifying the questions that 
may have some traces left in the memory of a machine and thus 
involve the analysis of memory dumps of machine that may be a 
part of the crime.
Earlier, memory in question used to be only on hard disks or 
permanent storage where attackers use to leave traces by 
mistake and forgot to erase their footprints, but those days are 
gone and attacks have become more revolutionized as attackers 
tries to keep everything in the volatile memory (RAM) thereby 
reducing chances of being traced.

From an admin perspective avoiding the attack from being compromised 
once you are aware of this, is to remove it from the network or to re-
move the power of the machine. Attackers take advantage of this and 

try to store their data in the RAM that also reduces their work on clearing their 
footsteps.

At the same time never forget there are many anti forensics [1] methods 
available for attacking as well. This plays an important role, as attackers don’t 
want forensic investigators to know about their evil deeds. Some examples of 
implementing these are like:

• 	 Syscall Proxying – IT transparently, proxies “a process” system calls to 
remote server

• 	 There are remote code linkers available -a famous one being the MOS-
DEF

• 	 In memory library injection – a library is loaded in the disk without any 
disk activity for e.g.: SAM juicer

• 	 In memory Worms and rootkits – The code is only in the volatile memory 
and are installed via an exploit (for e.g. witty worm)

Now let us understand on why RAM can be very important as a part of our 
forensics assignment.

What you will learn:
• 	 Operating System basics
• 	 Memory concepts

What you should know:
• 	 To analyze a dump of RAM (mem-

ory) for interesting stuff
• 	 Volatility Framework basics
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1. DEMYSTIFYING THE MEMORY ON YOUR COMUTER

WHAT DOES RAM CONTAINS THAT WE ARE SO MUCH INTERESTED ABOUT?
RAM is a very important part of the machine where the all the data that is used by the software or the 
hardware is stored which is being used at that particular point of time.

Any I/O process taking place makes its way through the memory. We can say that all the events hap-
pening on the machine at some point of time comes to the shelter of RAM.

So RAM is a crucial part to find out for what the state of the system was or what was the chain of events 
that took place when the attack or any evil task was performed.

In short it can give knowledge about:

• 	 Past and current network connections
• 	 List of running/terminated processes
• 	 User names and Passwords
• 	 Loaded DLL’s
• 	 Open Registry Keys for a process
• 	 Open files for a process
• 	 Contents of an open window
• 	 Open TCP/UDP connections
• 	 Cache contents like SAM DB, web related data etc..
• 	 Executable, objects, drivers, files etc.

So analyzing memory can be good to identify some interesting stuff

Figure 1. Memory Forensic

ANALYZING PART
In the first scene we capture an image of the memory which we are going to use as a part of our inves-
tigation. This is the most challenging job for an investigator as collecting the image may introduce some 
kind of abrasion of the real evidence in question, and we have to be very careful in this scenario. 

Once we have the image of the memory dumped we are all set to go for the analysis of the memory 
captured. Here we will use a very famous framework for our analysis. It is called as the Volatility Frame-
work [2].

With so many tools available for this kind of analysis we use Volatility for the following reason.

• 	 It has got various utilities bundled as a part of their framework. This makes it easier for the analyzer 
to find everything at one place. 

• 	 It is very easy to use and install. 
• 	 Looks cool with a CLI.

This runs via command line. To access it simply go to the folders location via command prompt and run 
the exe present. Once up and running the HELP command comes in handy by typing –h to know various 
kinds of options available with volatility.
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Here volatility framework assigns a profile to the dump created. It may be regarded as its own way to 
identify the dump of memory. It automatically suggests a profile for the dump or you can assign one all 
by yourself. The command profile is helpful to check out.

In the rest of the article we will look into various kinds of UTILITIES of the framework and their function 
which helps in gathering information about the evidence.

Our approach will be to analyze the chunk of memory for deleted files, application used, network con-
nection if any which was made during that time, registry entries that may have been created etc.. 

First of all we see on what is the information available with the image captured. For acquiring this infor-
mation we use the imageinfo command.

Figure 2. Imageinfo command showing the details of the image with suggested profile

This command gives us the details of the image we have captured in our earlier steps and also gives 
details of some of the suggested profiles, which is automatically given by the framework on the basis of 
the architecture of the system from which the dump was captured. To look at the registry hives we use 
the hivelist plugin. This is very useful to harvest username and password.

Figure 3. Using the Hivelist command

On getting the registry Hives, we concentrate on the ones which can possibly have some user infor-
mation. Here as we can see we will concentrate on the two marked by the BLUE arrow in the Figure 3.

From this we will try to extract the hash dumps that might have been created. For this we use the 
hashdump plugin. We pass the virtual address of the SYSTEM and SAM registry hives along with the –y 
and –s options which help us dump all the hashes to a text file as an output.
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1. DEMYSTIFYING THE MEMORY ON YOUR COMUTER

Figure 4. Dumping the hashes using the hasdump command in a text file

The text file here is called as PassDump.txt which luckily contains the hashes which we were looking 
for. Now these dumps can be cracked via any hash crackers available the famous one being the JTR 
(John the Ripper). And if you are lucky enough you will get one out of it.

I hope this was interesting for you. Things that we can do with volatility Framework are tremendous. 
This framework is versatile and gives a lot of options at one place to analyze the image and get some 
interesting things out of it.

We will discuss some more utilities like getting the information about the processes that were running.
The pslist utility gives the details of the process running in the memory with specifics like PID which can 

also be used later in the DLL extraction process.

Figure 5. Using the pslist command to view the process details in the imagev

Another command of interest as a part of the research can be the pstree command which can be com-
pared to the famous tree command in DOS which lists out the process trees.

Now every process has an executable embedded inside it. It can be of good importance to analyze 
the .exe. With the utilities available we will extract the executable and later use other tools to analyze its 
content. To dump the process executable we use the procmemdump plugin of the framework. Now we can 
extract the executable and can analyze the exe files to see for the important information if any.

Figure 6. Using the procmemdump command to dump an executable from the image

If it was a Windows machine Dlls will be the favorites. DllList is another command which can be used 
to see on how many Dll’s were in the memory while the dump of the memory was taken. 
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RootWindows ForensicsMachine# volatility-2.2.standalone.exe -f “Memory for test.raw” dlllist 
--profile=Win7SP1x64

For analyzing any DLL present in the memory through the Volatility Framework we use a utility called as 
dllDump which can extract the dll’s from the processes to be analyzed.

Some switches in handy which come along ddlDump utility are as under for reference.

-p Dump dll’s only for specific PID’s
-b Dump dll’s from process at physical memory offset
-o Specify process by physical memory offset
-dump-dir Directory to save extracted files

Figure 7. Using the dlldump to dump the DLL’s

Apart from these let us have a look on lot of different options which can be used to scan the image to 
get an idea of the state of the system. Below we are going to describe some if the famous ones and by 
famous one, I mean that these are very often used as a part of your analysis. Though the list is not com-
prehensive you can always use the –h command to learn more about the different utilities present.

SvcScan
Services running on any system can be of great help to analyze the status of the system. For this Volatil-
ity provides a utility for getting the details of the kind of services running on the system called as Svcscan.

Kdbgscan
This plug-in is used to identify the correct profile of the system and the correct KDBG (kernel debugger 
block) address. It scans for the KDBG header signatures which are linked to the profiles present in Volatility.

Figure 8. Using the KdgbScan

Kpcrscan
This plug-in is used to scan for KPCR (Kernel Processor Control Region) structures. As the name says 
it is used to store the processor specific data. It is important to know that each processor on a multi-core 
system has its own KPCR. (another big field of research).
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Figure 9. Using the Kpcrscan

RAM can also be a good target to place a malware. Volatility also comes with some amazing utilities 
which can be used for detecting malware activity in the memory. The commands under can be of great 
importance to understand the activities the malware was performing sitting in the memory.

Psscan
If the image has undergone any Malware activity, it can be checked by the utility called as Pssscan. It is 
useful in scanning any kind of unlinked processes which can be initiated by the Rootkit/malware.

Consoles
This plug-in is used to find the various commands typed in locally or remotely via backdoors if any. This 
is of vast importance to analysis of any machine which has been compromised with some malware or 
any remote attack.

As this is getting more interesting let us add a little more spice to the flavor. When we come down to 
track any kind of network activity, surprisingly Volatility Framework offers us a couple of utilities for the 
same. The following commands can be of importance to track and identify any kind of communication:

Connections Plug-In to Display TCP Connections
This plugin is expert in showing the active TCP connections that were active when this image was ac-
quired. If you want to check for any connections which were terminated apart from the active connections 
you can use a utility called as ConnScan.

For identifying any kind of listening socket including the TCP and UDP connections we can use the 
socket utility.

As earlier said the help option can be of great help for more of the framework and utilities. It always de-
pends on the requirement as for what purpose the image or the evidence is being analyzed. It is always 
good to see for basic activity and then go in deep with some of them.

Always remember as forensics investigator evidence is very important so don’t let any changes affect 
it and always keep the law in mind while investigating. It is to prove the crime not to perform one ;)

Happy Investigation!
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Why You Need To 
Perform Memory 
Forensics 
(and why you shouldn’t be afraid to)
by Matt Mercer

Memory forensics has risen from obscure to obligatory over 
the last 20 or so years. If you aren’t capturing (and analyzing) 
memory, then you are leaving crucial evidence behind. This 
article will provide an overview of memory forensics, and a walk-
through of some basic techniques and tools. The principal focus 
will be a Windows environment and open-source or free tools to 
investigate user activity. So, put away your write-blockers and 
get ready!

Y ou all know the story. Every single one of us has heard it from our 
grandfather...the one about the good ol’ days. Gas was a nickel a gal-
lon, you could have a kick-ass night out on the town with five dollars 

in your pocket, and the only image you ever took was from an unencrypted, 
20GB hard drive running Windows that was powered-down properly. Breathe 
that in for a moment, and now wake your forensicating butt up. These aren’t 
the good ol’ days. If you aren’t capturing and examining memory, then you 
need to start! Why you say? Read on to find out. We’ll start off by talking a bit 
about the history of memory forensics and why we capture memory. Then, we 
will move on to discuss tools that will allow you to capture memory. Finally, 
we will dig in to some step-by-step methods to analyze the memory you have 
captured. When we are finished, you should have a good understanding of 
the memory forensics landscape, what you can do, and where to go for more 
information. Oh, and it’s not that bad. It’s actually kind of fun thanks to the 
generous, hard work of those who came before us.

A Brief History Of Memory Forensics
In the beginning, there was “dead box” forensics. Our primary concern was 
determining the best way to shut a machine down and capture the contents of 
the hard drive. At some point in the 1990s, incident responders realized there 
was valuable information that could be obtained from RAM and began cap-
turing it as a standard practice. The first capture tools were primitive (e.g., dd, 
copies of crash dumps), and the analysis tools just didn’t exist. Awareness of 

What you will learn:
• 	 Why memory forensics is impor-

tant
• 	 How to perform basic memory 

capture
• 	 How to perform basic memory 

analysis

What you should know:
• 	 A general understanding of com-

puter forensics and computer sci-
ence
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Why You Need To Perform Memory Forensics

the need to capture memory was given a kick, when in the early 2000s, there was a revelation: Malware 
could exist in memory only and leave virtually no trace of itself on the hard drive. Nasty software, such 
as rootkits, continued to drive development in this area. In fact, it is the evolution of malware we have 
to thank for the progress of memory forensic tools and methods. In 2005, the DFRWS Forensics Chal-
lenge was issued with a focus on memory analysis. The winning submissions showed us how we could 
reconstruct processes and threads from a memory dump. This is where modern memory analysis be-
gins, and we start to see the birth of more sophisticated, second generation tools that don’t require us to 
read hexadecimal machine code in order to get results (e.g., Volatility, Memoryze). Today, we have the 
pleasure of choosing from a wide array of tools with abundant functionality.

Yeah, But Do I Really Need To Capture Memory
The answer is the same for a great many things in life. It depends. Let’s take a step back. We’ve heard 
the terms malware and incident response quite a bit. These topics, though responsible for much of the 
development of memory forensics, are not the focus of this article. Memory analysis is also valuable for 
profiling users. In simplest terms, it’s evidence. Why would we ever leave any evidence behind? If you 
don’t have a specific edict to not collect memory, then you should.

What’s that you say? You’re afraid that capturing the RAM from a live system can’t be done without 
altering existing data? Well, you’re correct. However, if you stand around staring slack-jawed at a live 
computer, the data on the hard drive and in RAM is still changing. Different investigations will have vary-
ing requirements, but you will usually want to capture all of the available evidence, including RAM, while 
leaving the smallest footprint possible on the target. We’ll talk more about this soon. You’ll also want to 
document all of your actions. Even better, develop and follow a process that outlines a repeatable (and 
defensible) flow you will follow when collecting evidence. The courts are more educated about our craft 
than they used to be. You’ll likely find it more difficult to defend leaving evidence behind than to defend 
the minor changes that will occur on the target due to your evidence collection process.

There are a number of very interesting artifacts we can pull out of RAM: open files, recently viewed im-
ages, recent chats/emails, contents of open windows, usernames, passwords, encryption keys, running 
processes, open registry keys, and our old friend malware to name a few. Some of these artifacts can’t 
be collected from a hard drive, or they are encrypted or obfuscated there. For the ones that can, finding 
this evidence in memory can give us additional perspective or lend further credibility to support what has 
been discovered on the hard drive. Now that you know why you should collect RAM and what you can 
find, let’s look at how you can do it.

Capture Tools And Methods
Here is where we will get our hands covered in 1s and 0s. The plan is to discuss a few of the more popu-
lar tools that won’t empty your wallet. Before we do that, let’s get some capture process details out of the 
way that apply to any tool you use.

Although not free, we should touch briefly on the powerhouse suites Encase and FTK (enterprise edi-
tions). For our readers that use these tools, you likely are already familiar with how to capture memory. 
Let’s just say that it is the same as capturing a hard drive over the network, but you should check the 
box labeled “memory” :) If you’d like to capture with these tools and skip to the analysis section of this 
article, then feel free. However, you may need to capture in or convert to a format that is compatible with 
the tools we cover later. 

Our first consideration is for the order of volatility. This is a concept that is near and dear to incident re-
sponders. The rule is that data which is most volatile (i.e., will be lost the quickest), should be captured 
first. We are assuming this is not an incident response case; rather, it’s an investigation of user activity 
where we would typically capture the hard drive and RAM. As you may have guessed, the contents of 
RAM are much more volatile, and should be captured first. There is much more to the order of volatility, 
but for our purpose it’s RAM first, hard drive next.

The other consideration for our use case is how our actions will affect the target system. We need a 
place to run our tools from, and a destination for the data that is captured. There are various ways to 
accomplish this and each will leave a different footprint on the target. If the target is on the network, we 
could connect to a file share with our tools and enough space to hold the collection. Another option is 
to use thumb drive or other type of external device with the appropriate hardware connectors. We can 
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even run our tools from a CD/DVD, although this won’t be ideal for storing the results. The process used 
becomes exponentially more important if we are dealing with a compromised system, but to keep things 
simple we will assume that’s not the case. Each of these methods has its pros and cons. We should un-
derstand the impact each has on our target system. There are methods to test this by taking a snapshot 
of a system before and after we apply our collection process. The specific methods for doing this are be-
yond the scope of this article. For now, feel free to use the method that is easiest as we move forward.

FTK Imager Lite
Pros: Simple, GUI 
Cons: Not the smallest footprint, runs in user mode (may not capture protected areas)
FTK Imager Lite is an Access Data product that many of us are already familiar with. It is freely available 
and does a great job on Windows systems. A copy can be downloaded from: http://www.accessdata.
com/support/product-downloads.

There are command-line versions of the tool for other operating systems, but they only cover hard drive 
imaging and do not provide a mechanism for capturing memory. Once you have downloaded the tool and 
extracted it from the .zip file, you should copy all of the files to the location you plan to run FTK Imager 
Lite from (e.g., external drive, network share). Now you want to run FTK Imager Lite from the target ma-
chine. Make your way to the “FTK Imager.exe” file and execute it. You’ll need administrator privileges to 
do this. You should see a window that looks very similar to Figure 1. To initiate memory capture module 
you can use the File menu and select Capture Memory or click the icon of the memory stick in the tool 
bar near the top of the window. The result can be seen in Figure 2. Change the path and filename to fit 
your needs. The two checkboxes should be unchecked, but let’s talk about these options. The paging 
file is just memory swapped out to the hard drive, so it makes sense there could be valuable informa-
tion here as well. More on this later. The last option, to create an AD1 file, let’s us save the memory (and 
paging file) in Access Data’s proprietary format. This format provides us with some integrity checks and 
compression on the data we have captured. We’ll skip the paging file and AD1 options for now. All that’s 
left is to click the Capture Memory button and wait for it to finish. Easy!

Figure 1. FTK Imager Lite – administrator privillages

Winpmem
Pros: Small footprint, open source, runs in kernel mode 
Cons: Command line (is this really a con people?)
Winpmem was developed by Michael Cohen and is distributed with Volatility at: https://code.google.
com/p/volatility/.

http://www.accessdata.com/support/product-downloads
http://www.accessdata.com/support/product-downloads
https://code.google.com/p/volatility/
https://code.google.com/p/volatility/
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Figure 2. Capture Memory

This tool was developed to provide the forensic community with an open source tool for capturing 
memory. Winpmem is a command line tool, so there won’t be any pretty buttons to click. Begin by navi-
gating to the download link provided and obtain a copy of winpmem-1.4.1.zip. After this, the setup is iden-
tical to FTK Imager Lite. Once you are ready and in front of the target machine, you will need to open a 
command prompt with administrative privileges. To capture memory to a local source the command syn-
tax is simply the executable and the path. Here are a few examples of how it can be done:

• 	 Raw memory output to local drive
• 	 winpmem_1.4.exe d:\iLuvMemDumps\memdump.mem

• 	 Raw memory output to network share
• 	 winpmem_1.4.exe \\myServer\memDumpShare

• 	 Raw memory piped to netcat
• 	 winpmem_1.4.exe – | nc 191.168.1.10 80

Winpmem will display its progress in the command prompt. Once the progress reaches 99% and Driver 
Unloaded is displayed, the process is complete.

Winpmem and FTK Imager Lite aren’t your only options for capturing memory from a Windows system, but 
they are both simple, readily available, and frequently updated which makes them excellent options. If ev-
erything went well, you should have a memory image or two ready for analysis. Let’s not keep them waiting.

Memory Image Analysis
For memory analysis, our sole focus will be a tool named Volatility. Volatility is maintained by Volatile 
Systems and is completely open. It is written in Python, so if you are familiar with the language, you 
can customize this tool to your heart’s content. The capabilities of this tool are vast. It supports memory 
dumps from all major Windows operating systems, many versions of Linux and Mac OSX, and even a 
few Android phones. Volatility is a command line tool, so you better dust off your keyboard.

Volatility can be downloaded from: https://code.google.com/p/volatility/.

You’ll want to download, volatility-2.2.standalone.exe, which comes with everything you need includ-
ing Python 2.7 and any additional Python modules. To make things simpler, you may want to copy your 
memory image(s) into the same directory as the volatility executable or at least somewhere nearby. Also, 
rename volatility-2.2.standalone.exe to just volatility.exe. This is just to give your eyes a break. Volatility 
has some capability to convert or work with formats other than raw memory images, but we will focus on 
the raw images since that is what we have.

The basic syntax for Volatility is: 

volatility.exe -f [image] --profile=[profile] [plugin]

Let’s break this down. Obviously, the executable you are running is volatility.exe. The -f [image] option 
lets us specify the file (raw memory image) we will be processing. The --profile=[profile] option is for 

file:///d:\iLuvMemDumps\memdump.mem
file:///\\myServer\memDumpShare
https://code.google.com/p/volatility/
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telling Volatility about the system the memory dump came from. More on this in a bit. The [plugin] op-
tion simply tells Volatility which of its wonderful plugins we want to run against our memory dump. Here 
is an example of a typical job we might run:

volatility.exe -f D:\iLuvMemDumps\memdump.mem --profile=Win7SP1x64 clipboard

In this example we have given Volatility a memory dump, told it what type of system we collected it from 
(Windows 7, Service Pack 1, 64bit), and asked it to retrieve the contents of the clipboard. 

Getting back to the profile syntax. Here are a few of the more common Windows profiles you are likely 
to need:

• 	 Win7SP0x86 – Windows 7, no Service Pack, 32 bit
• 	 Win7SP1x86 – Windows 7, Service Pack 1, 32 bit
• 	 WinXPSP3x86 – Windows XP, Service Pack 3, 32 bit
• 	 VistaSP2x86 – Windows Vista, Service Pack 2, 32 bit

Hopefully you’ll see a pattern begin to emerge. Replace the x86 with x64 for 64 bit systems. Change 
the Service Pack number as needed. If we would like Volatility’s output sent to a text file instead of our 
screens we can modify the command to look like this:

volatility.exe -f D:\iLuvMemDumps\memdump.mem --profile=Win7SP1x64 clipboard > volatilityClipboardOutput.txt

For a bird’s-eye view of what Volatility can do, check out the cheat sheet here: https://code.google.
com/p/volatility/downloads/detail?name=CheatSheet_v2.3.pdf.

This may seem daunting at first, but just read the descriptions. Internet history? Command history? 
Event logs, screenshot, password recovery? All of this sounds very interesting indeed!

Let’s go ahead and use Volatility to get a list of running process. The command syntax is:

volatility.exe -f D:\iLuvMemDumps\memdump.mem --profile=Win7SP1x64 pslist > pslist.txt

Make sure to change your path and profile name as needed. Your results should look like Figure 3.

Figure 3. Results

We are going to focus on just a few columns. Concentrate on the Name, Start, and Exit headins. Pretty 
cool, eh? We now have a list of processes and when they started and exited. Combine this with tradi-
tional hard drive forensics and you’ll have some irrefutable evidence about what was executed on the 
system and when. Even better, the psscan option helps us find hidden or terminated processes. Volatility 
gives us countless ways to analyze this process information. Whether our goal is to root out malware or 
discover what the end user was doing, there are plenty of options. Another neat thing we can do is see 
what our user has been typing at the command prompt. The command syntax is:

volatility.exe -f D:\iLuvMemDumps\memdump.mem --profile=Win7SP1x64 cmdscan > cmdscan.txt

alternatively we can use:

volatility.exe -f D:\iLuvMemDumps\memdump.mem --profile=Win7SP1x64 consoles > consoles.txt

Each of these plugins gives us a slightly different view. If we notice our user running Microsoft’s SDelete 
on the download directory or executing Nmap scans against our servers, well...we may become suspi-
cious, right?

file:///D:\iLuvMemDumps\memdump.mem
file:///D:\iLuvMemDumps\memdump.mem
https://code.google.com/p/volatility/downloads/detail?name=CheatSheet_v2.3.pdf
https://code.google.com/p/volatility/downloads/detail?name=CheatSheet_v2.3.pdf
file:///D:\iLuvMemDumps\memdump.mem
file:///D:\iLuvMemDumps\memdump.mem
file:///D:\iLuvMemDumps\memdump.mem
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Finally, we will see how to determine what our user has been connecting to over the network. The com-
mand syntax for Windows 7 is:

volatility.exe -f D:\iLuvMemDumps\memdump.mem --profile=Win7SP1x64 netscan > netscan.txt

Refer to the cheat sheet for XP systems. There are a few different options. The output will look similar 
to Figure 4.

Figure 4. Output

Lots of good information here. We can see the process name, the destination IP, the status of the con-
nection, and when it was initiated. This user appears to be running a movie server (Plex) and making 
remote connections with virtual machines. We might need to look into that further.

Conclusion
There is so much more that can be done with Volatility. We haven’t even begun to scratch the surface. 
Remember that there are probably memory artifacts on the hard drive as well. Hibernation files, paging 
files, and crash dumps can also be analyzed using Volatility. You can look at the memory for a single 
process or run strings to extract all the readable text from your memory dump. From registry analysis to 
dumping password hashes, Volatility can do it all. Now you at least have a basic idea of how to get start-
ed and what can be done. Hopefully your appetite has been whetted for more. Happy hunting!
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STEP BY STEP 
MEMORY FORENSICS
by Boonlia Prince Komal

As a forensic investigator I have always been fascinated 
with memory forensics. The reason is simple, Memory keeps 
everything in simple / unencrypted form and one can find a 
lot of information by analyzing this comparatively tiny part 
of evidence. As a matter of fact when we talk about memory 
forensics we think about “Random access memory” (RAM), but I 
believe we ought to include three substantial parts pertaining to 
overall memory architecture that are laying on the hard drive as 
well viz. Pagefile, crashdump and Hibernation file. 

In this article I have attempted to take you right from the dumping of mem-
ory to the complete analysis of it. I have attempted to include whatever I, 
as a forensics investigator will do. I have focused only on Windows here.

At places it has not been possible to include each and every thing. At such 
places I have taken few things in detail, few things in brief and left others to 
be explored by the reader himself.

WHY MEMORY FORENSICS

• 	 Everything in memory is in its unencrypted form. This means one can ex-
tract keys, passwords and documents in readable form

• 	 Attackers these days use sophisticated methods to minimize the footprint 
on the system drive by not hitting the drive at all but there activities can 
be found in the memory.

• 	 Memory carries the active state of the system with all the latest informa-
tion in a small space,

In general we divide the entire process into following parts.

• 	 Capturing the Memory Dump (RAM dump)
• 	 Capturing the Pagefile and hibernation file and crash dump files. (Part of 

Disk Dump)

What you will learn:
• 	 Capturing Live memory dump and 

File dumps
• 	 Baisc Raw analysis and find 

strings and file objects in memory
• 	 Analyzing Memory dump with Vol-

atility
• 	 Live memory analysis by porting 

volatility live memory

What you should know:
• 	 Basics of Microsoft Operating sys-

tems
• 	 Basic understanding of memory 

management in windows
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• 	 Raw analysis of All dumps (RAM, Pagefile, crashdump and Hibernation file)
• 	 String search
• 	 Known file types search

• 	 Analyzing with Volatility
• 	 Live memory analysis with Volatility Tech preview

CAPTURING THE MEMORY DUMP

Dump formats
The memory can be dumped with the help of various tools and utilities. These dumps vary in the formats. 
Most popular format we have for Windows memory dumps are

• 	 Raw Dump: Dumps the memory in liner format. Bit by bit
• 	 Crash Dump format: dumped with the extension .bin it carries additional debugging information.
• 	 Hiberfil.sys format: Hibernation file format that carries some additional information pertaining to sys-

tem resume
• 	 Proprietary format: Few tools like winen dumps the memory in their own format.
• 	 Virtual platform: Memory is dumped by Virtualization packages in a separate file, The most common 

of them are:
• 	 VMWare: .vmem
• 	 MS HyperV: .bin
• 	 Virtual Box: .sav
• 	 Parallels: .mem

While there are differences in the formats, usually one format can be converted into another format. I do 
prefer dumping in raw format.

Figure 1. Memory Dumping tools and associated formats

Challenges in getting the memory dump
The memory itself is very dynamic and volatile. It keeps on changing continuously therefore even two 
memory dumps created at the same time cannot be identical. There is no way as of now to capture this 
dump without writing in the memory itself (Fortunately due to the way windows handle memory, the im-
pact is not much). The tool/ driver has to be loaded in the memory to capture it. At times the tool requires 
the administrative privileges to capture the memory and at times the driver is not signed thus the OS pre-
vents it from loading in the memory. Though there are workarounds to handle these situations yet all this 
makes either the reboot necessary or some changes having impact on memory. While there are several 
methods used by different tools there are certain locations that are locked by the operating system and 
thus can not be captured. Most tools fill those locations with the ‘0’ bits. 

Tools for Dumping memory
There are number of tools that can be used for creating dump as shown in the figure below. Notable 
among these are Dumpit from Moonsols, Winpmem, FTK imager, LiveKD, Belkasoft Live RAM capture. 
All these tools have their pros and cons. My favorite for offline analysis is “Dumpit” and for live porting is 
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“Winpmem”. Both leaves minimal footprint in the memory and are quiet efficient.

To use Dumpit all you need to do is run the tool from the location where you want to create the memory 
dump. The dump format is raw i.e. bit by bit format. This can be later converted into other formats with 
the help of suitable tools.

Figure 2. Memory dump creation with “Dumpit”

Figure 3. Memory dump creation with “Winpmem”

Capturing the Pagefile, hibernation file and crash dump file
All these files laying on disk should be dumped with the evidence. Though they are dumped with the 
drive (during drive imaging) yet just in case one wants to analyze only the memory content then it should 
be captured from the system. I have found FTK imager to be doing this job very efficiently. 

Figure 4. Exporting Hibernation file and Pagefile with FTK imager
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The contents of Pagefile are very important as it may carry remains of the memory been used years 
ago. The bigger the RAM, the more are the chances of having old remnants, as in such cases pagefile 
is not much used regularly and hence not very often overwritten.

Hibernation file keeps the state of system when it was last hibernated. The date to which the content of 
this files are related can be obtained from the “Last modified” timestamp of the hibernation file. Hiberna-
tion file even if it is in its invalid state (the term invalid hibernation file is used to indicate the hibernation 
file which is not used during system startup) can be analyzed with volatility. 

RAW DATA EXTRACTION FROM MEMORY DUMP, HIBERNATION FILE AND PAGEFILE 
While there are several tools and frameworks available for systematic analysis of memory dump, raw 
analysis still holds good and can carve out information that may not be available with these tools. 

The term raw analysis means analyzing the dump as a binary file like any other binary file. We can 
search and carve out strings as well as known format files from the memory dump, hibernation file or 
pagefile. 

Strings Searches
Whatever you type goes into memory, besides this whatever process you execute and files/ web pages 
you open / visit goes in the memory. There can be a number of strings that may provide useful informa-
tion. The strings may belong to what you typed including your passwords, chats, mails and so on or it 
may belong to the documents/ web pages you opened. These strings may also belong to the executa-
bles and other programs. Definitely strings in memory can provide a wealth of information. You may use 
the Linux command “Strings” to list our all the strings and pipe them to a file. You may use “GREP” along 
with strings to search for specific strings.

In “Figure 5” I have used the phrase “passwd=” to search for the Gmail passwords. Amazingly despite 
logging off I was able to get the passwords in memory. The reason is the way Windows Memory man-
agement works, it attempts not to flush out the memory pages unless it is required, despite exiting the 
process. You may also get passwords in the Pagefile and Hibernation files as the memory management 
doesn’t distinguish between pages to be dumped on pagefile unless specified by the process itself. One 
can expect to find all kind of passwords, keys, chats etc. in the memory.

Figure 5. Searching Gmail password through string searches

File Object Carving
Its not just the strings but the entire files that are stored in memory as well as pagefile and hibernation 
file. These objects are stored in memory pages. At times memory pages assigned to an object are not 
contiguous thus making it difficult to get complete file through raw file carving, Still we can carve out sev-
eral file objects with the help of known file signatures. The industry standard open source tool for the 
same is “Foremost”. 

Explaining the use of Foremost and its options is beyond the scope of this article. Executing Foremost 
on the memory dump, hibernation file and pagefile may provide the access to the file objects in unen-
crypted form despite the fact that they might be in encrypted form on the disk. Obviously when one has 
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the encrypted and unencrypted versions of a file it may be used to get the encryption key as well. This is 
particularly useful in case of compressed archives like zip and rar files. 

An example of “Foremost” can be seen in the screenshot in “Figure 6”. The Command used here is 
foremost -i {Memory dump file} –o {Output Directory}.

Figure 6. Files being carved out of memory being dumped in the folders based on their 
extensions

File carving from Pagefile and hibernation file can be very useful as it may carve out files that were 
opened long back.

ANALYZING DATA WITH VOLATILITY 
Written in Python, Volatility is most widely used framework for memory forensics. This open source 
framework is modular and flexible enough to incorporate your own code and plugins. Throughout this 
section I have used word “option” to indicate the “plugins” that are provided with volatility. 

How Volatility works
Volatility works by identifying the data structures in the memory image that allows it to map the physical 
locations to the virtual memory locations. It starts with identifying the OS to which the memory dump in 
question belongs (Referred as Profile). The Option “imageinfo” does an in depth KDBG and KPRC Scan 
to identify the symbols and the OS type.

Due to similarities it may suggest more than one profiles and one ought to look at the Service Pack part 
in the output to get more details. 

An example of the same is shown in “Figure 7”. In total 4 profiles are suggested for the memory dump 
that belongs to Windows 7 SP0 X64 computer system.
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Figure 7. Volatilty scanning for image information suggesting profile as well as KPCR, Image date and time 
and PAE type

Once we have analyzed and identified the OS running we now proceed to analyze the memory content. 
At this point we need to decide what information we are looking for. As an investigator one might be in-

terested in the connections and processes or interested in finding out some information pertaining to the 
registry. One may also be interested in timeline analysis or information pertaining to the file system. One 
may be interested in malware analysis or reconstructing the GUI view. 

In general Volatility uses the following command structure: 

Python vol.py -f {Memory image file with path if needed} {option} – {Parameter keyword} {Parameter} 
--profile={Profile}

The command starts by invoking Python followed by the name of volatility script (vol.py) followed by “-f” 
and the memory image with the path. This is followed by the option we wish to use and then parameter 
specific keyword / character, parameter values and the profile to be used. We shall be using this in our 
examples as we proceed but one needs to remember that all the components can be used at any place 
in the command line rather than being used at specific place except “Python vol.py”. 

Depending upon what you are looking for you ought to frame your investigation process. 
For better understanding I have categorized few commands based on the purpose they are used for. 

This article is by no means a manual for “Volatility” and one should read the Volatility documentation for 
better understanding.

Process investigation
There are several options to investigate the processes. The one more useful are:

Pslist
Lists out the processes running in the memory along with the PID and PPID (Parent process ID). It works 
by finding a process and parsing the Flink and Blink chain. Something like taskmanager process list. 
Obviously it fails to find the hidden processes. Normally rootkits will hide themselves by unlinking from 
the chain through Direct kernel Object manipulation (DKOM). As can be seen in figure below the normal 
processes looks like a simple and perfect Blink and Flink chain as depicted in “Figure 8”. “pslist” option 
searches for Active Process head in the memory. As the processes have doubly linked structure where 
in a process is linked to the other process with Flink and that other process is linked with the first process 
with Blink thus forming a chained kind of structure it is easy to start with Active Process head and follow 
the Flink and Blink pointers to build the list of all the processes. 



26

Figure 8. Processes connected with Flink and Blink forming a linked 
chain of processes

With Direct kernel Manipulation a process can be hidden by removing it from this chain as shown in 
“Figure 9”.

Figure 9. Process being hidden by Direct Kernel object 
manipulation (DKOM) as process 2 removes the Flink and Blink 
structures

PSScan
A detailed scan that tries to search the processes much deeper. It searches the entire dump and looks 
for specific EPROCESS data structures. Obviously it is not based on the Flink and Blink therefore it takes 
time but is capable of listing the hidden processes along with “Process data block”. The Process that is 
not listed with “pslist” but is listed with “psscan” can either be remnant of killed process or a suspicious 
process trying to hide itself.

Psxview
A great plugin written by Michael Ligh that attempts to identify the processes by using multiple methodol-
ogies like Flink-Blink chain, Searching for EPROCESS structures, ETHREAD scanning, using Csrss.exe 
handle table and so on. The output is provided in a nice tabular format to identify suspicious processes. 
A selected part of the sample image analysis is being shown in Table 1. Let us analyze the same.
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Table 1. Output of psxview from the sample memory dump

Offset(P) Name PID pslist psscan thrdproc pspcid csrss session deskthrd
------------------ --------------- ------ ------ ------ -------- ------ ----- ------- -----

0x000000012ca97b30 WmiPrvSE.exe 2976 TRUE TRUE TRUE TRUE TRUE TRUE TRUE

0x000000012c970730 chrome.exe 1740 TRUE TRUE TRUE TRUE TRUE TRUE FALSE

0x000000012d92bb30 csrss.exe 660 TRUE TRUE TRUE TRUE FALSE TRUE FALSE

0x000000012e9e1b30 smss.exe 408 TRUE TRUE TRUE TRUE FALSE FALSE FALSE

0x00000000433c9740 System 4 TRUE TRUE TRUE TRUE FALSE FALSE FALSE

0x000000012df7f630 csrss.exe 528 TRUE TRUE TRUE TRUE FALSE TRUE TRUE

0x00000000af3cea90 X 18...8 FALSE FALSE FALSE FALSE FALSE FALSE TRUE

0x000000012d746b30 WmiPrvSE.exe 2772 FALSE TRUE FALSE FALSE FALSE FALSE FALSE

0x000000012f4b2b30 taskhost.exe 1152 FALSE TRUE FALSE FALSE FALSE FALSE FALSE

The Process with PID 2976 has been detected by all the methods and thus looks to be genuine and 
performing some active task. The next process with PID 1740 has all values true but deskthrd value as 
false. This indicates the connection to the desktop has been either lost or closed or it is not connected 
to a desktop. 

Process ID 660 (csrss.exe) has a false value at deskthrd as well as csrss. As the method used in csrss 
is by looking into the csrss process table itself it won’t be detected as it wont have a reference to itself in 
the table. This looks to be perfectly fine.

PID 408 has a false in csrss, session and deskthrd indicating that there is no information about it in 
session structure as well.

PID 18…8 has an arbitrarily long PID and is found only in deskthrd indicating that the process has been 
killed but the thread remnants were left over in the memory.

PID 2772 and 1152 have all false except psscan. This indicates a process that has been ended but has 
remained in the memory. Probably something that was running few moments back and is now been killed.

What is important is when one sees a process in psscan and few other scans but not in pslist. This 
might be a suspicious process trying to hide itself with DKOM. Some process if are seen in psscan or 
other places but not pspcid can be viewed as a process that is hiding by removing its entry in pspcid table 
and thus can be suspicious and should be further investigated.

As a forensics investigator or malware analyst one should use pslist, psscan and psxview and compare 
the output to get the valuable insight.

Other process related options
There are few other process related options that can be used with volatility. We won’t dive deep into it but 
provide an overview of what they do.

• 	 Dlllist: lists the dll’s along with their path for every process separately. 
• 	 Vadinfo: shows the information about the VAD tree structure
• 	 Handles: Provides the information about open handles and their types (File, registry key, process, 

section, event etc.) along with the PID to which they belong.
• 	 Getsids: displays the SID’s associated with processes.
• 	 Procmemdump: Dumps the processe’s executable with slack space. This dumped file can be used 

for further analysis and reverse engineering.

Registry investigation
When the system boots and the OS is loaded, the registry data is loaded in the memory as well and the 
entire data can be obtained from the memory image. To investigate the registry data one should start with 
listing the hives with the option “hivelist”.
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Hivelist
The option lists out the hives loaded in the memory along with its virtual address and physical address. 
Output of the option executed on a sample memory image can be seen in the “Figure 10”

Figure 10. Output of the option “hivelist” used on a sample memory image

Hivedump
Once we know the details of hives we would want to navigate the keys and subkeys. We can do this with 
the option “hivedump”. This will search the hives recursively and list out all the keys and subkeys. For 
dumping the keys we need to provide the offset of the hive obtained from the option “hivelist”. Let’s say 
we need to dump the entire “System” hive. As we know that the virtual address of the “System” hive is 
“0xfffff8a000024010” we would require to provide the same as an offset in the command. Since the list is 
going to be too long we can redirect the output to a file (Say “system.txt”) and issue the command 

“python vol.py hivedump -f {memory dump file with the path} --profile={Profile} –o {Virtual address of the 
relevant hive (0xfffff8a000024010)} > {File name with path where we want to dump the output (system.
txt)} “

The output provides the list of keys and subkeys alongwith the “Last written” timestamp of all the keys.

Printkey
Taking yet another hypothetical case one might be interested in a particular key only. The option “print-
key” allows us to search for a particular key. For example If one wants to know about the USB devices 
ever connected to the system it can be searched within hives located in the memory. We know that the 
information is stored in the registry key HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Enum\USBSTOR. 
We can search the same with the option “printkey” as shown in the “Figure 11”. It should be noted that 
the option we used has “ControlSet001” and not “CurrentControlSet” since the term “CurrentControlSet” 
is just one of the Control Set that is referenced to.

As we can see that there are several Sub keys to this key we can drill down further to get more details. 
The last Update time too is specified enabling us to perform a better analysis.

Figure 11. Printkey output showing the USBSTOR key and subkeys that identifies the USB drives that were 
connected in past on the system
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Hashdump (Getting the Passwords)
We may want to get the passwords from the memory dump as well. Volatility provides the option of 
“hashdump” and “lsadump” to get the hashes. These hashes can later be used to find the passwords. To 
find the hashes we need to supply the virtual address of the “System” hive and “SAM” hive in the com-
mand line. As of now this can be done with x86 Memory dump only. Let’s do it with a sample from Win-
dowsXP x86 memory dump.

First we identify the location of System and SAM hives with the option “hivelist” as shown in “Figure 12”

Figure 12. Listing the hives with option “hivelist” from the sample image of x86 OS

As we can see the location of SAM is 0xe1544008 and for System is 0xe101b008 we pass on these 
parameters with the hashdump option to dump the hashes from the sample memory image (Figure 13)

Figure 13. Using “hashdump” to dump the hashes with Username and SID’s

We can see the hashes extracted with the User name and SID’s.

Let’s now put these NTLM hashes in an online Decrypter at http://www.md5decrypter.co.uk/ntlm-decrypt.
aspx and find the password associated with the account Administrator and HelpAssistant (Figure 14).

Figure 14. Decrypting the NTLM hashes online to obtain the passwords

We can obtain the lsa secretes too with the help of the option “lsadump” by passing on the location of 
“System” and “SECURITY” hives

http://www.md5decrypter.co.uk/ntlm-decrypt.aspx
http://www.md5decrypter.co.uk/ntlm-decrypt.aspx
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Userassist keys
One of the most desired keys to look into during forensics investigation is the “Userassist” key. It con-
tains the information about the programs run including the last run time and the run count (number of 
times it was executed). The information is stored in ROT13 encoding. Though we can get the details of 
Userassist key with the help of “Printkey” option and then decode it yet looking at the importance of the 
key, volatility provides an option of dumping the same by using “userassist” as the option in the command 
line that parses as well as decode the key and present the same in readable and understandable format.

Malware Analysis
Memory forensics has a major role to play in malware analysis. Whatever activities are being carried out 
by malware passes through memory. As a strategy most malware tries to hide themselves from memory 
by adopting various methodologies, Attempts to connect to some remote location, Tries to modify the 
memory and bypass the protection and so on. At times the files pertaining to malware are obfuscated and 
not detectable until they are loaded into memory in their un-obfuscated form. Volatility comes in handy in 
these scenarios. Let’s explore what all can be done.

Process investigation
The first thing I prefer doing as an investigator is to use the process investigation to find out if there is any 
suspicious process running. The same has already been detailed.

Connection investigation
As most of the malware tries to establish connection to some external location we need to find the con-
nections being used as well as remains of the closed connections. For Windows 7 / Server 2008 the only 
option we have is “netscan” where as for Windows XP /Server 2003 we have options of “Connections”, 
“Connscan”, “Sockets”, “Sockscan”. While Option “Connections” and “Sockets” list out active connec-
tions and sockets the option “Connscan” and “Socksan” dive deeper to scan the remains of closed con-
nection as well. The connection times as well as the process that are making the connections are also 
shown in the output. “Figure 15” shows the output of “netscan”

Figure 15. Output of the option “netscan” listing out the connections

Malfind
Most malware try to perform certain tasks like hiding themselves, creating connections, altering the 
memory protection and so on. Based on these a wonderful plugin was written by Michael Ligh. The plu-
gin tries to analyze the memory dump for such activities and lists out the detail of the same. There might 
be some false positive as the plugin works on behaviors. “Figure 16” lists the location and content that 
malfind listed as potentially malicious. The assembly codes are shown as well. The memory address is 
private to the process and has a Vad Tag of VadS. It is protected as PAGE_EXECUTE_READWRITE. 
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This indicates that the region is enabled to be executed as well as read and written which is a suspicious 
behavior for a private memory page.

Figure 16. malfind output from the sample memory image

Yarascan (Using Yara With Volatility)
Yara has been a widely used tool for identifying malware. It uses the Rule file to identify the malware 
which is more of a signature based identification contrary to malfind that uses behavioral analysis to 
identify the malicious activity. One can define their own rules and put them in yara files. I prefer using the 
signature of Clam AV that is open source. To use Clamav Signature files we need to first convert it to yara 
rules file. The entire process is provided herewith

• 	 Install ClamAV: On Ubuntu we may use the command “Sudo apt-get install clamav clamav-base cla-
mav-daemon clamav-dbg clamav-docs clamav-freshclam clamav-testfiles”

• 	 Update the signature files with the command “Sudo Freshclam” This will place a file “main.ndb” in a 
subfolder in /var/lib/clamav one can directly use it for step iv

• 	 Extract the signature file from the main.cvd file by using command sigtool --unpack /var/lib/
clamav/main.cvd if the definitions are not updated. This will unpack the file and dump the file main.ndb

• 	 As main.ndb is the Hexadecimal signature file we can use this file to convert to yara rule file with 
the help of a python script downloaded from https://code.google.com/p/malwarecookbook/source/
browse/trunk/3/3/clamav_to_yara.py?r=5 and use it to make the yara rule file from .ndb file by us-
ing the command python clamav _ to _ yara.py -f /path/to/ndb/file/main.ndb -o clamav.yara as 
shown in Figure 17.

Figure 17. Converting Clamav signatures to yara rules

Once yara rule files are created we can scan the memory dump with the yara rule file by using the op-
tion “yarascan”. We need to understand that the yara rule file from clamav signatures is supposed to be 
too bulky. It is therefore recommended to divide it into smaller chunks and use them with the help of a 
script. The option “yarascan” is to be used with either yara rule (--yara-rule={rule}) or yara file (--yara-
file={yara file}) parameter.

https://code.google.com/p/malwarecookbook/source/browse/trunk/3/3/clamav_to_yara.py?r=5
https://code.google.com/p/malwarecookbook/source/browse/trunk/3/3/clamav_to_yara.py?r=5
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Other Plugins
There are several other plugins that can be used in malware analysis. A brief description is being pro-
vided herewith.

• 	 Svcscan: Lists out the services registered in memory alongwith PID, service name, service type and 
Status.

• 	 Apihooks: detects the API hooks and displays information like its type, the target for the hook and-
value. Runs only on selected profile types.

• 	 Idt: Prints the IDT (interrupt descriptor table)
• 	 Gdt: prints the system’s global descriptor table
• 	 Timers: explores the installed kernel timers. Useful for malware analysis as the malware attempts to 

perform tasks at specific intervals.
• 	 Strings: Displays the strings and the location of the same in memory. It can be used to identify the 

process to which a string belongs.
• 	 Ldrmodules: scans the information in VAD to find out the hidden dll’s.
• 	 Enumfunc: Enumerates the functions imported and exported to processe’s, dll’s etc.

Other useful options: 
There are number of other useful options that can be used for forensics investigation. The list is huge and 
a brief description of few is provided herewith:

• 	 Mbrparser: looks for potential MBR entries. As the MBR entries have a signature of 0x55 0xaa it 
simply searches for the same and thus may have lots of false positive.

• 	 Mftparser: Searches for $MFT related entries like $STDINFO, $DATA, $FILENAME etc.
• 	 Getservicesids: Prints the SID’s associated with services
• 	 Shellbags: Prints the information related to shellbags in registry.
• 	 Cmdscan: Lists out the commands that were typed and used from command prompt. Extremely 

useful in case of investigating a system compromise
• 	 Evtlogs: dumps the event logs from memory in a dump directory. Works on windows XP and server 

2003 but not with Windows 7 and server 2008
• 	 Consoles: Displays the commands typed on command prompt as well as the input / output associat-

ed. Displays exactly what the user would have seen on the command prompt (Figure 18)

Figure 18. Output of “consoles” plugin used on the sample image
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There are several third party plugins as well that can be used with volatility. Its an ongoing process with 
regular developments.

PORTING THE VOLATILITY TO THE LIVE MEMORY 
A combination of Volatility technological preview release and winpmem makes it possible to analyze the 
live memory. It’s a two stage process. The first stage is loading the drivers of winpmem in the memory. 
This provides an interface to port volatility on to. 

Winpmem can be found at https://code.google.com/p/volatility/downloads/list.

The second stage is porting the Volatility tech preview to this driver for live analysis. The Volatility tp 
can be downloaded from the list as mentioned in the link above. One should be careful in using it as it is 
not stable and official release. Let’s see how it is done and what all can be done with it.

Loading the winpmem drivers in memory.: This can be done by executing the winpmem executable 
with the option -L as shown in the Figure 19.

Figure 19. Loading the winpmem driver in the memory

We can unload the driver with the -u option as and when required. The Pointer at CR3 can be seen as 
well and in total 7 memory ranges can be accessed. You should have administrative access when you 
load the driver as at times it fails to load. You may also use “Write enabled” version of winpmem that al-
lows you to write to the memory. This is not advisable until you are very sure of what you are doing.

The content of memory can now be found at a psudo location \\.\pmem

Porting the volatility tech preview (tp): Volatality tp can now be ported to the winpmem driver we load-
ed. This can be done by providing the psudo location as the input file. On windows system make sure 
that you use “vol.exe” in command line in place of “vol” as vol defaults to “Volume” that will show infor-
mation about current system volume. The command to be used on windows system is vol.exe –f \\.\
pmem --profile={profile}. This will port the volatility to live memory. If no profile is provided volatility will 
choose on its own but there can be some error in choosing the same hence it’s highly advisable to pro-
vide the profile information (Figure 20).

Figure 20. Volatility TP ported to live memory

https://code.google.com/p/volatility/downloads/list
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Once Volatility tp is ported to the live system we can pass on all the options directly to get the output. 
Let’s run “pslist” option and check the output (Figure 21).

Figure 21. Process list obtained by issuing “pslist” option on live memory

As can be seen we just passed on the option and it provided the output.

While one can run all the options available with volatility, this porting allows one to use other python 
command as well. As it’s based on IPython (Interactive Python) one can get all the help required along 
with the options / commands available. 

Let’s just explore it a little more. As we can see the location of lsass.exe in virtual address space is 
0xfa800639c060 we can use this to dump the content at this location.

Lets now dump the content by issuing the command

dump session.kernel_address_space, 0xfa800639e060

and we get the result shown in the Figure 22. 

Figure 22. Dumping the content from the memory location

We can find the physical address from a virtual address with “vtop” command. If we dump that physical 
address we will be able to see the same content.

We can go on exploring with the framework. The possibilities are unlimited. As we understand more 
about memory and its functioning we can explore more and more. With IPython we can actually use vari-
ous API’s and get more information.
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EPILOGUE
At this point we have already detailed out the entire process that is followed for “Memory Forensics”. 
We started with the dumping and capturing the memory and related files, went on to analyze them in 
raw manner, then we jumped to Volatility framework and finally we explored the live memory. There are 
several other tools available for memory forensics that can help us out in the process. The most notable 
among them is “Redline” from Mandiant that automates the entire process. We could not include that due 
to space and time limitation but is definitely a tool to explore.
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STEP BY STEP TO 
WORK WITH YOUR 
OWN MEMORY DUMPS
INFECT YOUR COMPUTER AND CREATE YOUR OWN LAB 

TO LEARN MORE ABOUT MEMORY FORENSICS

by Javier Nieto Arevalo

Currently the majority of us live an “Online Live” where everyday 
new risks appear. In our personal live or in our business live 
(sometimes they are joined) we hear a lot of news about security 
problems. Some days we can experiment these troubles in our 
computers or in our business networks. 

If your computer is alive and it is connected to the Internet, you are in risk of 
been attacked… You can bet you will be infected some day... Every week 
in the news you can check that huge companies like Google, Juniper, Ado-

be, and RSAeNvision... have been hacked because an advanced persistent 
threat (APT) was installed in their systems and their information was stolen. 
At this moment it’s essential to have a great team able to make a good foren-
sics analysis in order to detect the modern malware, evaluate the damage, 
check out what data was thieved and learn about it in order to avoid the same 
problem or another similar in the future.

The goal of this article is to show you how to get memory dumps from in-
fected computers to learn how to work with tools like Win32dd, Volatility, and 
Memoryze…

Currently it’s necessary to be aware of the huge problem of the modern 
malware. We need to forget that the malware is designed to break out our 
computers or remove our pictures... Now the goal of the modern malware or 
the APTs is to steal confidential information from large companies or govern-
ments, banks accounts, projects like motors designs or buildings drawings… 
Also this pest wants to take control over millions of computers in order to 
make a denial of service to websites, spread the malware, send spam... etc. 
Currently, the hackers are organized and many of them want to make mon-
ey.... a lot of money!!!!! Others hackers called hacktivists are really interested 

What you will learn:
• 	 How to get recent malware sam-

ples to infect your computer.
• 	 How to create memory dumps 

from an infected computer.
• 	 How to analyze a memory dump 

with Volatility.

What you should know:
• 	 Get familiarized with Windows op-

erating systems.
• 	 Knowledge about RAM memory.
• 	 Get familiarized with Virtualized 

Systems and the modern mal-
ware.
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in making defacements of the web sites of some companies, governments or organizations that are con-
traries to their thoughts… Also, some governments and companies have their own hacker department 
for stealing private data from the others countries like the Syrian Electronic Army Hacks who recently 
hacked. This service provides publishers with recommended content from their own client’s website. 
Cnn, The Wahington Post and Time are some of the Outbrien’s clients which had serious problems in 
their web sites when they beginning to publish bad news like attacks to the White House… I want to show 
you some examples in order to demonstrate the importance to try to take control of the malware. In my 
opinion it’s totally necessary to have a high knowledge in memory forensics and reversing malware in 
order to detect and avoid some examples like the below.

Timeline of the well known cyber attacks.

2009
Aurora Operation. More than 30 large companies like Google, Adobe Systems or Juniper suffered a data stolen.

Operation GhostNet. It affected to 1000 equipments of more than 203 countries. It appears the people 
who created the operation wanted to spy to Dalai Lama.

2010
Stuxnet It could be the first advanced malware. It is thought that it was developed by the United States 
and Israel to attack Iran’s nuclear facilities. It was focus on SCADA systems in order to affect critical in-
frastructures. Kaspersky Lab concluded that the sophisticated attack could only have been conducted 
“with nation-state support and a study of the spread of Stuxnet by Symantec says that it was spread to 
Iran (58.85%), Indonesia (18.22%), India (8.31%), Azerbaijan (2.57%)....

In this article, we are going to download a memory dump from a computer which was infected with this 
malware and we are going to analyze it with Volatility.

Night Dragon Operation. This operation was designed to steal confidential information from multina-
tionals involved on the oil sells, chemistry or energetic companies.

2011
Shady RAT Operation. With this operation the thieves stole information from more than 70 organizations 
like the Organization Nation United.

RSAEnVision. This company is focused in the computer science specially in the security field an it was 
hacked on March 2011. Sensible information about their SecurID two-factor authentication products was 
stolen. RSA said in a report they had spent $66 million to replace customer’s SecuID tokens.

2012
Flame. This malware it’s one of the more advanced threats that has been seen ever. It was designed for cyber 
espionage in Middle Eastern countries. This malware spread to other computers through the local network or 
USB devices. The latest variants don’t run if you have installed Kaspersky anti-virus in your desktop.

Medre Operation. This operation was created in order to steal architectural drawing. It is an AutoLISP 
acad.fas file. When the user opens a DWG from a folder containing this file, the malware begin to send 
a copy of the project via email (using SMTP protocol).

Duqu. This worm was discovered on 1 September 2011 by Laboratory of Cryptography and System 
Security (CrySyS Lab) of the Budapest University of Technology and Economics in Hungary. The goal of 
this worm is to steal information from the infected host.

Gauss. It was detected in middle orient countries. It was developed to steal bank account information. 
Several banks were affected.

2013
APT1. Mandiant (company which develop Memoryze to do memory forensics analysis) published this 
awesome article http://intelreport.mandiant.com/Mandiant_APT1_Report.pdf where you can get a lot of 
information about the China’s Cyber Espionage Units.

http://intelreport.mandiant.com/Mandiant_APT1_Report.pdf
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Red October. Was detected in October 2012 and uncovered in January 2013 by Kaspersky Lab. The 
target of this malware is to steal information of diplomatic, governments and scientific research organi-
zations worldwide.

Attack to Adobe. In October 2013 this company published that they were attacked and sensitive infor-
mation from approximately 2.9 million Adobe customers (names, encrypted credit card numbers, etc.) 
were stolen.

I think that with these examples we are aware the importance of the IT forensics team when a large 
company or government has been affected whit these types of malware.

In this article I want to write about where you can get memory dumps of the infected computers from 
the internet and how to take the memory dumps from your own infected hosts. Then we are going to 
analyze these memory dumps with memory forensics tools like Volatility. I think is a good idea to infect 
our own systems in a secure environment in order to practice the forensics malware and learn from it. 
I’m going to show you some websites where you can download recently malware samples. I recommend 
you to run the malware on a virtual machine or on a Sandbox to get the memory dump in order to create 
your own training but I advice you, several malware is designed for don’t running in virtual machine or in 
machines who have installed malware reversing or forensics tools. It has sense, the hackers want their 
malware is hide as much time as possible…

WHERE CAN I GET SOME MALWARE SAMPLES?
Now I’m going to show you some websites where you can download the latest malware samples and 
other things related with it like network captures of several incidents.

Next websites are really useful if you want to download the latest malware samples in order to research 
the malware behavior.

CONTAGIODUMP
http://contagiodump.blogspot.com is a blog site where you can find a lot of malware samples, capture data 
files of the incidents, exploits and links of other websites which are hosting malware or malicious code.

These files can be downloadable from this website but they are compressed with password. It’s neces-
sary to send an email to the author, Mila. You can see the author’s details and her email account in her 
blogger profile. http://www.blogger.com/profile/09472209631979859691.

MALWAREBLACKLIST
www.malwareblacklist.com is a project that got started back in 2007. This project houses one of the larg-
est online repositories of malicious URLs. The web authors hope the data will help researchers in their 
understanding of the ever evolving threat landscape.

You can create a user and password of this website in order to get the malware samples or you can 
download directly from the original URL if it’s still available.

MALWARE.LU
www.malware.lu contains a lot of malware samples. Currently the database contains 5,572,972 samples. 

If you would like to download or submit samples, you need to have an account. To request an account, 
it’s necessary to send an email to ul.erawlam@retsiger with your username and a short explanation why 
you want an account. 

GETTING MEMORY DUMPS FROM THE INTERNET
There are a lot of sites where you can download the memory dumps from some infected host to practice 
memory forensics.

For example the Volatily’s website provide us several of them in the next link. http://code.google.com/p/
volatility/wiki/SampleMemoryImages

http://contagiodump.blogspot.com/
http://www.blogger.com/profile/09472209631979859691
http://www.malwareblacklist.com
http://www.malware.lu
http://code.google.com/p/volatility/wiki/SampleMemoryImages
http://code.google.com/p/volatility/wiki/SampleMemoryImages
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Malware Cookbook is a great book that I recommend you to buy. I think is one of the books everybody 
should read. It’s really interesting. It will teach you a lot of things about the malware behavior and memo-
ry forensics. The writers uploaded a lot of malware examples and memory dumps to their website http://
malwarecookbook.googlecode.com and it is free… The memory dumps examples from this book are in-
cluded in the Volatility link above.

Here I offer you a link where you will found some examples from Linux machines. http://secondlookfo-
rensics.com/linux-memory-images/

There are more sites in the Internet with more examples… Just search in your favorite search engine.

GETTING OUR OWN MEMORY DUMPS
After having a secure environment where you can run our malware, for example installing a Windows XP 
SP2 in a Vmware, we can execute the malware with .exe extension what we found in the links above. In 
my opinion is a good idea to get several memory dumps in order to study the malware behavior and learn 
more about the new malicious techniques. There are a lot of tools to achieve this goal: Belkasoft Live 
RAM Capture, WindowsSCOPE, MddKntdd, Moonsols, FtK IMager, and Mandiant Memoryze… Here we 
are going to talk about some of them. Keep in mind the memory is volatile… it will be necessary to get 
some examples of the same computer because we are going to get more information. For example, it’s 
possible in the first memory dump that the malware is sleeping but it doesn’t in the third one.

MOONSOLS WINDOWS MEMORY TOOLKIT – DUMPIT
This tool can be downloaded here: http://www.moonsols.com/#pricing.

First you need to provide to the vendor some details like your name, address, phone number… and 
wait to receive an email with the link where you can download it.

The compressed file just downloaded contains these tools:

• 	 dumpit.exe
• 	 hibr2dmp
• 	 hibr2bin
• 	 dmp2bin
• 	 bin2dmp

There are different versions with different features. You can see the differences between them in the 
screenshot below:

Figure 1. Different versions of Moonsols Toolkit

http://malwarecookbook.googlecode.com/
http://malwarecookbook.googlecode.com/
http://secondlookforensics.com/linux-memory-images/
http://secondlookforensics.com/linux-memory-images/
http://www.moonsols.com/
http://www.moonsols.com/
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In my case, I’ve chose the first one option. It’s free but we can’t work with the last software version. It 
shouldn’t be a problem…

Ok, let’s go to work.

When the compressed file is uncompressed, for example in an infected computer, we can see the files below.

Figure 2. Uncompressed files

It’s really easy to make a memory dump if we run DumpIt.exe. Just open the executable and give the 
answers to its questions.

In this case, we agree with the destination folder.

Figure 3. Memory dump in process

Then, we can see the memory dump file has been created and now we can look at the file details.
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Figure 4. Memory dump details

WORKING WITH WIN32DD AND WIN64DD
Before Dumpit, there were two executables to create the memory dumps: Win32dd.exe and Win64dd.exe.

MoonSols DumpIt replaces MoonSols Win32dd and Win64dd but I really like the older versions. I can’t 
tell you where you can find these older versions because as professional that I am, I shouldn’t recom-
mend you to make downloads from different websites than the official website… But I invite you looking 
for them and test it. I usually work with the older version (I can tell you I am not the only one) and I going 
to show you their features. Then, you have the choice…

Features:

• 	 win32dd and win64dd works for Microsoft Windows XP, 2003, 2008, Vista, 2008 R2, 7 64-bits (x64) 
Edition.

• 	 These tools have a server component. We can send memory dumps through our local network.
• 	 Hashing support with MD5, SHA-1, and SHA-256.
• 	 It can convert full memory dumps to Microsoft crash dumps so we can analyze them using some Mi-

crosoft’s debuggers.
• 	 They are able to convert hibernation files into memory dumps.

Now we are going to create the memory dump from the cmd line with win32dd.exe.

With the command below we can list the options available.

win32dd.exe -h
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Figure 5. Win32dd help

Now, we are going to create a memory dump called “mem.dmp” with the command below.

win32dd.exe /f mem.dmp /s 1

• 	 /f  File destination
• 	 /s <value> Hash function to use. In this case we have selected 1: SHA1 algorithm.
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Figure 6. Acquisition in process

Now we need to wait while the dump is been create. The time will depend of the memory assigned to 
you machine. In this case, the machine has 512Mb of RAM. After waiting only 32 seconds we have got 
the memory dump with the SHA1 checksum.

Figure 7. Acquisition finished
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It’s totally necessary to verify the hash of the file when it has been created. Then, we are going to copy 
this file to our computer in order to do a memory forensics. Before beginning with this task it’s necessary 
to make sure there aren’t any errors or modifications in the memory dump checking that the memory 
dump’s hash just taken is the same to the hash of the memory dump’s copy.

In Linux, just type this command to achieve this goal.

sha256sum memory.dmp

Like the one mentioned above, Win32dd and Win64dd have a client and server component. In order to 
save the memory dump to other machine through the local network please follow the next steps. 

Server Component
First of all we need to know the server IP address.

Figure 8. Server IP address

And then it’s necessary to run the server. 

By default the server listen on the tcp/1337 port. Keep in mind your firewall has to allow the connec-
tions on this port.

With the command below, we can run the server component.

win32.dd  /l  /f  mem.dmp

Figure 9. Server has just started

Client side component
First of all we need to check if the connection is available. We can ping to the server from the client to 
check if the connection is allowed.

Figure 10. Network connectivity checked

Now we are going to create a memory dump and send it to the server using the command below.

win32dd.exe /t 192.168.1.40 /s 1

Noticed we have just selected the same options that in the example before.
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Figure 11. Memory dump in process

We wait just a few seconds and that it is all.

Figure 12. Memory finished and just sent

We can see on the server machine cmd window the file has just been received. It’s necessary to check 
that the hash of the file received and the hash printed in the cmd window in the client are the same.
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Figure 13. Memory Gump

VMWARE
As you know, VMware is a tool where you can install and run your virtual operating system. It’s a great 
idea to install an operating system on there, take a snapshot of the operating system and then, infect it 
and take a memory dump to analyze it. When you finish your work, you can recovery the original state of 
the virtual machine and work again with other Trojan and continue learning.

If you decide to work with VMware it’s really easy to get a memory dump. Just play the virtual machine 
and go to the folder where the files of this virtual machine are saved.

To know where these files are, go to the Virtual Machine Settings, Options and click on the Browse bot-
tom in the Working directory Section.

Figure 14. VMware folder settings

Then, it’s only necessary to copy the memory dump of the virtual machine called *.vmem. It is neces-
sary to copy this file when the virtual machine is running because it will be disappears when the operat-
ing system is in shut down.
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Figure 15. Virtual Machine’s RAM

MEMORYZE
Memoryze is a memory analysis tool developed by Mandiant. This tool can acquire the physical memory from 
a Windows system and even perform advanced analysis of live memory while the computer is running.

You can download it from the link: https://www.mandiant.com/resources/download/memoryze.

With the next command from the command line interface, you can get a copy of your memory RAM.

memoryDD.bat -output C:\

Figure 16. Memory dump process

MemoryDD.bat has just created a directory called audits where memory image has been saved.

https://www.mandiant.com/resources/download/memoryze
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Figure 17. Image just dumped

CUCKOO
Cuckoo is a free malware analysis system. It isn’t a memory dump tool but it has this capability. If we are 
going to execute malware samples… why don’t analyze it and continue learning from it? You can ana-
lyze any suspicious file with this tool and it will give you some very detailed feedback. Cuckoo has the 
features below:

• 	 Get memory dumps.
• 	 Traces of win32 API calls.
• 	 Traffic captures in Pcap format.
• 	 Register keys that have been modified.
• 	 Information about processes created by the malware.
• 	 Information from the files that have been downloaded, modified or removed during the malware exe-

cution.
• 	 Malware behavior.
• 	 Screenshots of the virtual machine taken while the malware was running.

In this article, we are going to focus in how to create a memory dump with this tool. It’s really easy to do. 
First of all, it’s necessary to install Cuckoo on a Linux Machine. You can learn how to install Cuckoo in my 
blog site: http://www.behindthefirewalls.com/2013/07/how-to-install-cuckoo-sandbox-on-ubuntu.html.

When this tool is installed, it’s necessary to enable the memory dump option. Please, edit the conf/
cuckoo.conf file and set the memory_dumps field to “on” as shown below: 

memory_dump = on

Then we can send the malware to our virtual machine with the next command.

python submit.py cuckoo/cuckoo-master/malware_samples/iwmsax.exe

Figure 18. Malware submitted to the Cuckoo Sandbox

When the analysis is finished, we can see the memory dump file in the folder destination and more in-
formation like a great report.

http://www.behindthefirewalls.com/2013/07/how-to-install-cuckoo-sandbox-on-ubuntu.html
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Figure 19. Memory dumped with Cuckoo

With this tool it’s really easy to run malware, get valuable information about its behavior and get a mem-
ory dump for memory forensics purposing. I recommend you to try it.

We have a little problem. Since Cuckoo employs some rootkit-like technologies to perform its opera-
tions, the results of a forensic analysis would be polluted by the sandbox’s components. But in my opin-
ion we can work with the sandbox for learning purposes.

MEMORY FORENSICS WITH VOLATILITY
Volatility Framework is an open source tool written in Python for analyzing memory dump captures. You 
can use it to extract injected DLLs, perform rootkit detection, find hidden processes and more. Volatility 
has a lot of users and contributors, so new capabilities are constantly being developed. You can down-
load the latest version from http://code.google.com/p/volatility/.

You can get a lot of information on the internet about how to install this tool. Kali Linux and Backtrack 
distribution have included Volatility in their distributions. In this article, we are going to work with Kali 
Linux. You can download from the command: http://www.kali.org/downloads/.

Then just run it on your favorite virtual computing software like VMware or VirtualBox.

In this next part of the article we are going to get some memory dump examples and we are going to 
analyze it.

Remember that in the first part of the article you can find some links to download and practice memory 
forensics analysis.

SUMMARY VOLATILITY COMMANDS 

Getting Help

 vol –h (show general options and supported plugins) 
 vol plugin –h (show plugin usage) 
 vol plugin --info (show available OS profiles) 

Getting System Profile 
imageinfo – Display memory image metadata 

vol  -f image.vmem imageinfo 

Select profile

vol -f image.vmem  --profile=profile plugin 

Using Environment Variables 
Set name of memory image 

# export VOLATILITY_LOCATION=file:///images/mem.vmem

Set profile type (takes place of --profile=) 

http://code.google.com/p/volatility/
http://www.kali.org/downloads/
file:///D:/S_O_F_T_W_A_R_E/eForensics_15_2013_MEMORY/JAVIER/images/mem.vmem


50

# export VOLATILITY_PROFILE=WinXPSP3x86

Identify Processes
pslist – To list the processes of a system. It does not detect hidden or unlinked processes.

 vol  -f image.vmem  pslist 

psscan – To find processes previously terminated and processes that have been hidden or unlinked by 
a rootkit.

vol  -f image.vmem  psscan 

pstree – To show the process listing in tree form. It will also not show hidden or unlinked processes.

vol  -f image.vmem  pstree

psxview – To detect hidden processes using cross-view.

vol -f image.vmem  psxview 

driverscan – Scan memory for _DRIVER_OBJECTs.

vol -f image.vmem  driverscan

Search evidences of Code Injection 
malfind – To find hidden or injected code/DLLs in user mode memory and dump sections.

-p Print information only for specific PIDs 
-s Use psscan to find processes
-y Search using YARA rules 
--dump-dir Directory to save extracted the memory dump sections 

vol  malfind --dump-dir ./output_dir 

ldrmodules – To detect unlinked DLLs 

-p Show information only for specific PIDs 
-v Verbose: show full paths from three DLL lists 

vol -f image.vmem  ldrmodules –p 1923 

Registry Analysis
hivelist – To locate the virtual addresses of registry hives in memory and the full paths to the corre-
sponding hive on disk.

 vol -f image.vmem  hivelist 

hivedump – Print all keys and subkeys in a hive 

-o Offset of registry hive to dump

vol  -f image.vmem  hivedump –o 0x0df10758

printkey – It display the subkeys, values and data types contained within a specified registry key.

-K “Registry key path” 
-o Only search hive at this offset

vol  -f image.vmem  printkey -K “Microsoft\Security Center\Svc”
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Looking for Rootkit evidences’
driverscan – To scan for DRIVER_OBJECTs in physical memory,

vol  -f image.vmem  driverscan 

apihooks – To find API hooks in user mode or kernel mode,

-p Operate only on specific PIDs 
-k Scan kernel modules instead of user-mode objects

vol.py -f image.vmem  apihooks 

Analyze Process DLLs and Handles
dlllist – To list loaded dlls by process. 

-p Show information only for specific process identifiers (PIDs) 

vol  -f image.vmem  dlllist –p 1923

getsids – To show the SIDs (Security Identifiers) associated with a process

-p Show information only for specific PIDs 

vol -f image.vmem  getsids –p 1923

handles – It print the open handles in a process

-p Show information only for specific PIDs 
-t Display only handles of a certain type: Process, Thread, Key, Event, File, Mutant, Token, Port... 

vol  -f image.vmem  handles –p 1923 –t Process, Mutant 

filescan – It scan physical memory for FILE_OBJECTs.

vol  -f image.vmem  filescan 

svcscan – It print which services are registered on your memory image.

vol  -f image.vmem  svcscan

Review Network Artifacts 
connections – [XP] To show active connections

vol  -f image.vmem  connections 

connscan – [XP] ID To print TCP connections, including artifacts from previous connections that have 
since been terminated.

vol -f image.vmem  connscan 

sockets – [XP] To detect listening sockets for any protocol (TCP, UDP, RAW, etc),

vol -f image.vmem  sockets 

sockscan – [XP] To find socket structures, including closed/unlinked 

vol -f image.vmem  sockscan 
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netscan – [Win7] To find TCP endpoints, TCP listeners, UDP endpoints, and UDP listeners.

vol -f image.vmem  netscan

Dump Suspicious Processes and Drivers
dlldump – To extract DLLs from specific processes.

-p Dump DLLs only for specific PIDs 
-b Dump DLLs from process at physical memory offset 
-r Dump DLLs matching REGEX name pattern (case sensitive) 
--dump-dir Directory to save extracted files

vol -f image.vmem  dlldump --dump-dir ./output –r metsrv 

moddump – To extract kernel drivers 

--dump-dir Directory to save extracted files 
-o Dump driver using offset address (from driverscan) 
-r Dump drivers matching REGEX name pattern (case sensitive) 

vol -f image.vmem  moddump --dump-dir ./output –r gaopdx 

procmemdump – To dump process to executable sample 

-p Dump only specific PIDs 
-o Specify process by physical memory offset 
--dump-dir Directory to save extracted files 

vol  -f image.vmem  procmemdump --dump-dir ./out –p 1923 

memdump – To dump every memory section into a file 

-p Dump memory sections from these PIDs 
--dump-dir Directory to save extracted files 

vol -f image.vmem  memdump --dump-dir ./output –p 1923

ZEUS ANALISYS | BEGINNER MODE
In this part of the article we are going analyze a memory dump of a computer infected with the Zeus Tro-
jan. But… Why have I chosen this sample?

As security technician I have seen thousands of infected computers with this Trojan in corporate net-
works. There are more known Trojans like SpyEye but this, it has been and currently is being commonly 
spread. The computers are infected thanks Drive by Downloads attacks and phishing. It’s really danger-
ous because it steals banking information by Man-in-the-browser keystroke logging and Form Grabbing.

I think is a good option for beginners to start with this memory dump because there are a lot of exam-
ples in the Internet that could help you.

You can download the memory dump from an infected computer with this Trojan in the URL: http://mal-
warecookbook.googlecode.com/svn-history/r26/trunk/17/1/zeus.vmem.zip.

ZEUS IMAGE INFO
First of all we need to know the suggestion profile in order to figure out what operating system was in-
stalled the infected computer. Type the command below.

vol –f zeus.vmem imageinfo
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Figure 20. Zeus imageinfo

Now, we are going to export the profile “WinXPSP3x86” in order to don’t specify this profile in the Vola-
tility’s commands when we are working with this tool. This will do our live easier.

export VOLATILITY_PROFILE=WinXPSP3x86

DETECTING MALICIOIUS PROCCESS
With the command below we can see all the processes that were running. In this case, we aren’t going 
to see any suspicious process.

vol- f zeus.vmem pstree

Figure 21. Processes of the Zeus image

DETECTING MALICIOUS CONNECTIONS
Now, we want to know if the computer was establishing connections when memory was dumped. We 
are going to see that a process with Pid 856 was making connection with the IP address 193.104.41.75 
to the port 80. 

vol –f zeus.vmem connscan
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Figure 22. Connections established

This IP was blacklisted by www.ipvoid.com. You can visit the URL in order to get more information 
http://www.ipvoid.com/scan/193.104.41.75/.

Figure 23. Blacklisted details

What process was establishing connections with a blacklisted IP?

We are going to see all the processes that were running again. Noticed the process with Pid 856 (which 
are making connections with a blacklisted IP) belong to “svchost.exe”. This process was started by the 
“services.exe” process. It isn’t a normal behavior.

vol -f zeus.vmem pstree

Figure 24. Suspicious processes

It’s normal that a web browser or other applications create connections trough the port 80. It is not nor-
mal that “svchost.exe” which is a generic host process name for “services.exe” that run from dynamic-
link libraries creates these connections.

http://www.ipvoid.com/
http://www.ipvoid.com/scan/193.104.41.75/
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DETECTING INJECTED CODE
With the command below we are going to try to detect infected code in the suspicious process with Pid 
856. Thanks to maldfind we can export these codes to a folder. Please create the folder named evidence 
before typing the command.

vol.py –f zeus.vmem malfind –p 856 --dump-dir evidence

Figure 25. Injected code
Now two PE files have been saved to the evidences folder. Now, we are going to check if some anti-

virus detects them as malware.

Instead of uploading the file, we are going search the sha256 hash in Virus Total. With this option, if 
someone uploaded the same sample before, we can see the same information in less time because we 
don’t need to spend time waiting for the upload.

In order to get the hash of the file, please type the command bellow when you are into the folder named 
evidence.

sha256sum *

Figure 26. Hashes of the injected code

Now, we are going to search theses hashes in the URL”: https://www.virustotal.com/es/#search.

We are going to see that the first hash is detected by 35 of 46 anti-viruses.

https://www.virustotal.com/es/
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Figure 27. Dump detect as malware

The second one seems to don’t hold malicious code.

Figure 28. Dump undetected as malware

We can see the strings of this dump in order to get more information about it. 

With the command below, we can get valuable information about the malicious dumps.

strings process.0x80ff88d8.0xb70000.dmp
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Figure 29. Strings output

If we continue reading these strings, we can see really suspicious words. Remember the Zeus Tro-
jan was designed to steal bank accounts and other personal information. You can see some suspicious 
words like: “USER”, “PASS”,”TYPE”, “;server=”, “,port=”,”;user=”, ”;password=”.

Figure 30. Suspicous strings

DETECTING REGISTRY KEYS
We have a lot of information about this malware in the Internet. For example, the link below offers us in-
formation about what registry keys are added by the malware.

http://www.bitdefender.com/VIRUS-1000496-en--Trojan-Spy-Zeus-W.html

http://www.bitdefender.com/VIRUS-1000496-en--Trojan-Spy-Zeus-W.html
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Currently, after reading the link above we know that the Zeus Trojan is executed in every reboot because 
it modifies the HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Winlogon\Userinit registry key in 
order to run the infected executable called “sdra64.exe” when the computer start. We can see the next 
registry key thanks command bellow:

vol  -f zeus.vmem printkey -K “Microsoft\Windows NT\CurrentVersion\Winlogon””

Figure 31. Registry key of the Zeus Trojan

Also, we can read in the URL that Zeus disable de Windows’s firewall: http://threatinfo.trendmicro.com/
vinfo/web_attacks/ZeuS_and_its_Continuing_Drive_Towards_Stealing_Online_Data.html.

With the command bellow we are going to check that the firewall was disabled in the operating system.

vol -f zeus.vmem printkey -K “ControlSet001\Services\SharedAccess\Parameters\FirewallPolicy\
StandardProfile”

Figure 32. Firewall Registry key value

http://threatinfo.trendmicro.com/vinfo/web_attacks/ZeuS_and_its_Continuing_Drive_Towards_Stealing_Online_Data.html
http://threatinfo.trendmicro.com/vinfo/web_attacks/ZeuS_and_its_Continuing_Drive_Towards_Stealing_Online_Data.html
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SERCHING FOR MUTANT OBJECTS
Mutex are frequently used by legitimate software. It could help us to discover the presence of malicious 
programs on the system. The security technicians have the opportunity of examining the memory dumps 
in order to indentify mutexes names used by a certain malware, which will allow us to define the signs of 
the infection. (This command would be mixed with the Yara rules to classify the malware. In order to not 
to extend a lot this document explaining how to install it we are going to continue without that. Maybe in 
next article I talk about it).

With the command below we can see all the mutexes in the memory dump.

vol –f zeus.vmem mutantscan

Figure 33. Image Mutexes

Reading output of the command I saw something that it draws my attention. Something called AVIRA. 
It rings me a bell, I think I have read this word in some blog or anti-virus website…

With the command below we can see all the mutexes which contain the word AVIRA.

vol –f  zeus.vmem mutantscan | grep AVIRA

Figure 34. Zeus Mutexes

If we look for in our favorite search engine the name of this mutex, we can see it is related with the Zeus 
Trojan http://www.fortiguard.com/search.php?action=detail_by_virus_name&data=W32/Zbot.AA!tr.

http://www.fortiguard.com/search.php?action=detail_by_virus_name&data=W32/Zbot.AA!tr
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Figure 35. AVIRA* is recognized by security providers

With all the information that we have taken, It seems clear that the computer which the memory was 
dumped was infected with the Zeus Trojan.

Here, I give you other memory dump from an infected host with the Trojan Zeus in order to try to analyze 
alone http://malwarecookbook.googlecode.com/svn-history/r107/trunk/zeusscan/zeus2x4.vmem.zip.

http://malwarecookbook.googlecode.com/svn-history/r107/trunk/zeusscan/zeus2x4.vmem.zip
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STUXNET ANALYSIS | PRE ADVANCED MODE
Like the one mentioned above Stuxnet was one of the first advanced malware. This malicious program 
attacks Windows systems using a zero-day exploit and it is focus in the SCADA systems. Also, it may be 
spread from USB drives. It is necessary a squad of highly capable programmer with depth knowledge 
of industrial processes and an interest in attacking industrial infrastructure for developing this malware.

Thanks Malware Cookbook we can download a memory dump from an infected host with this malware 
in the URL: http://malwarecookbook.googlecode.com/svn/trunk/stuxnet.vmem.zip.

Ok, let’s go. We are going to analyze it with Volatility.

STUXNET IMAGE INFO
First of all we want to know more info of the memory image. With the command below we can see the 
volatility suggested profile and when the image was dumped. In this case it was in 2011-06-03

vol –f stuxnet.vmem imageinfo

Figure 36. Stuxnet Image info

Now, we are going to export the profile WinXPSP3x86 t in order to not to specify more this profile in 
the Volatility commands.

export VOLATILITY_PROFILE=WinXPSP3x86

DETECTING MALICIOIUS PROCCESS
First of all, I usually want to know what process was running in computer when the memory dump was taken.

Notice you are going to see that three lssas.exe processes were running… It draws our attention.

• 	 lsass.exe Pid 680
• 	 lsass.exe Pid 868
• 	 lssas.exe Pid 1928

vol –f stuxnet.vmem pslist

http://malwarecookbook.googlecode.com/svn/trunk/stuxnet.vmem.zip
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Figure 37. Proccess list

We know that lsass.exe is one of the first processes to start when Windows boots. Because of this, 
it’s normal that “lssas.exe” has a lower Pid. You can see when the three lssas.exe process started in the 
picture above:

• 	 Pid 680 started at 2010-10-29 17:08:54
• 	 Pid 868 started at 2011-06-03 04:26:55
• 	 Pid 1928 started at 2011-06-03 04:26:55

You can see the “lssas.exe” with lower Pid (680) started in 2010 and the other ones with higher Pid (868 
and 1928) started at 2011. It isn’t a normal behavior.

Now we are going to see in the picture below that Winlogon.exe (Pid 624) started one of the “lssas.
exe” process (Pid 680). This is a really good indication of which “lssas.exe” isn’t malicious, because Win-
logon.exe always starts the real “lssas.exe”. The “lssas.exe” with Pid 868 and 1928 was started by the 
“services.exe” process. It isn’t a normal behavior. They could be malicious processes.

You can see all this information with the command below.

vol –f stuxnet.vmem pstree | egrep ‘(services.exe|lsass.exe|winlogon.exe)

Figure 38. Lssas.exe details

We have just discovered two suspicious processes. 

DETECTING MALICIOUS CONNECTIONS
Now we are going to see if some of theses suspicious processes were making connections with the com-
mand below.
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vol –f stuxnet.vmem connections

Figure 39. No connection established

Any connections were establishing when the memory was dumped.

Now, we are going to see the ports that were listening in the computer.

You are going to see “lssas.exe” that the process with Pid 680 is bound to Port 500 and 4500, while “ls-
sas.exe” with Pid 868 and the other one with Pid 1928 are not listening in these ports. It seems again that 
the “lssas.exe” with the PID 680 has a normal behavior because this process usually listens on these ports.

vol -f stuxnet.vmem sockets

Figure 40. Sockets

DETECTING DLLS
“lssas.exe” with PID 680 appears to be a normal process… What’s happened with the other ones? 

With the command below, we can check that “lssas.exe” with Pid 868 and Pid 1928 load lower DLLs.

vol –f stuxnet.vmem dlllist –p 680 | wc –l
vol –f stuxnet.vmem dlllist –p 868 | wc –l
vol –f stuxnet.vmem dlllist –p 1928 | wc –l

Figure 41. DLLs loaded

Also, we can detect with the command below, the process with Pid 1928 has unlinked DLLs.

vol –f stuxnet.vmem ldrmoudles –p 1928
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Figure 42. Unlinked DLLs

We can get more information about it with this command.

ldrmodules –p 1928 –v

Figure 43. Kernel calls

This kernel calls are directly related with stuxnet worm. See URL: http://www.f-secure.com/v-descs/
trojan-dropper_w32_stuxnet.shtml.

DETECTING INJECTED CODE
The malfind command helps us to find hidden or injected code/DLLs in the user mode memory. Then we 
are going to export these DLLs to www.virustotal.com in order to check if some anti-virus detects them.

First, we are going to try to get some evidences of the “lssas.exe” with Pid 680. We know this process 
is normal but we want to check it out again. It’s necessary to create the folder where you will export the 
evidences. In this case, the folder’s name is “evidences”.

You can see in the picture below any evidences were exported.

vol –f stuxnet.vmem malfind –p 680 --dump-dir evidences/

Figure 44. No evidences dumped

Now, let’s go with the “lssas.exe” process with Pid 868.

vol –f stuxnet.vmem malfind –p 868 –dump-dir evidences/

http://www.virustotal.com/
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Figure 45. Injected code detected

We can see two files have been created. Now we are going to check them in www.virustotal.com in or-
der to test out if anti-virus detects these files as malicious files. In order to don’t upload the files, we are 
going to obtain the sha256 checksum of the files and then we are going to upload these results to the 
Virustotal website. 

Sha256 *.dmp

Figure 46. Hashes of the files dumped

Now we are going to search the hashes results above and we are going to see how to all of them are 
going to be detected as malicious files. We can obtain this conclusion searching the hashes in the URL: 
https://www.virustotal.com/es/#search.

Figure 47. Malicious dump detected

http://www.virustotal.com/
https://www.virustotal.com/es/
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Figure 48. Malicious dump detected

We are going to do the same with the “lssas.exe” process with Pid 1928.

vol –f stuxnet.vmem malfind –p 1928 –dump-dir evidences/

Figure 49. Injected code detected

Now, we are going to get the sha256 checksums.

Sha256sum *.dmp
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Figure 50. Hashes of the files dumped

Then, we are going to search this hashes in the same URL: https://www.virustotal.com/es/#search.

Notice in the Figure 54, the file is classified as Stuxnet worm. 

Figure 51. Malicious dump detected

Figure 52. Malicious dump detected

https://www.virustotal.com/es/
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Figure 53. Malicious dump detected

Figure 54. Malicious dump detected

Figure 55. Malicious dump detected as Stuxnet worm
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DETECTING API CALLS
If we use the command below, we can see the strings of these exported files. We can see just before 
“services.exe” some API calls.

strings evidences/process.*

Figure 56. API calls

We can get the same information thank Volatility. We can use the command below:

vol –f stuxnet.vmem malfind apihooks –p 1928

Figure 57. Apihooks

Figure 58. Apihooks related with Stuxnet
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These calls are directly linked to the Stuxnet worm. You can read the article below from Symantec. 
http://www.symantec.com/connect/blogs/w32stuxnet-installation-details

DETECTING MALICIOUS DRIVERS
Now, with modscan we are going to pick up previously unloaded drivers and drivers that have been hid-
den/unlinked by rootkits.

vol –f stuxnet.vmem modscan. 

Figure 59. Looking for hidden or unlinked drivers

The first driver draws our attention… Please, take notes of the “Base” value (oxb21d08000) for future.

Figure 60. Suspicious driver

We are going to export it.

vol -f stuxnet.vmem moddump --dump-dir evidences/ --base 0xb21d80000

Figure 61. Suspicious driver exported

Then, we are going to get the sha256 hash of this driver.

sha256sum driver.b21d80000.sys

Figure 62. Driver hash

Now, we are going to check it out with www.virustotal.com.

http://www.symantec.com/connect/blogs/w32stuxnet-installation-details
http://www.virustotal.com/
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Figure 63. Malware detected as malicious

Ok. I think that it’s necessary to look more malicious drivers with a similar name.

vol –f stuxnet.vmem modscan | grep mrx

Figure 64. Similar drivers detected

Ok. Let’s go to export the second suspicious driver and follow the same sequence.

Figure 65. Second suspicious driver detected

vol –f stuxnet.vmem moddump --dump-dir evidences/ --base 0xf895a000

Figure 66. Second suspicious driver exported

Now we are going to get the SHA256 hash.

sha256sum driver.f895a000.sys

Figure 67. Driver hash

Finally we are going to check out with Virustotal.
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Figure 68. Second malicious driver detected

I checked with the same commands the other two drivers aren’t categorized as malicious files.

Now, we have just found two malicious drivers: mrxcls.sys and mrxnet.sys.

DETECTING REGISTER KEYS
Now, we are going to detect the register keys that have been added to the computer. With the command 
below, we are going to see a lot of them.

strings stuxnet.vmem | grep –i mrx | grep -i Services

Figure 69. Registry key related to mrx* drivers

Now, we are going to see the details of some of them with the next commands.

vol –f stuxnet.vmem printkey -K ‘ControlSet001\Services\MrxNet’
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Figure 70. Registry key calling to mrxnet.sys

vol –f stuxnet .vmem printkey -K ‘ControlSet001\Services\MrxCls’

Figure 71. Registry key calling to mrxcls.sys

With these techniques, Stuxnet will be started in each computer restart.

In this part of the article, we have analyzed a memory dump of a well known and dangerous Trojan. 
It’s a great opportunity to have the chance to download this memory dump samples in order to practices 
memory forensics.

summary
We have seen a lot of examples of the well known cyber attacks. Several companies, governments, 
banks… are been attacked with new malware specimens every day, every week, every month... 
We know the importance of keep the private information as far as possible of the hackers. We need to do 
a great effort in order to avoid this pest. It is really difficult, even impossible to keep our networks totally 
safe. We should design a security policy which makes difficult to the hackers access to private data. In 
my opinion, it’s totally necessary spend a lot of resources in get good security devices and get a great 
security IT squad capable to face to the security task. But also it’s totally necessary awareness to all 
personnel of the organization which work with a computer about the importance of the security. In the 
examples like the mentioned above, several companies and governments were infected and their data 
was stolen because for example a personal of the human resources click in a link attached in an email. 
This link goes to a URL with an exploit and this computer was infected. After that, the hackers have a 
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door to get into the company and then try to get access to other system with more interesting informa-
tion doing pivoting…

Years ago, we have spend a lot of money and time protecting our perimeter with Firewalls, IDS/IPS, 
Network Antivirus and other security appliances in order to try to protect the servers exposed to the In-
ternet. Now that is still needed but the attacks are changing… The attacks are more sophisticated and 
the frontal attacks are less common in a hack operation. For this, it is necessary that all personnel of an 
organization are involved a good security policy.

But with all our prevention, you can be sure some day a computer into your network will be infected… 
The zero day exploits are undetectable and the anti-virus can’t detect a malware which has been cus-
tomized specially for our organization. In my opinion, we are getting into the “Sandbox Era”. I think it’s 
necessary to analyze all files that have been downloaded in a company with a Sandbox in order to find 
suspicious behavior. There are free sandboxes like Cuckoo and some companies are developing “in-
line” sandboxes which are really useful.

But with all mentioned above, we are going to be infected again… It will be very difficult but this possibility 
exists… And when the infection happens, we need a high knowledge in techniques like memory forensics 
and malware reversing. To get this knowledge, I’ve expose tools and resources to achieve this goal.
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MEMORY FORENSICS, 
ANALYSIS AND 
TECHNIQUES
by Rafael Souza (Co-Founder at Grey Hats, member of “French Backtrack Team)

Due to the increased number of cases of cyber-crimes and 
intrusions, along with the storage capacity of hard disks and 
devices, it was necessary to extend the techniques of computer 
forensics, currently works consist in collection and analysis 
of static data stored hard drives, seeking to acquire evidence 
related to the occurrence of malicious activities in computer 
systems after its occurrence.

W ith the evolution of technological resourc-
es and the popularity of the Internet, it 
has become impractical to maintain only 

the traditional approach, due to the large volume 
of information to be analyzed and the growth of 
digital attacks. In this context, the analysis of data 
stored in volatile memory comes up with new tech-
niques, it is necessary to check the processes that 
were running, established connections, or even 
access keys encrypted volumes, without causing 
the loss of sensitive information to the investiga-
tion, thus allowing the recovery of important data 
to the computer forensics.

CONCEPT
Memory forensics is a promising technique that 
involves the process of capturing and analyzing 
data stored in volatile memory. Since, by vola-
tile memory, this means that data can be lost on 
system shutdown, or can be rewritten in the nor-
mal functioning of the same memory space. This 
characteristic of constant flux, the data in memory 
are usually less structured and predictable.

What you will learn:
• 	 you will increase their knowledge in the area of extraction of artifacts and 

samples of memory, you can get many important data such as:
• 	 Image information (date, time).
• 	 Running processes.
• 	 Modules the operating system kernel.
• 	 Dump any process, DLL.
• 	 Displacement mapping physical addresses to virtual addressable memory 

for each process.
• 	 process SIDs and environment variables, open network sockets, explore 

cache registry hives.
• 	 Report on services Windows among others.

• 	 At the end of the reading, you will understand how to access data forensic im-
aging, this technique allows you to create, disk images, especially forensic.

• 	 Learning to perform memory dumps, and then a forensic analysis on the im-
age created to facilitate the work of forensic experts.

What you should know:
• 	 you just need to have a little knowledge about the rationale behind the tech-

nique and analysis of forensic memory, but soon the descriptions will intro-
duce this concept step by step.

• 	 Knowledge of the commands tool Volatility (can be found on the official frame-
work).

• 	 Concepts of “dumps”.
• 	 Information about the operating system on which you will apply the method.
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DATA CONTAINED IN THE MEMORY
The overview of the information stored in memory, everything is running on a computer is stored tempo-
rarily in memory, either in volatile memory, the paging file is related to virtual memory. By extracting an 
image of memory known as ‘dump’ memory is possible to identify the relationship of the running process-
es, it is possible to establish a relationship between the processes in order to identify which processes 
have started other processes, likewise, is feasible to identify which files, libraries, registry keys and sock-
ets that were in use by each process. In summary, it is possible to map how the system was being used 
when generating the ‘dump’ memory and also recover executable programs stored in memory.

MORE INFORMATION ON “DUMPS”
This is the method currently used by the experts in computer forensics to acquire the contents of RAM.

There are several programs that help the image acquisition memory system, this work. These tools 
make reading memory bit-by-bit and copy its contents to a file, the “dump” of memory. This file will have 
the same physical memory size of the system.

What should be taken into account, regardless of the tool being used, is that, as shown by the “Locard 
Exchange Principle”, when an acquisition program dump is executed, it must be loaded into memory, 
meaning it will traces, and that some of the memory space that could contain valuable information will 
be used, and can even lead to changes in the area occupied by processes to paging files. Furthermore, 
while the tool is reading the contents of the memory, the status of the system is not frozen, which means 
that while some pages are being copied, and others may be changed if the process is that use is still 
running, for example. What will define the time spent to collect the image are factors such as processor 
speed, bus fees and operations in and out of the disc.

CREATING “FORENSIC IMAGE” WITH FTK IMAGER

INTRODUCTION
FTK Imager is a free tool provided by Access to Data acquiring forensic images. The tool allows you to 
create, mainly disk images…Besides creating forensic disk images, we can perform memory dumps and 
even perform a forensic analysis on the small image created. There are many other fucionalidades you 
will discover when you are working with it. The FTK Imager was created by the company AccessData 
and is free.

STEP BY STEP
Well, I’m looking for a simple and practical way to demonstrate these concepts. Let’s click on the “File” 
menu and click the “Create Disk Image” and choose which disk or partition, or we will make the image. 
To choose the option to perform a forensic image of the disc, we will on the “Physical Drive”, if we want 
to make the image of a partition, let the option “Logical Drive”. Look the pictures below:
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Figure 1. FTK Imager

Figure 2. Logical Drive

Figure 3. Physical Drive

Then I’ll do the forensic image of a USB stick 
plugged into my machine, and also choose the op-
tion “Physical Drive “. Can I choose which device I 
want to make the image and then I click on the “Fin-
ish” button.

Figure 4. Select Drive

Now click on “checkbox Verify images after area 
They created”. With this option selected, the tool 
will calculate the “hash” MD5 and SHA1 image cre-
ated after that, click the “ADD” button.

Figure 5. Create Image

Let’s select “RAW”, to perform forensic image 
format which is the tool of “DD” and click “Next”.

Figure 6. Select RAW
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Will request some information on evidência. We 
can fill these information. After that, click on “Next”.

Figure 7. Evidence Item Information

We will choose the output directory (where the fo-
rensic image is saved). “Image Filename” is where 
you must enter the filename of my image. In the 
“Image Fragment Size” I can put zero because I 
do not want my fragmented image. If I wanted to 
break into pieces, I put this field size in MB that ev-
ery piece of my image would have. After that , just 
click on the “Finish” button.

Figure 8. Select Image Destination

Figure 9. The output directory

Just click on the “Start” button.

Figure 10. Create Image

Figure 11. Image Sumary

When the process of image acquisition forensics 
has finished , we can display a summary with vari-
ous information.

In the same directory where the image was stored 
was created a “txt”, which is like a log , which has 
the same summary information.

EXTRACTION OF DIGITA ARTIFACTS WITH 
VOLATILITY
Volatility is a completely open collection of tools, 
implemented in Python under the GNU General 
Public License, for the extraction of samples of dig-
ital artifacts from volatile memory (RAM).

STEP BY STEP
The tool supports a variety of formats “dump”, per-
forms some automatic conversion between formats 
and can be used on any platform that supports Py-
thon. Installation and use are simple, simply un-
zip the package supplied by Systems Volatility in a 
system where Python already installed.
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C:\Volatility>python volatility

Figure 12. Supported Internel Comands

Example: volatility pslist -f /path/to/my/file

Figure 13. Use the command volatility

The image 13 shows the use of the command 
“ident”, which can be used to identify the date and 
time the image was collected, as well as providing 
information about the operating system on which 
the dump was generated:

C:\Volatility>python volatility ident –f C:\
memorytest_rafael_fontes.dmp

Figure 14. Command ident

You can use the --help option with any com-
mand to get help:

C:\Volatility>python volatility ident –-help

Figure 15. Option Volatility help tool

To list the processes that were running at the 
time it was generated dump can use the “pslist.” 
As can be seen below, the output will contain the 

name of the process, its identifier (Pid) and father 
process ID (PPID) beyond the time when it was 
started and other useful information.

C:\Volatility>python volatility pslist –f C:\
memorytest_rafael_fontes.dmp

Figure 16. Use the command pslist

The “connscan” provides information about the 
network connections that were active at the time 
the data were collected memory. Already the 
“sockets” displays the open sockets at the time the 
dump was generated. The command “files” dis-
plays open files for each process. You can specify 
the case number on the command line to display 
only those files opened by a particular process.

C:\Volatility>python volatility files –p 1740 –f 
C:\ memorytest_rafael_fontes.dmp

Figure 17. Use the command files

The command “dlllist” displays a list of DLLs load-
ed for each process, and the command “regob-
jkeys” displays a list of registry keys opened by 
each process.

C:\Volatility>python volatility dlllist –p 1740 –f 
C:\memorytest_rafael_fontes.dmp

Figure 18. Use the command dlllist
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C:\Volatility>python volatility regobjkeys –p 1740 –f C:\memorytest_rafael_fontes.dmp

Figure 19. Use the command regobjkeys

It is possible, through command “procdump” extracting executable from the dump of memory, allowing 
access to the code that was running on the machine, and thus better understand their behavior.

C:\Volatility>python volatility procdump –p 1740 –f C:\ memorytest_rafael_fontes.dmp 

Figure 20. Use the command procdump

It was possible to observe the generation of executable “executable.1740.exe” and the occurrence of 
informational messages like “Memory Not Accesible” after using the command “ProcDump”. This is be-
cause not all the virtual memory addresses are accessible on the image because it may have been, for 
example, paged to disk. Thus, these messages provide an audit log so that you can determine which 
parts of the executable generated were successfully retrieved.

Practical examples,to determine the date and time of the image, for example, one can use the follow-
ing command:

>>> Python volatility datetime -f target-2013-10-10.img
    Image Local date and time: Mon Oct 10 16:20:12 2013

The command pslist, in turn, determines the procedures that were running at the time the image was 
captured:

 >>> Python volatility pslist -f target-2013-10-10.img
Name Pid PPID THDs HNDs Time
lsass.exe 536 480 20 369 Mon Oct 10 16:22:18 2013

To determine which system ports were open, one can employ the command “socks”. For the system un-
der analysis, it is possible to detect, for example, the process LSASS.exe listening on port 4500.

>>> Python volatility sockets -f target-2013-10-10.img

FORENSIC MEMORY FOR LINUX DISTRIBUTIONS
S.M.A.R.T Linux http://smartlinux.sourceforge.net/

http://smartlinux.sourceforge.net/
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Figure 21. S.M.AR.T. Linux

S.M.A.R.T. Linux is a bootable floppy distribution containing tool (smartmontools) for monitoring IDE/
SCSI hard disks (using Self-Monitoring, Analysis and Reporting Technology). Why floppy? Probably be-
cause all other distributions containing this useful utility are CD versions and not everybody has a CD-
ROM ;). It’s going to be free, small, helpful and easy to use. Current version is based on Kernel 2.4.26, 
uClibc 0.9.24 and BusyBox 1.00 official release. It was built upon Slackware 10.0. 

The Sleuth Kit and Autopsy http://www.sleuthkit.org/.

Figure 22. Autopsy

Figure 23. The Sleuth Kit

http://smartlinux.sourceforge.net/smart/
http://smartlinux.sourceforge.net/kernel.config
http://smartlinux.sourceforge.net/busybox.config
http://slackware.com/
http://www.sleuthkit.org/
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Autopsy™ and The Sleuth Kit™ are open source digital investigation tools (a.k.a. digital forensic tools) 
that run on Windows, Linux, OS X, and other UNIX systems. They can be used to analyze disk images 
and perform in-depth analysis of file systems (such as NTFS, FAT, HFS+, Ext3, and UFS) and several 
volume system types.

CAINE (Computer Aided Investigative Environment) http://www.caine-live.net/

Figure 24. C.A.I.N.E.

CAINE(Italian GNU/Linux live distribution created as a project of Digital Forensics) offers a complete 
forensic environment that is organized to integrate existing software tools as software modules and to 
provide a friendly graphical interface.

The main design objectives that CAINE aims to guarantee are the following:

• 	 An interoperable environment that supports the digital investigator during the four phases of the digi-
tal investigation.

• 	 A user friendly graphical interface.
• 	 A semi-automated compilation of the final report.

FOR MAC OS X
Below are some tools that can be used for forensic analysis on computers with Mac OS X.

Mac OS X Forensics Imager http://www.appleexaminer.com/Utils/Downloads.html.

http://www.sleuthkit.org/autopsy/
http://www.sleuthkit.org/sleuthkit/
http://www.caine-live.net/
http://www.appleexaminer.com/Utils/Downloads.html
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Figure 25. Mac OS X Forensics Imager

Tool for imaging disk byte by byte format Encase or FTK for later forensic analysis in these tools.

METADATA EXTRACTOR
Application to extract meta-data files for a specific folder in Mac Displays location on Google maps in 
case there are geo-location information in the file.

File Juicer http://echoone.com/filejuicer/.

Figure 26. File Juicer 1

	

Figure 27. File Juicer 2

Commercial software that enables the extraction of images and texts from any file. Ignores format, and 
scans files byte by byte for identifying the data supported. Among other features, there are the following, 
which find application in forensic analysis:

• 	 Extract images from PowerPoint presentations and PDFs
• 	 Recover deleted pictures and videos from memory cards
• 	 Recover text from corrupt
• 	 Extract images and html files from the cache of Safari
• 	 Extract attachments from email archives
• 	 Generate Word document from simple PDFs
• 	 Recover photos from iPods in TIFF

http://echoone.com/filejuicer/
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• 	 Convert ZIP files which are in. EXE
• 	 Extract JPEG images in RAW format (Canon & Nikon)
• 	 Extracting data from different types of cache file
• 	 Find and extract file in general data in JPEG, JP2, PNG, GIF, PDF, BMP, WMF, EMF, PICT, TIFF, 

Flash, Zip, HTML, WAV, MP3, AVI, MOV, MPG, WMV, MP4, AU, AIFF or text.

CONCLUSION
There are several trends that are revolutionizing the Forensic Memory. The process to do the analysis in 
memory forensics also walks for a better solution and refinement of the technique, it is an approach in-
creasingly relevant in the context of Computer Forensics. In certain cases the popularity and use of tools 
for encrypting volumes as TrueCrypt, or creating malware residing only in volatile memory, raise the dif-
ficulty of analyzing the data stored in these devices.

However, it is interesting to note that the Forensic Memory is best seen as a complement to other ap-
proaches. An example of this is the procedure in which an investigation after the image capture of volatile 
memory, it uses the “Analysis of Living Systems” as a way to determine the next step in solving the case. 
Later, in the laboratory, we use the “Memory Forensics” as a complement to traditional forensics, giving 
greater agility and precision to the process.

I hope my article has helped computational experts and specialists in information security.
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Extracting FORENSIC 
ArTIFACTS USING 
MEMORY FORENSICS 
by Monnappa K A

Memory Forensics is the analysis of the memory image taken 
from the running computer. In this article, we will learn how 
to use Memory Forensic Toolkits such as Volatility to analyze 
the memory artifacts with practical real life forensics scenarios. 
Memory forensics plays an important role in investigations and 
incident response. It can help in extracting forensics artifacts 
from a computer’s memory like running process, network 
connections, loaded modules etc. It can also help in unpacking, 
rootkit detection and reverse engineering.

Below are the list of steps involved in memory forensics

Memory Acquisition
This step involves dumping the memory of the target machine. On the physi-
cal machine you can use tools like Win32dd/Win64dd, Memoryze, DumpIt, 
FastDump. Whereas on the virtual machine, acquiring the memory image is 
easy, you can do it by suspending the VM and grabbing the “.vmem” file.

Memory Analysis
Once a memory image is acquired, the next step is to analyze the grabbed 
memory dump for forensic artifacts, tools like Volatility and others like Memo-
ryze can be used to analyze the memory.

VOLATILITY QUICK OVERVIEW 
Volatility is an advanced memory forensic framework written in python. Once 
the memory image has been acquired Volatility framework can be used to 
perform memory forensics on the acquired memory image. Volatility can be 
installed on multiple operating systems (Windows, Linux, Mac OS X), Instal-
lation details of volatility can be found at http://code.google.com/p/volatility/
wiki/FullInstallation.

What you will learn:
• 	 Performing memory forensics
• 	 Tools and techniques to detect ad-

vanced malware using Memory fo-
rensics

• 	 Volatility usage

What you should know:
• 	 Basic understanding of malware
• 	 Knowledge of operating system 

processes
• 	 Understanding of Windows Inter-

nals

http://code.google.com/p/volatility/wiki/FullInstallation
http://code.google.com/p/volatility/wiki/FullInstallation
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Volatility Syntax

• 	 Using -h or --help option will display help options and list of a available plugins
 	 Example: python vol.py -h
• 	 Use -f <filename> and --profile to indicate the memory dump you are analyzing
	 Example: python vol.py -f mem.dmp --profile=WinXPSP3x86
• 	 To know the --profile info use below command:
	 Example: python vol.py -f mem.dmp imageinfo 

Demo
In order to understand memory forensics and the steps involved. Let’s look at a scenario, our analysis 
and flow will be based on the below scenario.

Demo Scenario
Your security device alerts on malicious http connection to the domain “web3inst.com” which resolves to 
192.168.1.2, communication is detected from a source ip 192.168.1.100 (as shown in the below screen-
shot).you are asked to investigate and perform memory forensics on the machine 192.168.1.100.

MEMORY ASQUISITION
To start with, acquire the memory image from 192.168.1.100, using memory acquisition tools. For the 
sake of demo, the memory dump file is named as “infected.vmem”. 

Analysis
Now that we have acquired “infected.vmem”, let’s start our analysis using Volatility advanced memory 
analysis framework

Step 1: Start with what you know
We know from the security device alert that the host was making an http connection to web3inst.com 
(192.168.1.2). So let’s look at the network connections.

Volatility’s connscan module, shows connection to the malicious ip made by process (with pid 888)
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Step2: Info about web3inst.com
Google search shows this domain(web3inst.com) is known to be associated with malware, probably 
“Rustock or TDSS rootkit”. This indicates that source ip 192.168.1.100 could be infected by any of these 
malwares, we need to confirm that with further analysis. 

Step 3: what is Pid 888?
Since the network connection to the ip 192.168.1.2 was made by pid 888, we need to determine which 
process is associated with pid 888. “psscan” shows pid 888 belongs to svchost.exe.

Step 4: YARA scan
Running the YARA scan on the memory dump for the string “web3inst” confirms that this domain (we-
b3inst.com) is present in the address space of svchost.exe (pid 888). This confirms that svchost.exe was 
making connections to the malicious domain “web3inst.com”

Step 5: Suspicious mutex in svchost.exe
Now we know that svchost.exe process (pid 888) was making connections to the domain “web3inst.
com”, lets focus on this process. Checking for the mutex created by svchost.exe shows a suspicious mu-
tex “TdlStartMutex”
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Step 6: Info about the mutex
Google search shows that this suspicious mutex is associated with TDSS rootkit. This indicates that the 
mutex “TdlStartMutex” is malicious.

Step 7: File handles of svchost.exe
Examining file handles in svchost.exe (pid 888) shows handles to two suspicious files (DLL and driver 
file). As you can see in the below screenshot both these files start with “TDSS”
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Step 8: Detecting Hidden DLL
Volatility’s dlllist module couldn’t find the DLL starting with “TDSS” whereas ldrmodules plugin was able 
to find it. This confirms that the DLL (TDSSoiqh.dll) was hidden. malware hides the DLL by unlinking from 
the 3 PEB lists (operating sytem keeps track of the DLL’s in these lists)

Step 9: Dumping the hidden DLL
In the previous step hidden DLL was detected. This hidden DLL can be dumped from the memory to disk 
using Volatility’s dlldump module as shown below
 

Step 10: VirusTotal submission of dumped DLL
Submitting the dumped dll to VirusTotal confirms that it is malicious 
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Step 11: Looking for other malicious DLL’s
Looking for the modules in all the processes that start with “TDSS” shows that msiexec.exe process (pid 
1236) has reference to a temp file (which is starting with TDSS) which is suspicous.

Step 12: Suspicious DLL loaded by msiexec
Examining the DLL’s loaded by the process msiexec (pid 1236) using dlllist module, shows a suspicious 
dll (dll.dll) loaded by msiexec process.

Step 13: Dumping DLL and VT submission
Dumping the suspicious DLL (dll.dll) and submitting to VirusTotal confirms that this is associated with 
TDSS (Alueron) rootkit 
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Step 14: Hidden Kernel driver
In step 7 we also saw reference to a driver file (starting with “TDSS”). Searching for the driver file using 
Volatility’s modules plugin couldn’t find the driver that starts with “TDSS” whereas Volatility’s driverscan 
plugin was able to find it. This confirms that the kernel driver (TDSSserv.sys) was hidden. The below 
screenshot also shows that the base address of the driver is “0xb838b000” and the size is “0x11000”

Step 15: Kernel Callbacks
Examining the callbacks shows the callback (at address starting with 0xb38) set by an unknown driver
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Step 16: Examining the unknown kernel driver
The below screenshot shows that this unknown driver falls under the address range of TDSSserv.sys. 
This confirms that unknown driver is “TDSSserv.sys”

Step 17: Kernel api hooks
Malware hooks the Kernel API and the hook address falls under the address range of TDSSserv.sys (as 
shown in the below screenshots)

Step 18: Dumping the kernel driver
Dumping the kernel driver and submitting it to VirusTotal confirms that it is TDSS (Alureon) rootkit 
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CONCLUSION
Memory forensics is a powerful technique and with a tool like Volatility it is possible to find and extract 
the forensic artifacts from the memory which helps in incident response, malware analysis and reverse 
engineering. As you saw, starting with little information we were able to detect the advanced malware 
and its components.
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Memory Forensics: 
Integrating Digital Forensics with Archival 

Science for Trusting Records and Data 

by Luciana Duranti University of British Columbia and Corinne Rogers 
University of British Columbia

Both archival and digital forensics methods and principles 
evolved out of practice and grew into established professional 
disciplines by developing theoretical foundations, which then 
returned to inform and standardize that practice. Digital Records 
Forensics is a new discipline arising from the intersection of 
digital forensics and archival science to identify records in digital 
systems, assess their authenticity, and establish the requirements 
for their long-term preservation. 

This paper introduces areas of convergence between digital forensics and 
archival preservation activities in order to understand moments in which 
digital records as understood by archival science, and digital evidence as 

understood by digital forensics, may be identified, their authenticity assessed, 
their reliability and integrity managed and preserved. The paper shows how 
digital forensics can enhance archival science and practice, and how the in-
tegration of archival theory of records and archives can further develop digital 
forensics as a discipline and help it in accomplishing its purposes. 

Trusting the reliability and assessing the authenticity of digital files, records, 
documents and data is critical for law enforcement and security profession-
als, archivists and records managers, and all kinds of organizations and indi-
viduals. Digital forensics practitioners are tasked with finding, securing, and 
analyzing such material in an increasing variety of contexts. While digital fo-
rensics excels at collecting, preserving, transporting, and storing digital ma-
terial, other functions of the digital forensics process are not as highly de-
veloped, for example, the ability to attribute authorship and provenance, or 
to analyze trustworthiness (Carrier, 2003; Cohen, 2012). The “single largest 
gap” in digital forensics practice has been identified as the explicit identifica-
tion of information flows in investigations, for example how identity is tracked, 
how evidence is authenticated, or how chain of custody is maintained (Ciard-
huáin, 2004). The knowledge of the digital archivist can help. A significant 
challenge to both forensic and archival fields is the identification of records 

What you will learn:
• 	 Readers will be introduced to the 

concepts of archival diplomatics 
made explicit in the Chain of Pres-
ervation model of record creation

• 	 Maintenance, 
• 	 Preservation,
• 	 Links these concepts to concepts 

of digital forensic investigation. 

What you should know:
• 	 Basic familiarity with archival the-

ory would be helpful, but is not es-
sential.

• 	 Readers should know the princi-
ples of digital forensics.



www.eForensicsMag.com 97

Memory Forensics

(archival focus) and evidence (digital forensics focus) in digital systems, and establishing their contexts, 
provenance, relationships, and meaning. The authors present areas of cross-fertilization and introduce 
a new research project that will take this work further.

While the tools and technological challenges of digital forensics are determined by the medium that is 
the subject of analysis (for example, forensic techniques specific to mobile devices, hard drives, or net-
works), and those of archival science are determined by the nature and characteristics of the information 
that it is meant to control, preserve and make accessible, there are common theoretical underpinnings. 
The digital forensics specialist is concerned with identifying digital objects and traces that may serve as 
evidence of criminal or other activity, and analyzing those objects for their evidentiary capacity, that is, 
for their attribution, integrity, and verifiability. Privileged or confidential information must also be identi-
fied and protected from unauthorized disclosure. The digital archivist is concerned with identifying digital 
objects that have been created as records of actions and transactions, facts and events, and assessing 
their reliability, authenticity, and accuracy in order to guarantee a trustworthy memory and historical ac-
countability (The archivist defines ‘record’ with distinct specificity: in archival science a record is a docu-
ment (i.e. recorded information) made or received in the course of a practical activity, and saved for fu-
ture action or reference. Records serve accountability – both legal-administrative and historical; are the 
basis of future decision-making, are evidence of past events, actions and transactions etc., and must 
satisfy admissibility requirements when submitted as evidence at trial). When an archivist acquires mate-
rial from a digital storage device or network for appraisal and accessioning into a trusted repository, it is 
critical that s/he be able to uniquely identify the records, analyze them to ascertain their provenance, as-
sess their authenticity and accuracy, establish existing issues regarding intellectual property, copyright, 
legal privilege, or track personal information that will be subject to redaction, data privacy protection, or 
access restrictions. 

In assessing the identity and integrity of records stored in a variety of digital media, attesting to their 
accuracy, locating and protecting sensitive information, and acquiring them without alteration, archivists 
are required to act as forensic investigators. Digital forensics experts are similarly called to act as archi-
vists when identifying, describing and preserving digital documentary evidence. Each domain possesses 
skills necessary and relevant to the other. Digital forensics has already claimed its place among the tools 
of archival processing of digital cultural heritage holdings (John, 2008; Rogers & John, 2013). Memory 
forensics tools are being used in digital archives and libraries for image capture, analysis, and reporting 
with increasing sophistication (c.f. The British Library, Stanford University Library, Emory University to 
name but a few sites employing these tools). 

The theoretical connections between archival science and digital forensics are still being explored. 
The principle of provenance is generally considered the foundational principle or theory of archival sci-
ence. Through analysis and description of the provenance of records archivists can assess “the source, 
authority, accuracy, and value of the information which [the records] contained for administrative, legal 
(including access to information), research and cultural uses” (Abukhanfusa & Sydbeck, 1994). The ap-
plication of the principle of provenance is widely discussed in the archival community, and the complexity 
of digital records and data, and of the digital information systems containing them has encouraged archi-
vists to explore how definitions and uses of provenance are employed in related disciplines (Niu, 2013). 
In the digital environment, provenance information (also known as data lineage) has a wide range of criti-
cal application areas, and generally involves ownership information and process history documentation. 
However, the issue of “secure provenance,” that is, providing assurances of integrity, confidentiality, and 
availability to the provenance records themselves is lacking. Furthermore, secure provenance “is the es-
sential bread and butter of digital forensics and post-incident investigation of intrusions” (Hasan, Sion, & 
Winslett, 2007). Archival theory about records’ provenance and provenance analysis can bolster digital 
forensics practice in this area – to give one example.

The following discussion presents one experiment of integration of knowledge between archival sci-
ence and digital forensics. The Digital Records Forensics Project (The Digital Records Forensics (DRF) 
project was initiated in 2008 by Luciana Duranti, Principal Investigator, School of Library, Archival and In-
formation Studies and Anthony Sheppard, Co-Investigator, Faculty of Law (see www.digitalrecordsforen-
sics.ca). DRF was a three-year research collaboration between the School of Library, Archival and Infor-
mation Studies and the Faculty of Law at the University of British Columbia, and the Computer Forensics 
Division of the Vancouver Police Department funded by the Social Sciences and Humanities Research 
Council (SSHRC) of Canada), whose purpose was to adapt digital forensics methods for the archival 

http://www.digitalrecordsforensics.ca/
http://www.digitalrecordsforensics.ca/
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purpose of assessing and maintaining the trustworthiness of digital records, developed a draft integrated 
model of an archival-forensic process (DRF model). In particular, the goal of the model was to identify 
points at which complementary knowledge might aid the investigative process, whether the investigation 
were archival in nature, aiming to preserve trustworthy sources of societal memory, or forensic, aiming 
to solve a crime or cybersecurity event. The DRF model, particularly well-suited to explain a workflow 
of “memory forensics,” is descriptive and retrospective in nature, in that it seeks to abstract a workflow 
or process from observation of existing situations. It can then be used prospectively to identify points of 
weakness in the design of new processes, and to propose solutions to specific problems or issues.

Many models have been put forward to explain the digital forensic investigative response process (Bee-
be & Clark, 2005; Blackwell, 2011; Carrier & Spafford, 2003; Ciardhuáin, 2004; Ieong, 2006; Kahvedžić & 
Kechadi, 2009; Reith, Carr, & Gunsch, 2002; Selamat, Yusof, & Sahib, 2008). However, for the purposes 
of the Digital Records Forensics project, the researchers sought an abstracted model that included the 
basic elements of a digital investigation in a general framework. Carrier and Spafford have presented 
such a model, approaching the problem from a point of view of the computer as a crime scene, sub-
ject to crime scene investigative techniques (Carrier & Spafford, 2003). The investigation of this digital 
crime scene is broken down into six phases: preservation, survey for digital evidence, documentation of 
the evidence and the scene, search for digital evidence, reconstruction of events, and presentation of 
the reconstruction theory. Documentation that reports on provenance, that is, where the evidence origi-
nated and how it was handled, is key to a forensically sound case. “In addition to characteristics of the 
evidence source, such as a computer hardware clock or the number of sectors of a hard drive, an audit 
log and chain of custody enable an independent examiner to authenticate the evidence and assess its 
integrity and completeness” (Casey, 2007). Forensic soundness, expressed through reporting of secure 
provenance, provides accountability.

Digital forensics specialists are bound by the demands of the scientific method to justify their tools and 
techniques in identifying and authenticating digital evidence. Scientific testimony presented at trial may 
be tested for credibility against four criteria:

• 	 Has the theory or technique been reliably tested?
• 	 Has the theory or technique been subject to peer review?
• 	 What are the theories’ or techniques’ known or potential error rates?
• 	 Has the theory or technique been generally accepted as a standard in its scientific community? 

(Marsico, 2005)

Digital objects are therefore not examined as documentary residue of business activity—as is the case 
when archivists conduct such examination, but as latent trace evidence of digital processes. They are 
bound not by business rules and procedures, but by “the physics of digital information,” which governs 
“the artificial digital world of bits and machines that operate on them” (Cohen, 2011). It is the physics of 
digital information that is the scientific grounding of the digital forensic examiner and the source of ex-
panded understanding of provenance and other information for the digital archivist.

The roots of authority conferred upon archival and digital forensics professionals derive from the par-
ticular ontological view each has of the evidence they seek to authenticate. Despite their different per-
spectives on analysis of digital material, however, their investigative goals are the same: to identify and 
authenticate digital evidence of actions and events. To that end, examiners from either profession must 
establish, document, and be prepared to justify, or account for, the identity, integrity, and context of the 
evidence, and their role in discovering and describing it. 

The archival model of management of digital resources throughout their existence is termed the Chain 
of Preservation (CoP) (The Chain of Preservation was developed by InterPARES to model all the func-
tions and activities required from the moment of record creation throughout the record’s life cycle neces-
sary to ensure that records are created reliable and maintained authentic over time and across techno-
logical change), and was developed by the InterPARES (International Research on the Preservation of 
Authentic Records in Electronic Systems) Project (1998-2012) (Duranti & Preston, 2008). The purpose 
of the DRF model is to unify in one model the concepts of digital forensics practice that have been pre-
viously captured in several process models and incorporate in it the InterPARES Chain of Preservation 
(CoP) model for managing records throughout their life cycle. The Digital Records Forensics research 
team modeled the process of conducting a digital forensics investigation in order to assess the moments 
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in which records, as understood by archival science and laws of evidence, could be identified, their au-
thenticity assessed, and their reliability and integrity managed and preserved. The intention was to in-
tegrate the core requirements of digital forensics of establishing, documenting, and protecting the chain 
of custody, with the CoP model for preservation of digital records that can be presumed authentic and 
maintained reliable. The activities represented in the model are intended to ensure the creation and/or 
collection/acquisition of trustworthy digital records to be used as evidence, their maintenance throughout 
the judicial process, and their preservation over the long term for accountability, reference, further action, 
or societal memory.

The DRF model has within its scope all the phases or stages in the lifecycle of digital material that may 
be subject to forensic analysis in the process of investigation of a crime or security incident. It situates 
this material in the context of a juridical system and considers the whole process of investigation as a 
balance among available inputs, constraints or controls on the investigation, mechanisms used in the in-
vestigation, and desired outcomes or outputs from the investigation. As well, this model will seamlessly 
adapt to apply digital forensics knowledge to archival processing of digital material, thereby showing the 
integration of knowledge in both directions.

Overview of the Digital Records Forensics Process Model
Both the DRF model and the CoP model use the IDEFØ function modeling method, 
a graphical representation of the decisions, actions, and activities of an organization or system in order 
to analyze and communicate the functional perspective of that organization or system. Released by the 
National Institute of Standards and Technology (NIST) in 1993 as a standard for Function Modeling [34], 
it proceeds in a top-down, general-to-specific modeling approach which results in a hierarchical series 
of diagrams that gradually increase the level of detail in describing functions or activities and their inter-
faces within the context of a system. The most general features come first in the hierarchy, as the whole 
top-level activity is decomposed into sub-activities comprised in it. Those sub-activities may be further 
decomposed until all the relevant details of the system being modeled are adequately exposed and de-
scribed. Each box represents a single function or activity to be modeled. For each function or activity, 
the inputs, controls, outputs, and mechanisms are identified. Inputs are information, materials, objects, 
or data that are consumed, or transformed by the activity to produce outputs. Controls are conditions re-
quired to produce the correct output. Controls impose rules that regulate the performance of an activity. 
Mechanisms are the physical resources or means used to perform or facilitate the activity. They may be 
people, infrastructure, or equipment. Outputs are information, materials, objects, or data that are pro-
duced by the activity. If an activity does not produce any outputs, it should not be modeled.

A-0: Conduct Digital Forensics. This top-level diagram delineates the subject of the model and its over-
all context. The bounding arrows represent the primary inputs, controls, mechanisms, and outputs. The 
activities represented in this diagram and all subsequent decompositions are intended to ensure the cre-
ation and/or collection of trustworthy digital records to be used as evidence, their maintenance through-
out the judicial process, and their preservation over the long term for accountability, reference, or further 
action (see Figure 1).
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Figure 1. Conduct Digital Forensics A-0

What are the constraints on the digital records forensics process?
Digital forensics is always conducted within the context of constraints and controls imposed by the juridi-
cal system in which the investigation takes place, the resources available to undertake the investigation, 
and the principles of digital forensics that are recognized through methodological and theoretical devel-
opment of the discipline.

Resources available to the investigator include personnel, financial support, tools and technology, and 
specialized, or domain knowledge. 

Digital Forensics Principles have developed to support the purpose of digital forensics investigations. 
They have been summarized by a variety of domain experts, and include under the guiding principle: 
“Action taken to secure and collect electronic evidence should not change that evidence” (US Depart-
ment of Justice, 2001) concepts of 

• 	 Integrity
• 	 Authentication
• 	 Reproducibility
• 	 Non-interference
• 	 Minimalization 

These principles are themselves governed by the laws of evidence, and relevant national and interna-
tional standards. Finally, the investigation will also be constrained by the organizational framework within 
which it directly takes place.
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What are the mechanisms instrumental to the digital records forensics 
process?
Many resources are required to conduct a successful digital forensic investigation. Most commonly, 
these will include litigators, investigators, digital forensics experts, and the tools, equipment and facilities 
they use. The model recognizes that, in a digital records forensic process, records managers also play 
an important role in identifying records in context and offering domain expertise in records related issues 
such as privacy, assessment of authenticity, reliability, and accuracy, and requirements for preservation 
and access.

What are the important inputs to the digital records forensics process?
By definition, the inputs at the top level of the model represent information or objects that originate out-
side of the activity being modeled. In a digital records forensics investigation of a crime or system breach, 
an indicator is required – some information about unusual, suspicious, or criminal activity. The indicator 
may result in a complaint – a written or oral request to investigate. The activity may be conducted on a 
live digital system, on digital materials collected by an investigator, or materials produced by the other 
party. The activity may also be supported by records authored by the investigator, or by exhibits released 
from the court with their accompanying documentation. 

What are the key outputs of the digital records forensics process?
Many different outputs may proceed from the top level activity, but all can be categorized as evidence 
submitted to counsel or to court, materials stored or preserved from the case and its investigation, and 
physical property that may be returned to its rightful owner at the completion of the investigation or trial.
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Figure 2. Conduct Digital Forensics A0

The model distinguishes six main activities (Figure 2): 1) Prepare for forensic analysis; 2) Collect au-
thorized digital materials; 3) Analyze digital materials; 4) Reach Conclusions; 5) Submit evidence pack-
age; and 6) Manage case materials.
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Integrating digital forensic and archival practice models 
The traditional archival practice of ensuring the authenticity of records over time through evidence of 
an unbroken chain of custody alone is inadequate for digital records. The creation, maintenance, and 
preservation of digital records that can be proven reliable and presumed authentic over time and across 
technological change rely on processes and controls that protect them from corruption and maintain their 
identity and integrity (Duranti & Preston, 2008). Mapping activities in the DRF model to the CoP model 
allows for greater cross-disciplinary understanding of common terminology, and identifies moments at 
which domain knowledge may be shared to enhance the process of analysis of digital material.

The following example illustrates this process, and the possibilities for further research. The CoP model 
distinguishes four main record activities: (1) managing the framework for the chain of preservation, (2) 
managing the process of records creation, (3) managing records in a recordkeeping system, and (4) pre-
serving selected records (Duranti & Preston, 2008). This example compares activity decomposition from 
the fourth activity of the CoP model (A4 Manage Records in a Permanent Preservation System) with the 
activity decomposition from the third activity area of the DRF model (A3 Analyze Digital Materials).

Figure 3. Manage Records in a Permanent Preservation System (CoP)

Figure 3 shows the overview of the activity, Manage Records in a Permanent Preservation System, 
from the CoP model. This activity involves actions associated with preserving records to ensure their 
continuing authenticity while in the custody of the designated preserver. Key activities include appraisal 
and selection of records of permanent value, capture, preservation, description, and output of selected 
records. These activities may be mapped to the activities involved in analyzing digital materials – A3 of 
the DRF model. For example, the process of record appraisal and acquisition (CoP A4.2-4.3) shares fea-
tures and purposes of preparation and extraction of digital material (DRF A3.1-3.2) (see Fig. 4). By inte-
grating the archival principles embedded in the CoP model that ensure records’ authenticity and reliabil-
ity into the principles of digital forensics that guarantee integrity, authentication, and verifiability of digital 
material, patterns may be developed that solve issues challenging both domains.
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Figure 4. Analyze Digital Materials (DRF)

Next steps – InterPARES Trust
The CoP model used to map to the general model of the digital records forensics process is undergoing re-
view and revision as a result of the rapid adoption of cloud services in the creation, management, storage 
and preservation of digital records. Modeling the Chain of Preservation specifically for records in the cloud 
is necessary to address concerns over issues related to jurisdiction, privacy, security, authenticity, validity, 
integrity, and completeness. Thus, in April 2013, a new international multidisciplinary project involving uni-
versities, governments, businesses, and cultural heritage institutions in six continents and thirty countries 
began its research activities aimed to address such issues. This project, which is funded until 2019 by the 
Social Sciences and Humanities Research Council of Canada and by all participating partners, is the fourth 
phase of InterPARES research, and addresses the issue of trust in records and archives created, used, 
maintained and/or permanently preserved online, thereby taking the name of InterPARES Trust (ITrust). 

The goal of ITrust is to generate the theoretical and methodological frameworks that will support the 
development of integrated and consistent local, national and international networks of policies, proce-
dures, regulations, standards and legislation concerning digital records entrusted to the Internet, to en-
sure public trust grounded on evidence of good governance, a strong digital economy, and a persistent 
digital memory. 

Reviewing the Chain of Preservation model and revising it for records and data hosted by third party 
service providers addresses the following questions:

• 	 Are requirements for the preservation of digital records identified in InterPARES 1 and 2 applicable 
to records in the cloud? 

• 	 What additional requirements does forensic readiness impose on preservation of records in the 
cloud?
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• 	 How can these requirements be satisfied when records are stored by third party service providers?
• 	 Are there special requirements for records that are discovered and delivered via the internet? 
• 	 How can such requirements be implemented?

Because records and archives entrusted to third party providers must satisfy the requirements of reli-
ability, authenticity (i.e. identity and integrity), accuracy, usability, accessibility, and preservability, so that 
transparency and accountability (legal, administrative, and historical) are ensured, and documentary evi-
dence is protected together with the documentary sources for history, the collaboration of all disciplines 
concerned with these qualities of records and archives is necessary to the success of InterPARES Trust, 
and digital forensics has a special role in determining the outcome of this research project. 

The theory and methods identified to reach the objectives of InterPARES Trust are those of archival sci-
ence, resource management, policy design, textual analysis, visual analytics, risk management, and mod-
eling. Although digital forensics is not expressly indicated in the research proposal, it is not an absentee; 
rather, digital forensics is a stone guest. The ancient expression “stone guest” refers to a looming but invis-
ible presence, silent and therefore disturbing and unpredictable, of which everyone is aware but which no 
one mentions. While it is clear that digital forensics practices and procedures would be useful, if not outright 
necessary, in carrying out this research project, it is difficult when outlining a theoretical and methodological 
approach to research to refer to specific activities or processes rather than to the body of knowledge of a 
recognized discipline. And digital forensics is hardly perceived as an autonomous discipline. 

There is a vast literature on the concept of discipline that proposes very different definitions and inter-
pretations. Liles et al. (1995) build upon the analysis of the existing definitions and suggest that a dis-
cipline must have “six basic characteristics: (1) a focus of study, (2) a world view or paradigm, (3) a set 
of reference disciplines used to establish the discipline, (4) principles and practices associated with the 
discipline, (5) an active research or theory development agenda, and (6) the deployment of education 
and promotion of professionalism” [italics in the original text]. Digital forensics has some of these charac-
teristics but what separate it from a full-fledged discipline are its reactive approach, and its retrospective 
outlook, which confines it to the examination of what exists. 

 
Several decades after its recognition as an established practice, digital forensics has accumulated a 

large body of knowledge that can allow it to identify recurring concepts, ideas, and principles capable of 
guiding the design of systems for data, records and archives created and/or kept by third party service 
providers, systems that do not have to trade transparency for safety, or control for economy. Much has 
still to be done to ensure that digital forensics knowledge can be used to prevent rather than to detect 
cybercrime, but the key is active collaboration with allied disciplines in the context of multidisciplinary 
projects like InterPARES Trust. Just as archival science is expanding its body of theory to incorporate 
knowledge from digital forensics, digital forensics experts can benefit from the study of concepts, laws 
and models from the other fields involved with the InterPARES research project to foster useful transfers 
to their own field, to encourage the development of a digital forensic theory in emerging areas of endeav-
or and investigation, to eliminate the duplication of theoretical efforts in different fields, and to promote 
consistency of scientific knowledge. 

However, in order to develop the knowledge of digital forensics, when experts bring those extraneous 
concepts, laws and models into their body of knowledge, they have to make them consistent with all of 
its parts (i.e., confront them with forensics concepts, principles, practice and scholarship), subject them 
to a feedback process, and insert them into the fundamental structure of their knowledge system. Only 
in this way will they be able to build up digital forensics as a discipline, maintaining its integrity and con-
tinuity while at the same time fostering its enrichment and growth. This paper is an invitation to start this 
process of growth and change and to do it by helping records professionals to ensure that records and 
archives in the cloud can be protected without renouncing transparency, accountability, and accessibil-
ity…in a word, democracy.
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MEMORY FORENSIC 
VS PULLING THE PLUG
by Kyriakos Loizou

From right in the beginning of Computer Forensic a set of rules, 
methods and protocols where established and embedded deep 
in to the law enforcement community. Traditionally a forensic 
examiner would enter the crime scene and with compliance to 
a court warrant he would seize a live computer systems in order 
to deliver it back to the laboratory for an in depth analysis. This 
methodology know as “pulling the plug” with in the forensic 
community, was highly accepted and thought to be forensically 
sound and applicable in court.

This protocol was established in the attempt to preserve data found on 
the hard disk drive(HDD) from being overwritten, modified or deleted. It 
has been proven by experts in the field of forensic, that even if the live 

system is left idling or a normal should down is attempted it is highly likely that 
alteration to the data on the HDD will occur.

The recent changes of the last decade in computer software and archi-
tecture brought with them a boost in application requirements and a large 
increase in computer memory. These new changes reshaped the entire 
software and hardware interaction layer and completely altered they way ap-
plication use and store date on a computer system, in turn this started to give 
a new perspective to some forensic experts and a number of doubts where 
created about the way an investigation was performed.

Someone once said With great change comes great opportunity, although 
this is very true, what he forgot to mention is the fact that great change in 
some case can lead to greater problems. Forensic investigators these days 
are face with such problems when seizing a computer system from a crime 
scene, despite the benefits of the rapid changes in computer architecture and 
software these changes also oppose a grate threat to the traditional rules, 
method and protocols established by the forensic community. With the large 
increase in system memory, pulling the plug from a running system could in 
fact prove to be more harmful than beneficial. When a computer system losses  

What you will learn:
• 	 General understanding of impor-

tance of Memory forensics
• 	 Techniques used in memory fo-

rensic actions
• 	 Benefits of being able to use mem-
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• 	 Identification, preservation, col-

lection, examination, analysis and 
presentation.

What you should know:
• 	 Basic knowledge in digital foren-

sics field
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power all volatile information on memory and else where at that point in time will be gone for every. A de-
cade ago, when system memory was only a few megabytes in size, pulling the plug from a live computer 
was not thought to be of a great issue, because of the fact that not much information could be kept in 
memory it was considered to much of a risk to try and extract data from it, there for pulling the plug was 
the best option. However, in today’s world this is not the case, memory usage and size has change com-
pletely, the capacity of memory found on computer systems are dramatically larger than previous years, 
consequently mush more volatile data can be stored in RAM at any give point in time. In turn this means 
that if an investigator chose to pull the plug from a live system at the time on an investigation, the amount 
of data(potential evidence) that could be lost is tremendous, thus creating a dilemma for the investigator 
whether to pull the plug or not.

In the area of forensic computing, the meaning of the word investigations is defined as the act of iden-
tifying, extracting and analysing evidence from a given computer device in order to recreate and under-
stand actions performed from the specific system or systems thus identifying any criminal activity that in 
turn can be used in a civil or criminal court.

As soon as a new case opens the forensic examiner performing the investigation will be dealing with 
one of two types of investigations, a “live investigation” also known as live analysis, or a “dead investiga-
tion” commonly know as off the scene analysis or traditional investigation.

Both investigation types have there own seperate set of protocols, methodology and steps they follow 
according to the given case, the major difference between these two types of investigations is the fact 
the in a live investigation the examination of a devices is done on the scene while the system is running. 
In other words, at any give crime scene, if the computer system is found running and the case requires 
a live investigation then the forensic investigator will proceed to an examination while the devices is run-
ning with out powering it at any time. 

On the other hand, a traditional(dead) investigation of a computer system is typical performed in a lab-
oratory and deals with powered-off(“dead”) devices found on the suspect or the crime scene. However 
in some cases, when entering a crime scene, the investigator could pull the plug powering-off a running 
devices before transferring it to a laboratory.

In order to satisfy the requirements of all case, both types of investigations where established with 
unique advantages and disadvantages. 

The traditional dead investigation was established where time was not highly relevant to the case, this 
allowed the forensic examiner to have a more in depth look at the device making sure that all the evidence 
will be fully identified, analysed and documented before being presented in court. Typically the procedures 
of a “dead investigation” consist of 6 main steps and follow a waterfall cycle as shown below in “Figure 1”. 
These 6 steps are, identification, preservation, collection, examination, analysis and presentation. 

Figure 1. Typically the procedures of a “dead investigation” consist of 6 main steps and follow a 
waterfall cycle
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As mentioned earlier, one of the major benefits of this procedure is that it gives the investigator a large 
amount of time in order for him to perform a thorough examination of the computer system in question. 
Another benefits of a dead investigation is the write-blockers found in the lab and used by the examiner 
in order to make sure that no information is written on the computer system, this preserves data integrity 
and makes it admissible in court. 

Although “dead investigations” as we mentioned earlier have many benefits, they also come with some 
major drawbacks. Two of the biggest drawbacks a forensic examiner will be faced with when dealing 
with this type of investigation are firstly, the large capacity of hard drive found on computer system these 
day that have proven to be extremely time consuming when fully examined in order to identify and ana-
lysed evidence. Secondly and maybe most importantly, all of the volatile information that was located 
on a computer system is not recoverable because of the fact that the system lost power, this is the case 
even if the devices was off at the time of the investigation or the plug was pulled by the investigator after 
entering the crime scene.

Because of the problems created by the traditional investigation procedures, a new examination meth-
od was created and the live investigation procedures was established.

The aim of a live investigation is to try and collect evidence from a running computer system where time 
is of an essence for the case or where the devices can’t be powered of because of the required volatile 
data sorted in RAM or temporary files.

As seen in “Figure 2.” below, when dealing with a live investigation the procedure states that the first 
step to take is to collect the evidence from the running computer system, after performing the collection 
of evidence the plug is pulled and the devices is transferred to the laboratory where “Figure 1.” proce-
dure is then applied.

Figure 2. Protect evidence from contamination

A live investigation has some very important benefits, imagine for example a case involving a kidnapping 
where important information found on the computer system may reveal the location of the victim, a live ex-
amination would then be applied and the data collected from the devices. Another example for when a live 
investigation is required would be when volatile information such as, running processes or records of re-
cently opened documents are needed for the nature of the case, there for the devices can’t be power-off.
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Although a live investigations can prove to be highly beneficial, the biggest drawback when dealing 
with such scenario is the fact that with this type of examination certain changes will be made to the com-
puter system, if the forensic examiner is not 100% sure of his actions, he may end-up altering the evi-
dence found on the devices there for making it inadmissible in court. 

Now that we have made ourselves familiar with the benefits of both dead and live investigation and after 
having had a brief overview of the procedures uses to perform each individual examination, we will con-
tinue on by having a more in-depth look at the method of “pulling the plug” that we have mentioned earlier. 

In the computer forensic community, especially when talking about methods and procedures of an in-
vestigation we will surely come across the term “pulling the plug”. This term is used to describe the act of 
pulling the power cable of a running computer system from the socket shortly after the investigator enters 
the crime scene thus forcing the devices to lose power and power off. 

When entering a crime scene, if faced with a running devices that had to be transferred back to the 
forensic laboratory for an in depth examination, the forensic expert performing the investigation would 
typically pull the plug from the wall socket and power off the devices. This method was established back 
in the beginning of computer forensic in the attempt to try and preserve the data found on the give com-
puter system from being modified or removed by running process, application or the conventional shout-
down procedure.

This procedure was traditionally performed shortly after the investigator enter the crime scene and 
identified the computer system/systems in question. Depending on the requirements of the case. 

Because most forensic investigators are aware of the fact that a conventional shout-down of a comput-
er system may potentially lead to loss or alteration of valuable information located on the devices, there 
for the method of pulling the plug was accepted throughout the forensic community to be the most suf-
ficient. It was the experts general belief that an investigator should not go to extraordinary effort in order 
to extract volatile data stored in RAM or else where on the devices. 

When pulling the plug from a running devices any malicious applications and scripts written or install by 
the suspect don’t get executed. Because of the fact that all running processes on the computer system 
are stopped unexpectedly, when forcing the devices to power of by pulling the plug, these application will 
not be executed therefore protecting potential evidence from being lost or altered. 

Apart from the risks of malicious applications being executed by conventionally powering of the com-
puter system, another reason that was thought to justify pulling the plug of a running devices was the 
fact that, because some applications write temporary files to the hard disk in order to improve functional-
ity while in use, when these applications finish there processes or when the system is shout-down these 
files are removed in order to free space from the hard disk. Although these files are removed when the 
devices is shout-down conventionally, this is not the case when pulling the plug an forcing the system to 
power off.

By taking under consideration the potential benefits of pulling the plug from a given computer system, 
we can clearly see what made the forensic experts establish and use this method when dealing with 
cases where a computer system was found running at the scene of the crime. 

As we have see, because of the advantaged of pulling the plug, this method is still widely used in to-
day’s investigation. Although this is one of the first steps a forensic investigator is trained to follow when 
face with a live system, the recent changes of the last decade in computer software and hardware have 
started to make forensic expert question this process.

About a decade ago when computers started to become popular in almost all homes around the 
world, a typical HDD was only a couple of Gb in capacity and memory was at most 1 Gb in size. As 
computer architecture advanced over the last years, along with it came a dramatic increase in HDD 
and RAM capacity. 

Memory capacity these days of average computer systems found in every day homes and workplaces 
can start from a minimum of 512Mb going up to 64Gb and in some case maybe even. 
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Because of the changes in hardware that we mentioned earlier, a change is application development 
also came with it. Software developers are now creating application that take advantage of the large 
amount of memory capacity. For various reasons, manly because of security and performance, most 
applications these day store information in memory while running or in some cases even after the have 
been closed. 

By looking closely at these changes both in computer hardware and software, we should now be able 
to see why these advances in technology start to create a problem for the forensic investigators and 
make experts question previously established methods and procedures.

We have seen that up till now, the preferred method used when dealing with a live system during an 
investigation was to pull the plug and proceed with transferring the device back to a forensic laboratory 
for further analysis. If we take under consideration the changes in software development in regards to 
the way they take advantage of RAM and look at the fact that memory on any devices these day could 
go up to 64Gb, then it should now be clearly that we have a problem with the method of pulling the plug 
from a running devices.

Pulling the plug was a well justified method back in the day where memory capacity could store only 
a couple of Mb. Back then if the forensic investigator made the choice of pulling the plug an a running 
device, because of the size of memory and because of the way applications where developed not much 
data would be lost. However, in today’s world this is not the case. With such a large amount of memory 
capacity, the amount of information that could be stored in memory at any given point in time may be 
massive, therefore by pulling the plug from a running device could lead to evidence being lost and may 
potentially prove to be devastating for a case. When we start putting together all of what we have men-
tioned earlier, we will soon start asking the questions “When dose an investigation pull the plug ?”, “How 
should an investigator make the decision whether to pull the plug or not ?”. In order to deal with this di-
lemma an investigator must perform a computer triage right from the beginning of the case. 

In “Figure 3.” we can see a diagram of an investigation procedure using triage before start the extortion 
of information from the given devices.

Figure 3. Investigation procedure using triage before start the extortion of 
information from the given devices
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Triaging a computer system has be proven to be a successful methodology for avoiding the problems 
and dilemmas created with pulling the plug.

Keeping in mind that each case has its own requirements, in most situations triaging a computer sys-
tem would be a better alternative that just going ahead an pulling the plug form a dive. Although triage 
goes against one of the most well establish rules in forensic, the rule of not alter the evidence, if the in-
vestigator performing the examination is competent to do so and know what exactly will be change with 
each step of the procedure and keeps everything well documented there is now reason not to use triage 
in the first step of an investigation. 

By talking about both methods of live and dead investigations and by having a more in depth look at the 
process of pulling the plug from a running devices, we start to draw our conclusions about the method-
ologies and procedures an investigator should consider before starting an examination in a crime scene. 

The fist thing a forensic examiner need to have in mined is the nature of the investigation, a clear 
understanding of what is being investigated will shape the entire procedure used to identify evidence. 
Whether the investigation is on a live system or a dead system the examiner must be 100% sure that 
every decision he takes will not affect the integrity of the data found on the give computer system. If the 
case requires pulling the plug, then the investigator must have a good understanding of what could po-
tentially be lost and there for document the reasons behind his decision. On the other hand, if volatile 
data in require for the nature of the case the by performing computer triaging the forensic examiner will 
potentially collect all necessary information with out changing the admissibility of the evidence collected. 
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WINDOWS MEMORY 
FORENSICS & MEMORY 
ACQUISITION 
by Dr Craig S. Wright, GSE, GSM, LLM, MStat

This article takes the reader through the process of imaging 
memory on a live Windows host. This is part one of a six part series 
and will introduce the reader to the topic before we go into the 
details of memory forensics. The first step in doing any memory 
forensics on a Windows host involves acquisition. If we do not have 
a sample of the memory image from a system we cannot analyze 
it. This sounds simple, but memory forensics is not like imaging 
an unmounted hard drive. Memory is powered and dynamic, and 
changes as we attempt to image it.

This means it is not a repeatable process. Not that there is a requirement 
at all times for the results of a forensic process to provide the same out-
put; in this it is not necessary to be able to repeat a process and obtain 

exactly the same results. It does not mean we cannot use a variable process 
in a forensic investigation. What it does mean is we have a set of steps that 
will allow us to image memory but that every time we do those the results will 
change.

INTRODUCTION 
Although the results obtained in a forensic analysis of memory will vary with no 
two memory images being able to display the same hash value, this does not 
mean the process does not follow with a scientific rigor. If the same investigator 
uses the same process to obtain and acquire an image of the system memory 
on the same computer twice in a row both images will vary significantly. The 
reason for this is that computer memory changes during the imaging process.

Parts of the physical memory are mapped to hardware devices. The major-
ity of mapped and allocated hardware memory cannot be easily imaged and 
an attempt to do so will result in the image process crashing the system. So 
for all these differences and variations in the acquisition of a system’s memo-
ry we have a process that can be followed but results that will vary each time 
it is used. Some forensic practitioners see this as a problem. That however is 
far from the truth. If we take medical forensics as an example, the practice of 

What you will learn:
• 	 An introduction to Memory acqui-

sition and imaging
•	 Memory analysis reasoning
•	 Why we image and analyse mem-

ory

What you should know:
•	 You should have a basic under-

standing of forensics and incident 
handling

•	 Understand system imaging
•	 Basic windows processes
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forensic autopsies has been followed for over 100 years. Yet in this practice it is not possible for another 
surgeon or coroner to return the organs to the body and repeat the process. What they can do is follow 
a set process that will gain similar results if they are not the same.

In this article we will discuss what you should know about imaging computer memory. You will learn 
the fundamentals of memory imaging on a Windows system. Further follow-up articles to this one we will 
look at using specific tools and imaging processes.

WHERE DO WE START
Like any good forensic practice we need to follow repeatable processes. One of the best guidelines 
for doing this is the Internet engineering task force request for comment 3227 (http://www.ietf.org/rfc/
rfc3227.txt) – RFC 3227, “Guidelines for Evidence Collection and Archiving”.

Like all standards and checklists, this document is far from perfect and needs to be modified to suit 
many environments. It is however a starting guide that should be considered. Anytime you deviate from 
a well-known checklist such as this it is important to justify and document your reasons.

The first thing to note is that memory is volatile evidence. It changes rapidly and unlike a hard drive evi-
dence can quickly disappear. For this reason it is necessary to acquire an image of the system memory 
whenever possible as early as possible into the acquisition process. Each time you run a command on 
the system we are changing evidence. In doing this we are potentially overwriting areas of memory that 
may contain valuable information necessary for a case. The quicker we gain access to the memory and 
image it the less likely it is we will lose that evidence.

The best forensic method is always the one that achieves the results we are seeking most economi-
cally, but more importantly with the fewest changes to the system. In this article we will not be discuss-
ing the more disruptive and potentially damaging methods (including the Cold Boot Method) that can be 
used in systems where access is not available to image memory.

RFC3227 
RFC 3227 provides us with some good guidelines on what we should image first. This is listed in order 
below:

• 	 registers, cache
• 	 routing table, arp cache, process table, kernel statistics, memory
• 	 temporary file systems
• 	 disk
• 	 remote logging and monitoring data that is relevant to the system in question
• 	 physical configuration, network topology
• 	 archival media

In our case, the capture of non-hardware assigned memory will grab the majority of the system registers, 
cache routing tables etc. Though it is not possible to capture everything unaltered – it is highly unlikely 
that this will ever be achieved in any incident handling process.

MEMORY IMAGING AND FORENSICS
Memory imaging differs markedly from many other forms of digital forensics. As we have already noted, 
memory imaging differs significantly from disk imaging. When we image a hard drive we generally do not 
have to skip areas and the same process can be run multiple times without altering any evidence. To that 
extent hard drives are not terribly volatile source of evidence

The process of running a memory imager requires that we load the process into memory. This pro-
cess of course results in changes to the memory we are attempting to image. This is why the result is 
not repeatable in a way that will produce the same hash value each time we enact it. The worst part of 
all this is that we cannot even determine whether the program has correctly imaged the memory in all 
cases. Being that we can expect different results each time we run a memory imager we cannot accu-
rately determine if a particular section of memory was missed or incorrectly copied.

http://www.ietf.org/rfc/rfc3227.txt
http://www.ietf.org/rfc/rfc3227.txt
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Memory imaging is not an instantaneous process. The result of this is that a program or other data 
in memory can change from a portion of memory that has not been read to one that the imager has 
already copied as the process is run. Consequently, it is possible to miss copying selected areas of 
memory. This does not invalidate the forensic value of a memory image. What we need to understand 
is not that the collected evidence is invalid, but that we only have a subset of the entire memory from 
the machine we are seeking to image. What we do have is an accurate copy of what is on the machine. 
This is where the forensic value is gained. At the same time however, we may not have a complete 
copy of all of the evidence, and it could be further evidence that the evidence of an event or incident 
is missing from our investigation.

Cyber criminals are rational [1]. When they create malicious code they consider the economic con-
straints and opportunities [2] that are associated with producing and managing malicious code.

As a result, malicious code authors have created ways for their programs to bypass many memory 
capture processes. They specifically seek to evade memory imaging. There are reasons for this – if 
malicious code can evade detection, it can manage to remain undiscovered and hence active for lon-
ger periods of time. In doing this, the cybercriminals can maximize the economic returns that they gain 
from the creation of this malicious code.

I have discussed some of the methods used by malicious code authors and penetration testers (Ex-
tending Control, API Hooking) in penetration testing articles published in Hakin9 (http://hakin9.org/
buffer-overflow-exploiting-software-052012/) amongst others. In some instances the attacker creates 
code that uses processes such as API hooking to link into system processes and kernel functions. 
Some of the more sophisticated Malware will recognize the name of an imaging program or the sys-
tem calls that such a program makes and will intentionally alter its behavior. This could involve chang-
ing the location of the malicious code in memory as the system is imaged and it could even extend to 
feeding false data to the memory imager.

DEVICE MEMORY
If we open up the Windows “Device Manager” and select “Resources by connection” (see Figure 1) we 
can have a look at the memory devices on a Windows system.

Figure 1. Viewing Windows Memory

Under the Windows kernel object, \Device\PhyiscalMemory we have the means to obtain direct access 
to the memory on a Windows system.

We can see (Figure 2) that some of the physical memory is allocated to hardware devices. These areas 
are ones we need to avoid when imaging the memory as any request to these memory locations is writ-
ten to the hardware device. This could crash the system. These are known as mapped memory locations.

http://hakin9.org/buffer-overflow-exploiting-software-052012/
http://hakin9.org/buffer-overflow-exploiting-software-052012/
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Figure 2. Windows Hardware Memory Locations

These points are important to note when working on Windows systems. Each tool will have different 
specialties which require different privileges and have different advantages across different operating 
systems. Before we select which tool will be deployed in a particular imaging engagement, we need to 
consider the particular operating system we wish to image.

A particular problem comes from practicing with a tool on one operating system and then migrating the 
same processes to another. What works on Windows XP for instance may not work, or may even crash 
the system in Windows 7. In particular, it is important to practice on the various different systems you will 
engage with. If you are working in an environment with multiple operating systems it is important to prac-
tice on each of them. This means gaining an understanding of the following:

• 	 the required system privilege levels
• 	 the various system architecture (such as 32-bit versus 64-bit)
• 	 the differences in operating systems including patching levels
• 	 any difference where data is written or called from.

CAPTURE TOOLS
In this article we will not address any of the commercial products. In later articles following this one we 
will continue with details on the use of particular tools that are available freely. It is wise to become famil-
iar with a wide range of tools depending on the circumstances you work within.

Mandiant distributes two free tools for memory capture and analysis:

• 	 Redline (http://www.mandiant.com/resources/download/redline)
• 	 Memoryze (https://www.mandiant.com/resources/download/memoryze)

We will look at a free tool from MoonSol in this article.

http://www.mandiant.com/resources/download/redline
https://www.mandiant.com/resources/download/memoryze
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MOONSOLS DUMPIT
Moonsols provides a free Windows memory dump kit (http://www.moonsols.com/ressources/). As it 
states on its website you can do the following:

• 	 This utility is used to generate a physical memory dump of Windows machines. It works with both 
x86 (32-bits) and x64 (64-bits) machines.

• 	 The raw memory dump is generated in the current directory, only a confirmation question is prompt-
ed before starting.

• 	 Possible to deploy the executable on USB keys for quick incident response needs.

It is simple to run DumpIt. The program runs when you extract it from the file and it can be run from an ex-
ternal device such as a USB. In figure 3 we see it running with the default destination for a saved image. 
You do require Administrative privileges on the host. Running in default mode (such as double-clicking) 
saves the image which is named based on the time, the system ID and with the default extension of .raw.

The default location can be changed but happens to be the location where you run the program from. 
You will also note that the required size of the image is noted (Address space size) and that the available 
space on the destination drive is listed (Free space size). It is of course essential to ensure that there is 
sufficient free space on the drive to be able to complete the imaging process.

Figure 3. MoonSols DumpIt

Starting a memory image capture is simple from the prompt noted in Figure 3 we just select “y” in order 
to image the drive or “n” to end the program.

Once the image capture is completed, it will be stored in the destination directory as shown in Fig-
ure 4. At this point we have taken volatile memory and created a forensic image that we can analyze 
later without fearing further data loss. Always ensure that the image copy is made to an external de-
vice and not the primary hard drive (Figure 4).

Figure 4. The memory image

http://www.moonsols.com/ressources/
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There are no command line options built into DumpIt. You either need to change the location or hook 
data into the program to change its running state. For this reason it can be considered a one step mem-
ory imaging program.

PAGE FILE
The Windows page file is one of the simpler ways of analyzing memory. The location can vary but the file 
“pagefile.sys” is not too difficult to find even on an imaged hard drive. This creates a less volatile form of 
memory analysis. Another opportunity comes from analyzing the Windows hibernation file (Hiberfil.sys). 
One of the best ways of capturing memory is when a virtual machine is in use. System snapshots capture 
and save memory as well as hard drive-based information and evidence.

I will not list the general location of the page file as this does vary and more importantly a Windows 
system can have up to 16 different locations across different drives for storing page files. One of the 
most important reasons to capture a page file is that idle processes can be “paged” out of active memory 
when they are in the background. Simply imaging the systems memory could thus result in missing criti-
cal information.

Capturing a page file should be done separately to the complete imaging of the hard drive as the page 
file will change far more rapidly than the hard drive itself. It may be less volatile than system memory but 
it is still volatile evidence. To capture the page file will require access to the raw drive, as a direct copy 
cannot be made.

VIRTUAL IMAGES
Another source of memory information that we can obtain comes from virtual images. Programs such as 
VMWare, Windows virtual PC and many others allow us to take a snapshot of the system. Sometimes 
we can run these directly, saving the captured virtual image and running it as a machine where we can 
interact and experiment. In addition files such as the “.vmem” file in VMWare contain information that we 
can extract with a tool such as Volatility.

When we take a virtualized machine image, the suspended file is not volatile at all. This file is a serial-
ized memory image and Malware cannot hide in this environment. This gives an advantage to servers 
and workstations that run in a virtualized environment. These systems can be analyzed completely. In 
some instances they can be analyzed as the machine is still running.

TO CONCLUDE…
In the next article, we will start analysing the image we have captured.
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Memory is volatile evidence and as such needs to be acquired early in the process. Perhaps more criti-
cal is the difficulty associated with acquiring a memory image. As memory imaging is going to change in 
results every time we enact the procedure, but memory imaging is not robust. By its very nature, memory 
is fragile and if you attempt to access many areas of device memory you can crash the system. The re-
sults of this would be a complete destruction of all evidence. To ensure that this does not happen to you 
it is important to always practice using the tools you intend to image a live system with.

There are some ways to access system memory that are less volatile. These include hibernation files, 
page files and virtual machine images. When analyzing a system, always remember that you should col-
lect as much evidence as you can in the time that is available. Also remember to document the process 
that you have followed and to practice this before imaging a live system.

If you walk into a forensic engagement and start by crashing the system very few people will take your 
evidence to be reliable. So remember...

Practice,
Practice,
Practice,

And when you’re done doing that...

Practice some more…
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