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Dear Readers!

What you have in front of you is a brand new edition of ,Memory
Forensics”. Due to the fact that our last edition covering an issue
of Memory Forensics appeared to be a successful one, we have
decided to write about it once more — different points of view, dif-
ferent experts and different problems this time. We believe that
reading this will be both - interesting and beneficial for all of you.
This time we are giving you practical tips, interesting points of view
and useful information. From a step by step guidance in Memory
Forensics to Integrating Digital Forensics with Archival Science. All
this to make you satisfied with what you see. Hopefully you will
find this one special and broadening your digital horizons.

We would like to thank you for subscribing to our Magazine, we
are doing our best to keep you pleased with our work. You are in-
vited to visiting our website, commenting and sharing your opin-
ion with us.

Only to remind you — you can follow us on Facebook, LinkedIn and

Twitter (@eForensics_Mag). Join eForensics friends and fans — we
would be more than happy to have you there!

Dominika Policht
and eForensics Team
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DEMYSTIFYING THE MEMORY ON YOUR
COMUTER

by Amit Kumar Sharma

Memory Forensics is an art of demystifying the questions
that may have some traces left in the memory of a
machine and thus involve the analysis of memory dumps
of machine that may be a part of the crime. Earlier,
memory in question used to be only on hard disks or
permanent storage where attackers use to leave traces by
mistake and forgot to erase their footprints, but those days
are gone and attacks have become more revolutionized as
attackers tries to keep everything in the volatile memory
(RAM) thereby reducing chances of being traced.

WHY YOU NEED TO PERFORM MEMORY
FORENSICS

by Matt Mercer

Memory forensics has risen from obscure to obligatory over
the last 20 or so years. If you aren’t capturing (and analyzing)
memory, then you are leaving crucial evidence behind. This

article will provide an overview of memory forensics, and GEEKED AT BIRTH
a walk-through of some basic techniques and tools. The
principal focus will be a Windows environment and open-
source or free tools to investigate user activity. So, put away
your write-blockers and get ready

STEP BY STEP MEMORY FORENSICS

by Boonlia Prince Komal

In this article | have attempted to take you right from the

dumping of memory to the complete analysis of it. | have

attempted to include whatever |, as a forensics investigator

will do. I have focused only on Windows here.At places it

has not been possible to include each and every thing. At

such places | have taken few things in detail, few things in

brief and left others to be explored by the reader himself. You can talk the talk.
Can you walk the walk?

STEP BY STEP TO WORKWITH YOUR OWN

MEMORY DUMPS

by Javier Nieto Arevalo IT'S IN YOUR DNA

Currently the majority of us live an “Online Live” where

everyday new risks appear. In our personal live or in

our business live (sometimes they are joined) we hear

a lot of news about security problems. Some days we

can experiment these troubles in our computers or in

our business networks. If your computer is alive and

it is connected to the Internet, you are in risk of been

attacked... You can bet you will be infected some

day... Every week in the news you can check that huge

companies like Google, Juniper, Adobe, and RSAeNvision...

have been hacked because an advanced persistent threat

(APT) was installed in their systems and their information

was stolen. At this moment it's essential to have a great

team able to make a good forensics analysis in order to

detect the modern malware, evaluate the damage, check

out what data was thieved and learn about it in order to

avoid the same problem or another similar in the future.

Please see www.uat.edu/fastfacts for the latest information about
www.eForensicsMag.com * » degree program performance, placement and costs.
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MEMORY FORENSICS, ANALYSIS AND TECHNIQUES

by Rafael Souza

With the evolution of technological resources and the popularity of the Internet, it has
become impractical to maintain only the traditional approach, due to the large volume of
information to be analyzed and the growth of digital attacks. In this context, the analysis

of data stored in volatile memory comes up with new techniques, it is necessary to check
the processes that were running, established connections, or even access keys encrypted
volumes, without causing the loss of sensitive information to the investigation, thus allowing
the recovery of important data to the computer forensics.

EXTRACTING FORENSIC ARTIFACTS USING MEMORY FORENSICS

by Monnappa K A

Memory Forensics is the analysis of the memory image taken from the running computer.
In this article, we will learn how to use Memory Forensic Toolkits such as Volatility to analyze
the memory artifacts with practical real life forensics scenarios. Memory forensics plays an
important role in investigations and incident response. It can help in extracting forensics
artifacts from a computer’s memory like running process, network connections, loaded
modules etc. It can also help in unpacking, rootkit detection and reverse engineering.

MEMORY FORENSICS: INTEGRATING DIGITAL FORENSICS WITH ARHIVAL
SCIENCE FORTRUSTING RECORDS AND DATA

by Luciana Duranti and Corinne Rogers

This paper introduces areas of convergence between digital forensics and archival preservation
activities in order to understand moments in which digital records as understood by archival
science, and digital evidence as understood by digital forensics, may be identified, their
authenticity assessed, their reliability and integrity managed and preserved. The paper shows
how digital forensics can enhance archival science and practice, and how the integration of
archival theory of records and archives can further develop digital forensics as a discipline and
help it in accomplishing its purposes.

MEMORY FORENSICS VS PULLING THE PLUG

by Kyriakos Loizou

From right in the beginning of Computer Forensic a set of rules, methods and protocols where
established and embedded deep in to the law enforcement community. Traditionally a forensic
examiner would enter the crime scene and with compliance to a court warrant he would seize a
live computer systems in order to deliver it back to the laboratory for an in depth analysis. This
methodology know as “pulling the plug” with in the forensic community, was highly accepted
and thought to be forensically sound and applicable in court. This protocol was established

in the attempt to preserve data found on the hard disk drive(HDD) from being overwritten,
modified or deleted. It has been proven by experts in the field of forensic, that even if the live
system is left idling or a normal should down is attempted it is highly likely that alteration to the
data on the HDD will occur.

WINDOWS MEMORY FORENSICS & MEMORY ACQUISITION

by Dr Craig S. Wright, GSE, GSM, LLM, MStat

This article takes the reader through the process of imaging memory on a live Windows host.
This is part one of a six part series and will introduce the reader to the topic before we go into
the details of memory forensics. The first step in doing any memory forensics on a Windows
host involves acquisition. If we do not have a sample of the memory image from a system we
cannot analyze it. This sounds simple, but memory forensics is not like imaging an unmounted
hard drive. Memory is powered and dynamic, and changes as we attempt to image it. This
means it is not a repeatable process. Not that there is a requirement at all times for the results
of a forensic process to provide the same output; in this it is not necessary to be able to repeat a
process and obtain exactly the same results. It does not mean we cannot use a variable process
in a forensic investigation. What it does mean is we have a set of steps that will allow us to
image memory but that every time we do those the results will change.



www.CvberThreatSummit.com

Gctaobeni2dthE2 NS

244 Hour
Global Follow The Sun
Virtual Summit

1,000+ Delegates
100 Countries

24 Time Zones
o0+ Experts

1 Day

Free Registration



/////% eforensics

DEMYSTIFYING THE
MEMORY ON YOUR
COMUTER

by Amit Kumar Sharma

Memory Forensics is an art of demystifying the questions that
may have some traces left in the memory of a machine and thus
involve the analysis of memory dumps of machine that may be a
part of the crime.

Earlier, memory in question used to be only on hard disks or
permanent storage where attackers use to leave traces by
mistake and forgot to erase their footprints, but those days are
gone and attacks have become more revolutionized as attackers
tries to keep everything in the volatile memory (RAM) thereby
reducing chances of being traced.

» Operating System basics L .
. Memory concepts once you are aware of this, is to remove it from the network or to re-
move the power of the machine. Attackers take advantage of this and

try to store their data in the RAM that also reduces their work on clearing their
« To analyze a dump of RAM (mem- footsteps.

ory) for interesting stuff
+ Volatility Framework basics At the same time never forget there are many anti forensics [1] methods
available for attacking as well. This plays an important role, as attackers don’t
want forensic investigators to know about their evil deeds. Some examples of
implementing these are like:

F rom an admin perspective avoiding the attack from being compromised

« Syscall Proxying — IT transparently, proxies “a process” system calls to
remote server

* There are remote code linkers available -a famous one being the MOS-
DEF

* In memory library injection — a library is loaded in the disk without any
disk activity for e.g.: SAM juicer

* In memory Worms and rootkits — The code is only in the volatile memory
and are installed via an exploit (for e.g. witty worm)

Now let us understand on why RAM can be very important as a part of our
forensics assignment.

® e




”////////
//11/ %
WHAT DOES RAM CONTAINS THAT WE ARE SO MUCH INTERESTED ABOUT?

RAM is a very important part of the machine where the all the data that is used by the software or the
hardware is stored which is being used at that particular point of time.

Any |/O process taking place makes its way through the memory. We can say that all the events hap-
pening on the machine at some point of time comes to the shelter of RAM.

So RAM is a crucial part to find out for what the state of the system was or what was the chain of events
that took place when the attack or any evil task was performed.

In short it can give knowledge about:

Past and current network connections

List of running/terminated processes

User names and Passwords

Loaded DLLs

Open Registry Keys for a process

Open files for a process

Contents of an open window

Open TCP/UDP connections

Cache contents like SAM DB, web related data etc..
Executable, objects, drivers, files etc.

So analyzing memory can be good to identify some interesting stuff

| Memory Forensics ‘

‘- Ad hoc Memory

i | Network Analysis
Chunk analysis .

Services Analysis ‘ | DIl Analysis |

Figure 1. Memory Forensic

ANALYZING PART

In the first scene we capture an image of the memory which we are going to use as a part of our inves-
tigation. This is the most challenging job for an investigator as collecting the image may introduce some
kind of abrasion of the real evidence in question, and we have to be very careful in this scenario.

Once we have the image of the memory dumped we are all set to go for the analysis of the memory
captured. Here we will use a very famous framework for our analysis. It is called as the Volatility Frame-
work [2].

With so many tools available for this kind of analysis we use Volatility for the following reason.

» It has got various utilities bundled as a part of their framework. This makes it easier for the analyzer
to find everything at one place.

+ ltis very easy to use and install.

* Looks cool with a CLI.

This runs via command line. To access it simply go to the folders location via command prompt and run

the exe present. Once up and running the HELP command comes in handy by typing —h to know various
kinds of options available with volatility.

www.eForensicsMag.com € »
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Here volatility framework assigns a profile to the dump created. It may be regarded as its own way to
identify the dump of memory. It automatically suggests a profile for the dump or you can assign one all
by yourself. The command profiie is helpful to check out.

In the rest of the article we will look into various kinds of UTILITIES of the framework and their function
which helps in gathering information about the evidence.

Our approach will be to analyze the chunk of memory for deleted files, application used, network con-
nection if any which was made during that time, registry entries that may have been created etc..

First of all we see on what is the information available with the image captured. For acquiring this infor-
mation we use the imageinfo command.

\“)Uolatullty 2.2.standalone.exe —f IMEGEGEGGEGGEGEGGEEEEENEEEERESEN. o0 inage i

olat1le Systems Volatility Framework 2.2
petermining profile hased on KDBG search.

Suggested Profiledsd : Win2@BBR2ZS5PAx64, Win78P1ix64, Win75PBx64, Win2BB8R25P1x64
AS Laverd = HHD64PagedHem01y (Ketnel As>
A% Layer? : FileAddressSpace ¢C: ikt iet et i i ;- -

PAE type : PAE
DTE : Bx18780ABL
KDB gxfBBBB2hdecBL

Mumbher of Processo
Image Type (Service Pac =1
KPCR for CPU @ : Gxf80BA2hfedd@BL
KPCR for CPU 1 : Bxf88000%e70AAL
KUSER_SHARED_DATA : Bxfffff780000000ORL
Image date and time : 2013-89-12 18:32:31 UTC+BBBB
Image local date and time : 2013-89-12 16:82:31 +B538

= ii—r

Figure 2. Imageinfo command showing the details of the image with suggested profile

This command gives us the details of the image we have captured in our earlier steps and also gives
details of some of the suggested profiles, which is automatically given by the framework on the basis of
the architecture of the system from which the dump was captured. To look at the registry hives we use
the hivelist plugin. This is very useful to harvest username and password.

B Administrator: Chwindows\pertem 32 mdlece = | it

Figure 3. Using the Hivelist command

On getting the registry Hives, we concentrate on the ones which can possibly have some user infor-
mation. Here as we can see we will concentrate on the two marked by the BLUE arrow in the Figure 3.

From this we will try to extract the hash dumps that might have been created. For this we use the
hashdump plugin. We pass the virtual address of the SYSTEM and SAM registry hives along with the -y
and -s options which help us dump all the hashes to a text file as an output.
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=8 Administraton Chwindowshsystern3iomd.exe

hinetit

A3448410

Figure 4. Dumping the hashes using the hasdump command in a text file

The text file here is called as PassDump.txt which luckily contains the hashes which we were looking
for. Now these dumps can be cracked via any hash crackers available the famous one being the JTR
(John the Ripper). And if you are lucky enough you will get one out of it.

I hope this was interesting for you. Things that we can do with volatility Framework are tremendous.
This framework is versatile and gives a lot of options at one place to analyze the image and get some
interesting things out of it.

We will discuss some more utilities like getting the information about the processes that were running.
The pslist utility gives the details of the process running in the memory with specifics like PID which can
also be used later in the DLL extraction process.
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Figure 5. Using the pslist command to view the process details in the imagev

Another command of interest as a part of the research can be the pstree command which can be com-
pared to the famous tree command in DOS which lists out the process trees.

Now every process has an executable embedded inside it. It can be of good importance to analyze
the .exe. With the utilities available we will extract the executable and later use other tools to analyze its
content. To dump the process executable we use the procmemdump plugin of the framework. Now we can
extract the executable and can analyze the exe files to see for the important information if any.

4 procmemdump

Figure 6. Using the procmemdump command to dump an executable from the image

If it was a Windows machine DllIs will be the favorites. p111ist is another command which can be used
to see on how many DII's were in the memory while the dump of the memory was taken.

www.eForensicsMag.com € »
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RootWindows ForensicsMachine# volatility-2.2.standalone.exe -f “Memory for test.raw” dlllist
--profile=Win7SP1x64

For analyzing any DLL present in the memory through the Volatility Framework we use a utility called as
da11pump Which can extract the dIlI's from the processes to be analyzed.

Some switches in handy which come along dd1pump utility are as under for reference.
-p Dump dlI's only for specific PID’s
-b Dump dliI's from process at physical memory offset
-0 Specify process by physical memory offset
-dump-dir Directory to save extracted files

" ——profile=Win75Pix64 dlldump —p 31

Flgure 7. Usmg the dlldump to dump the DLL’s

Apart from these let us have a look on lot of different options which can be used to scan the image to
get an idea of the state of the system. Below we are going to describe some if the famous ones and by
famous one, | mean that these are very often used as a part of your analysis. Though the list is not com-
prehensive you can always use the -n command to learn more about the different utilities present.

SVCSCAN
Services running on any system can be of great help to analyze the status of the system. For this Volatil-
ity provides a utility for getting the details of the kind of services running on the system called as Svcscan.

KDBGSCAN
This plug-in is used to identify the correct profile of the system and the correct KDBG (kernel debugger
block) address. It scans for the KDBG header signatures which are linked to the profiles present in Volatility.

BN Administratar: Chsindmeshsystemnd e md.eve - valatilig- 2 2 standaloneexe -f "Memarty for testma® kdhgsean --profile=Wind SP1xRd | [wi=] __

.standalone.exe —f “"Memorty for test.raw" kd] an ——profile=Hin75P1ix64

_7RM R4hit)

5. Hinor: 681>

Trued

BA2bfd
hi daca

. Minor: 681>
Tdw._

2 15, Minow: V681D

Flgure 8. Usmg the Kdngcan

KPCRSCAN

This plug-in is used to scan for KPCR (Kernel Processor Control Region) structures. As the name says
it is used to store the processor specific data. It is important to know that each processor on a multi-core
system has its own KPCR. (another big field of research).

« =



lone.exe —f "Memorty for test.raw" k an ——profile=Win?5Fix64

fedBd

Figure 9. Using the Kpcrscan

RAM can also be a good target to place a malware. Volatility also comes with some amazing utilities
which can be used for detecting malware activity in the memory. The commands under can be of great
importance to understand the activities the malware was performing sitting in the memory.

PSSCAN
If the image has undergone any Malware activity, it can be checked by the utility called as Pssscan. It is
useful in scanning any kind of unlinked processes which can be initiated by the Rootkit/malware.

CONSOLES

This plug-in is used to find the various commands typed in locally or remotely via backdoors if any. This
is of vast importance to analysis of any machine which has been compromised with some malware or
any remote attack.

As this is getting more interesting let us add a little more spice to the flavor. When we come down to
track any kind of network activity, surprisingly Volatility Framework offers us a couple of utilities for the
same. The following commands can be of importance to track and identify any kind of communication:

CONNECTIONS PLUG-IN TO DISPLAY TCP CONNECTIONS

This plugin is expert in showing the active TCP connections that were active when this image was ac-
quired. If you want to check for any connections which were terminated apart from the active connections
you can use a utility called as ConnScan.

For identifying any kind of listening socket including the TCP and UDP connections we can use the
socket utility.

As earlier said the help option can be of great help for more of the framework and utilities. It always de-
pends on the requirement as for what purpose the image or the evidence is being analyzed. It is always
good to see for basic activity and then go in deep with some of them.

Always remember as forensics investigator evidence is very important so don’t let any changes affect
it and always keep the law in mind while investigating. It is to prove the crime not to perform one ;)

Happy Investigation!

REFERENCES

[1] http://www.blackhat.com/presentations/bh-usa-06/BH-US-06-Burdach.pdf
[2] http://code.google.com/p/volatility/

[3] http://www.google.com

ABOUT THE AUTHOR
Amit Kumar Sharma commonly known as AKS-44 has a B.E in EC and works in Information Security for a
reputed firm. He is passionate about Security and spends his time learning/researching in the wild.

www.eForensicsMag.com € »


http://www.blackhat.com/presentations/bh-usa-06/BH-US-06-Burdach.pdf
http://code.google.com/p/volatility/
http://www.google.com

eForensics

IM a g a zin e

WHY YOU NEED TO
PERFORM MEMORY
FORENSICS

(AND WHY YOU SHOULDN'T BE AFRAID TO)

by Matt Mercer

Memory forensics has risen from obscure to obligatory over

the last 20 or so years. If you aren’t capturing (and analyzing)
memory, then you are leaving crucial evidence behind. This
article will provide an overview of memory forensics, and a walk-
through of some basic techniques and tools. The principal focus
will be a Windows environment and open-source or free tools to
investigate user activity. So, put away your write-blockers and

get ready!

What you will learn:

* Why memory forensics is impor-
tant

* How to perform basic memory
capture

¢ How to perform basic memory
analysis

What you should know:

* A general understanding of com-
puter forensics and computer sci-
ence

grandfather...the one about the good ol’ days. Gas was a nickel a gal-

lon, you could have a kick-ass night out on the town with five dollars
in your pocket, and the only image you ever took was from an unencrypted,
20GB hard drive running Windows that was powered-down properly. Breathe
that in for a moment, and now wake your forensicating butt up. These aren’t
the good ol’ days. If you aren’t capturing and examining memory, then you
need to start! Why you say? Read on to find out. We'll start off by talking a bit
about the history of memory forensics and why we capture memory. Then, we
will move on to discuss tools that will allow you to capture memory. Finally,
we will dig in to some step-by-step methods to analyze the memory you have
captured. When we are finished, you should have a good understanding of
the memory forensics landscape, what you can do, and where to go for more
information. Oh, and it's not that bad. It's actually kind of fun thanks to the
generous, hard work of those who came before us.

A BRIEF HISTORY OF MEMORY FORENSICS

In the beginning, there was “dead box” forensics. Our primary concern was
determining the best way to shut a machine down and capture the contents of
the hard drive. At some point in the 1990s, incident responders realized there
was valuable information that could be obtained from RAM and began cap-
turing it as a standard practice. The first capture tools were primitive (e.g., dd,
copies of crash dumps), and the analysis tools just didn’t exist. Awareness of

® e

You all know the story. Every single one of us has heard it from our



the need to capture memory was given a kick, when in the early 2000s, there was a revelation: Malware
could exist in memory only and leave virtually no trace of itself on the hard drive. Nasty software, such
as rootkits, continued to drive development in this area. In fact, it is the evolution of malware we have
to thank for the progress of memory forensic tools and methods. In 2005, the DFRWS Forensics Chal-
lenge was issued with a focus on memory analysis. The winning submissions showed us how we could
reconstruct processes and threads from a memory dump. This is where modern memory analysis be-
gins, and we start to see the birth of more sophisticated, second generation tools that don’t require us to
read hexadecimal machine code in order to get results (e.g., Volatility, Memoryze). Today, we have the
pleasure of choosing from a wide array of tools with abundant functionality.

YEAH, BUT DO | REALLY NEED TO CAPTURE MEMORY

The answer is the same for a great many things in life. It depends. Let’s take a step back. We've heard
the terms malware and incident response quite a bit. These topics, though responsible for much of the
development of memory forensics, are not the focus of this article. Memory analysis is also valuable for
profiling users. In simplest terms, it's evidence. Why would we ever leave any evidence behind? If you
don’t have a specific edict to not collect memory, then you should.

What's that you say? You'’re afraid that capturing the RAM from a live system can’t be done without
altering existing data? Well, you're correct. However, if you stand around staring slack-jawed at a live
computer, the data on the hard drive and in RAM is still changing. Different investigations will have vary-
ing requirements, but you will usually want to capture all of the available evidence, including RAM, while
leaving the smallest footprint possible on the target. We’ll talk more about this soon. You'll also want to
document all of your actions. Even better, develop and follow a process that outlines a repeatable (and
defensible) flow you will follow when collecting evidence. The courts are more educated about our craft
than they used to be. You'll likely find it more difficult to defend leaving evidence behind than to defend
the minor changes that will occur on the target due to your evidence collection process.

There are a number of very interesting artifacts we can pull out of RAM: open files, recently viewed im-
ages, recent chats/emails, contents of open windows, usernames, passwords, encryption keys, running
processes, open registry keys, and our old friend malware to name a few. Some of these artifacts can’t
be collected from a hard drive, or they are encrypted or obfuscated there. For the ones that can, finding
this evidence in memory can give us additional perspective or lend further credibility to support what has
been discovered on the hard drive. Now that you know why you should collect RAM and what you can
find, let’s look at how you can do it.

CAPTURETOOLS AND METHODS

Here is where we will get our hands covered in 1s and Os. The plan is to discuss a few of the more popu-
lar tools that won’t empty your wallet. Before we do that, let's get some capture process details out of the
way that apply to any tool you use.

Although not free, we should touch briefly on the powerhouse suites Encase and FTK (enterprise edi-
tions). For our readers that use these tools, you likely are already familiar with how to capture memory.
Let’s just say that it is the same as capturing a hard drive over the network, but you should check the
box labeled “memory” :) If you'd like to capture with these tools and skip to the analysis section of this
article, then feel free. However, you may need to capture in or convert to a format that is compatible with
the tools we cover later.

Ouir first consideration is for the order of volatility. This is a concept that is near and dear to incident re-
sponders. The rule is that data which is most volatile (i.e., will be lost the quickest), should be captured
first. We are assuming this is not an incident response case; rather, it's an investigation of user activity
where we would typically capture the hard drive and RAM. As you may have guessed, the contents of
RAM are much more volatile, and should be captured first. There is much more to the order of volatility,
but for our purpose it's RAM first, hard drive next.

The other consideration for our use case is how our actions will affect the target system. We need a
place to run our tools from, and a destination for the data that is captured. There are various ways to
accomplish this and each will leave a different footprint on the target. If the target is on the network, we
could connect to a file share with our tools and enough space to hold the collection. Another option is
to use thumb drive or other type of external device with the appropriate hardware connectors. We can
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even run our tools from a CD/DVD, although this won’t be ideal for storing the results. The process used
becomes exponentially more important if we are dealing with a compromised system, but to keep things
simple we will assume that’s not the case. Each of these methods has its pros and cons. We should un-
derstand the impact each has on our target system. There are methods to test this by taking a snapshot
of a system before and after we apply our collection process. The specific methods for doing this are be-
yond the scope of this article. For now, feel free to use the method that is easiest as we move forward.

FTKIMAGER LITE

Pros: Simple, GUI

Cons: Not the smallest footprint, runs in user mode (may not capture protected areas)

FTK Imager Lite is an Access Data product that many of us are already familiar with. It is freely available
and does a great job on Windows systems. A copy can be downloaded from: http://www.accessdata.
com/support/product-downloads.

There are command-line versions of the tool for other operating systems, but they only cover hard drive
imaging and do not provide a mechanism for capturing memory. Once you have downloaded the tool and
extracted it from the .zip file, you should copy all of the files to the location you plan to run FTK Imager
Lite from (e.g., external drive, network share). Now you want to run FTK Imager Lite from the target ma-
chine. Make your way to the “FTK Imager.exe” file and execute it. You'll need administrator privileges to
do this. You should see a window that looks very similar to Figure 1. To initiate memory capture module
you can use the File menu and select Capture Memory or click the icon of the memory stick in the tool
bar near the top of the window. The result can be seen in Figure 2. Change the path and filename to fit
your needs. The two checkboxes should be unchecked, but let’s talk about these options. The paging
file is just memory swapped out to the hard drive, so it makes sense there could be valuable informa-
tion here as well. More on this later. The last option, to create an AD1 file, let’s us save the memory (and
paging file) in Access Data’s proprietary format. This format provides us with some integrity checks and
compression on the data we have captured. We’'ll skip the paging file and AD1 options for now. All that’s
left is to click the Capture Memory button and wait for it to finish. Easy!

¢ A\ AccessData FTK Imager 3.1.1.8 L=, \ﬂlﬁl
File View Mode Heb
R a - EEIRA
Evidence Tree File List
Mame | Size | Type Date Modified |
Custom Content Sources
Evidence:File System|Path|File Oplions
b
tiew| e | gemove | | |
Custom Conte...|
For User Guide, press 1 HNUM

Figure 1. FTK Imager Lite — administrator privillages

WINPMEM

Pros: Small footprint, open source, runs in kernel mode

Cons: Command line (is this really a con people?)

Winpmem was developed by Michael Cohen and is distributed with Volatility at: https:/code.google.
com/p/volatility/.


http://www.accessdata.com/support/product-downloads
http://www.accessdata.com/support/product-downloads
https://code.google.com/p/volatility/
https://code.google.com/p/volatility/

Memory Capture I—-S@—I

Destination path:

| D:YLuvMemDumps Browse

Destination filenames:

| memdump.mem

[ Indude pagefie

..... B
|_u.-\=: 2.5Y5

™ Create AD1 file

Capture Memory Cancel

i=igure 2. Capture Memory

This tool was developed to provide the forensic community with an open source tool for capturing
memory. Winpmem is a command line tool, so there won'’t be any pretty buttons to click. Begin by navi-
gating to the download link provided and obtain a copy of winpmem-1.4.1.zip. After this, the setup is iden-
tical to FTK Imager Lite. Once you are ready and in front of the target machine, you will need to open a
command prompt with administrative privileges. To capture memory to a local source the command syn-
tax is simply the executable and the path. Here are a few examples of how it can be done:

* Raw memory output to local drive

+ winpmem_1.4.exe d:\iLuvMemDumps\memdump.mem
* Raw memory output to network share

* winpmem_1.4.exe \\myServer\memDumpShare
* Raw memory piped to netcat

* winpmem_1.4.exe — | nc 191.168.1.10 80

Winpmem will display its progress in the command prompt. Once the progress reaches 99% and Driver
Unloaded is displayed, the process is complete.

Winpmem and FTK Imager Lite aren’t your only options for capturing memory from a Windows system, but
they are both simple, readily available, and frequently updated which makes them excellent options. If ev-
erything went well, you should have a memory image or two ready for analysis. Let’s not keep them waiting.

MEMORY IMAGE ANALYSIS

For memory analysis, our sole focus will be a tool named Volatility. Volatility is maintained by Volatile
Systems and is completely open. It is written in Python, so if you are familiar with the language, you
can customize this tool to your heart’s content. The capabilities of this tool are vast. It supports memory
dumps from all major Windows operating systems, many versions of Linux and Mac OSX, and even a
few Android phones. Volatility is a command line tool, so you better dust off your keyboard.

Volatility can be downloaded from: https://code.google.com/p/volatility/.

You’ll want to download, volatility-2.2.standalone.exe, which comes with everything you need includ-
ing Python 2.7 and any additional Python modules. To make things simpler, you may want to copy your
memory image(s) into the same directory as the volatility executable or at least somewhere nearby. Also,
rename volatility-2.2.standalone.exe to just volatility.exe. This is just to give your eyes a break. Volatility
has some capability to convert or work with formats other than raw memory images, but we will focus on
the raw images since that is what we have.

The basic syntax for Volatility is:

volatility.exe -f [image] --profile=[profile] [plugin]

Let’s break this down. Obviously, the executable you are running is volatility.exe. The -£ [image] option
lets us specify the file (raw memory image) we will be processing. The --profile=[profile] option is for
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telling Volatility about the system the memory dump came from. More on this in a bit. The [plugin] Op-
tion simply tells Volatility which of its wonderful plugins we want to run against our memory dump. Here
is an example of a typical job we might run:

volatility.exe -f D:\iLuvMemDumps\memdump.mem --profile=Win7SP1x64 clipboard

In this example we have given Volatility a memory dump, told it what type of system we collected it from
(Windows 7, Service Pack 1, 64bit), and asked it to retrieve the contents of the clipboard.

Getting back to the profile syntax. Here are a few of the more common Windows profiles you are likely

to need:

* Win7SP0x86 — Windows 7, no Service Pack, 32 bit

* Win7SP1x86 — Windows 7, Service Pack 1, 32 bit

* WinXPSP3x86 — Windows XP, Service Pack 3, 32 bit
* VistaSP2x86 — Windows Vista, Service Pack 2, 32 bit

Hopefully you’ll see a pattern begin to emerge. Replace the x86 with x64 for 64 bit systems. Change
the Service Pack number as needed. If we would like Volatility’s output sent to a text file instead of our
screens we can modify the command to look like this:

volatility.exe -f D:\iLuvMemDumps\memdump.mem --profile=Win7SP1x64 clipboard > volatilityClipboardOutput.txt

For a bird’s-eye view of what Volatility can do, check out the cheat sheet here: https://code.google.
com/p/volatility/downloads/detail?name=CheatSheet_v2.3.pdf.

This may seem daunting at first, but just read the descriptions. Internet history? Command history?
Event logs, screenshot, password recovery? All of this sounds very interesting indeed!

Let’s go ahead and use Volatility to get a list of running process. The command syntax is:
volatility.exe -f D:\iLuvMemDumps\memdump.mem --profile=Win7SP1x64 pslist > pslist.txt

Make sure to change your path and profile name as needed. Your results should look like Figure 3.

offset (V) Name PID PPID Thds linds Sess Wowb4 Start Exit
0x0000faB00Ga20040 System 4 1] 170 1209 ------ 0 2013-10-01 15:26:49
0x0000fa8008cb9500 smss.exe 380 4 3 32 —-—--- 0 2013-10-01 15:26:49
0x00007 ARONIDET AN € nrsn. Bxe 516 456 11 963 0 0 ?013-10-01 15:26:51
|Dx0000f 8002546030 wininiT. exe GOR 456 3 A1 0 0 ?013-10-01 15:26:56
|0x0000Fa800a3472F0 csrss. exe 620 600 20 1702 1 0 2013-10-01 15:26:56
UX00UUFaBUDaSSdb30 services. exe b6 bUH 7 311 ] 0 2013-10-U1 15:26:5/7
|Ux0UVUFaBVDAS/2b30 Tsass. exe b/b bUH 7 93k ] 0 2013-10-U1 15:26:57

Figure 3. Results

We are going to focus on just a few columns. Concentrate on the Name, Start, and Exit headins. Pretty
cool, eh? We now have a list of processes and when they started and exited. Combine this with tradi-
tional hard drive forensics and you’ll have some irrefutable evidence about what was executed on the
system and when. Even better, the psscan option helps us find hidden or terminated processes. Volatility
gives us countless ways to analyze this process information. Whether our goal is to root out malware or
discover what the end user was doing, there are plenty of options. Another neat thing we can do is see
what our user has been typing at the command prompt. The command syntax is:

volatility.exe -f D:\iLuvMemDumps\memdump.mem --profile=Win7SP1x64 cmdscan > cmdscan.txt

alternatively we can use:

volatility.exe -f D:\iLuvMemDumps\memdump.mem --profile=Win7SP1x64 consoles > consoles.txt

Each of these plugins gives us a slightly different view. If we notice our user running Microsoft’'s SDelete

on the download directory or executing Nmap scans against our servers, well...we may become suspi-
cious, right?
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https://code.google.com/p/volatility/downloads/detail?name=CheatSheet_v2.3.pdf
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file:///D:\iLuvMemDumps\memdump.mem
file:///D:\iLuvMemDumps\memdump.mem

Finally, we will see how to determine what our user has been connecting to over the network. The com-
mand syntax for Windows 7 is:

volatility.exe -f D:\iLuvMemDumps\memdump.mem --profile=Win7SP1x64 netscan > netscan.txt

Refer to the cheat sheet for XP systems. There are a few different options. The output will look similar
to Figure 4.

DFI’seL(PB FroLu Local address Foreign Address Sldle rid owrner Credlad
0x227a31bb0 TCPW4 -:33436 174.2,200.61:80 CLOSED 6500 chrome. exe

0x2?Fadah6n TePwd 10.0.0.13:53340 204.154_94_81:443 CLOSF_WATT 12408 Fvernote. exe

Ox?2+h1 6890 TCPwd 127.0.0.1:5354 127.0.0.1:49251 FSTARBL TSHED 1936 mONSResponder.

Ux22fblc 340 TCPv4 -152245 -:180 CLOSED 500 chrome. exe

Ux22FbYccll TCPv4 152247 1BO CLOSCD 500 chrome. cxe

Ox22fbdocag 1cevd -:53434 174.2.200.61:80 CLUSED 6500 chrome. exe

0x22Thd2e M0 TCPwd 127.0.0.1:5354 127.0.0.1:51606 ESTABLISHED 1936 mDNSRespunder .

0x22fbd4430 TCPwd 127.0.0.1:5354 ESTABLISHED 14072 Plex media ser

Ox?2+ht 7060 TCPwd 5d_242_R8_274:R0 CLOSFD 14072 Plex Media Ser

Ox22tchblaeld TCPv4 14.52.11.52:80 CLOSED 6500 chrome. exe

Ox22fcf/4e0 TCPv4 12/7.0.0.1:335%4 CETABLISHLD 13072 Plex Media Ser

oxzzfcfdrzo 1orvs 127.0.0.1:5354 LETABLLEHLD 14072 rlex media ser

0x227d10010 TCPwd -:B0 CLOSED 6500 chrome, exe

0x227d49910 TCPVE c:1: 60603 -:1:22350 CLOSED 4080 CodeMelarcc. ux

Ox??fed?dald TCPvd 10.0.0.13:51753 173.184.37.118:443 FSTARI TSHED 212 VIMNAT . exe

Ox22HF59010 TOPwd 127.0.0.1:51612 127.0.0.1:5354 FATARI TSHED 14072 Plex Media Ser

Ux3462010 UDFPva 0.0.0.0:49380 il 1936 mDNSResponder. 2013-10-07 13:2f:35
ox3cEfeco  worvd 0.0.0.0:57310 it 1052 swchost. exe 2013-10-07 15:05:59
Ox3cEfecd woeve 1i57310 k- 1052 svchost. exe 2013-10-07 15:05:539
0x6547170  uDPvd 0.0.0.0:22350 Wik 2716 CodeMeler . exe  2013-10-08 00:26:21
0xf7463d0  uDPvd 0.0.0.0:1321 ke 1796 PlexblnaServer 2013-10-05 03:57:42
0x13a26ech UDPvd 10.0.0.13:1900 45724 swchost. exe 2013-10-07 15 d
Ux1Jaed>90 UDPv4 0.0.0.0:0 ol 1052 svchost. exe 2013-10-06 0y 1
Ux14061240 UDPv4 192.168.1/4.1:49356 = 14072 Plex Media Ser 2013 10 0 03 r
0x159D092d0 woEva 0.0.0.0:0 o 3412 swchost. exe 2013-10-01 15 G
0x159b92d0 voPve s::0 ol el 3412 svihos L., exe 2013-10-01 15:27:16
Nx1Rrl721.a0 1neud 107 1R 174 1-A15NG Eek 14077 pley Merdia Ser 2013-10-07 15-05-5A
Figure 4. Output

Lots of good information here. We can see the process name, the destination IP, the status of the con-
nection, and when it was initiated. This user appears to be running a movie server (Plex) and making
remote connections with virtual machines. We might need to look into that further.

CONCLUSION

There is so much more that can be done with Volatility. We haven’t even begun to scratch the surface.
Remember that there are probably memory artifacts on the hard drive as well. Hibernation files, paging
files, and crash dumps can also be analyzed using Volatility. You can look at the memory for a single
process or run strings to extract all the readable text from your memory dump. From registry analysis to
dumping password hashes, Volatility can do it all. Now you at least have a basic idea of how to get start-
ed and what can be done. Hopefully your appetite has been whetted for more. Happy hunting!
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STEP BY STEP
MEMORY FORENSICS

by Boonlia Prince Komal

As a forensic investigator | have always been fascinated

with memory forensics. The reason is simple, Memory keeps
everything in simple / unencrypted form and one can find a

lot of information by analyzing this comparatively tiny part

of evidence. As a matter of fact when we talk about memory
forensics we think about “Random access memory” (RAM), but |
believe we ought to include three substantial parts pertaining to
overall memory architecture that are laying on the hard drive as
well viz. Pagefile, crashdump and Hibernation file.

» Capturing Live memory dump and
File dumps

ory to the complete analysis of it. | have attempted to include whatever I,

I n this article | have attempted to take you right from the dumping of mem-

* Baisc Raw analysis and find
strings and file objects in memory

* Analyzing Memory dump with Vol-
atility

* Live memory analysis by porting
volatility live memory

What you should know:

« Basics of Microsoft Operating sys-
tems

» Basic understanding of memory
management in windows

as a forensics investigator will do. | have focused only on Windows here.

At places it has not been possible to include each and every thing. At such
places | have taken few things in detail, few things in brief and left others to
be explored by the reader himself.

WHY MEMORY FORENSICS

« Everything in memory is in its unencrypted form. This means one can ex-
tract keys, passwords and documents in readable form

+ Attackers these days use sophisticated methods to minimize the footprint
on the system drive by not hitting the drive at all but there activities can
be found in the memory.

+ Memory carries the active state of the system with all the latest informa-
tion in a small space,

In general we divide the entire process into following parts.

+ Capturing the Memory Dump (RAM dump)
* Capturing the Pagefile and hibernation file and crash dump files. (Part of

Disk Dump)
® @
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* Raw analysis of All dumps (RAM, Pagefile, crashdump and Hibernation file)
« String search
* Known file types search

* Analyzing with Volatility

+ Live memory analysis with Volatility Tech preview

CAPTURING THE MEMORY DUMP

DUMP FORMATS
The memory can be dumped with the help of various tools and utilities. These dumps vary in the formats.
Most popular format we have for Windows memory dumps are

* Raw Dump: Dumps the memory in liner format. Bit by bit
+ Crash Dump format: dumped with the extension .bin it carries additional debugging information.
» Hiberfil.sys format: Hibernation file format that carries some additional information pertaining to sys-
tem resume
* Proprietary format: Few tools like winen dumps the memory in their own format.
» Virtual platform: Memory is dumped by Virtualization packages in a separate file, The most common
of them are:
+ VMWare: vmem
MS HyperV: .bin
* Virtual Box: .sav
+ Parallels: .mem

While there are differences in the formats, usually one format can be converted into another format. | do
prefer dumping in raw format.

Raw - DD, Win32DD, Win64DD,
Dumpit, MDD, Memoryze

Hibernation * Shutdown —h
J )« Win32DD , win64DD
|+ CrashOnCirlScroll DWORD
Crash Dump = Winpmem, LiveKD

* FTK Imager (Access Data)
i Winen (EnCase)

Figure 1. Memory Dumping tools and associated formats

CHALLENGES IN GETTING THE MEMORY DUMP

The memory itself is very dynamic and volatile. It keeps on changing continuously therefore even two
memory dumps created at the same time cannot be identical. There is no way as of now to capture this
dump without writing in the memory itself (Fortunately due to the way windows handle memory, the im-
pact is not much). The tool/ driver has to be loaded in the memory to capture it. At times the tool requires
the administrative privileges to capture the memory and at times the driver is not signed thus the OS pre-
vents it from loading in the memory. Though there are workarounds to handle these situations yet all this
makes either the reboot necessary or some changes having impact on memory. While there are several
methods used by different tools there are certain locations that are locked by the operating system and
thus can not be captured. Most tools fill those locations with the ‘0’ bits.

TOOLS FOR DUMPING MEMORY

There are number of tools that can be used for creating dump as shown in the figure below. Notable
among these are Dumpit from Moonsols, Winpmem, FTK imager, LiveKD, Belkasoft Live RAM capture.
All these tools have their pros and cons. My favorite for offline analysis is “Dumpit” and for live porting is
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“Winpmem?”. Both leaves minimal footprint in the memory and are quiet efficient.

To use Dumpit all you need to do is run the tool from the location where you want to create the memory
dump. The dump format is raw i.e. bit by bit format. This can be later converted into other formats with
the help of suitable tools.

Running tool from Desktop Tool placed in syn_eforensics

:N\UserssboonliaNDesktop?>syn_eforensics\dumpit
# | C:A\Users\boonlia ; (o X]

=
=

b

= =

L
=

==&

=

f 4

Raw dump being created on desktop

Figure 2. Memory dump creation with “Dumpit”

-
® Administrator: C:A\Wind System32\cmd |__|_‘—J|:||E|_ES-
Ex ministratorn L INCOWS LY SIEM cmd.exe
[4]
[} 0 efo
[} 0
0 [ [ 1 DFD
0 0 i
HxAA001 8806
1
=
5 5 HxAAE7
TR AT AT TRITR
[ & [ [
= i RESSE
HxlIB2 g A
A AR ARGARE = L
1 o )
- i jos e - —_—r s
A CH H A
HxCATE HocH ELE LS
H HARA [ b H
1 AxAHAARARE o HxHAAE1 AAA
[) 0 D
[ HxA0A01 A8
1 HxAAA? DAEGE o HxBHA1H83688006
A A AR
i A6
= =i FESELESE =
] Gkl =
b A6
H A4 3

i=igure 3. Memory dump creation with “Winpmem”

CAPTURING THE PAGEFILE, HIBERNATION FILE AND CRASH DUMP FILE

All these files laying on disk should be dumped with the evidence. Though they are dumped with the
drive (during drive imaging) yet just in case one wants to analyze only the memory content then it should
be captured from the system. | have found FTK imager to be doing this job very efficiently.

Exporting Files from the live system to evidence store

BIBIZDB 9-12

= ) [E] Export File Hash List..

L | sut.FileSlack

.=,'g Add to Custom Content Image [ADl]
000000000 |00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00 oo . .-
000000010 |00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00| ----ccnmeeenmn--

Figure 4. Exporting Hibernation file and Pagefile with FTK imager
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The contents of Pagefile are very important as it may carry remains of the memory been used years
ago. The bigger the RAM, the more are the chances of having old remnants, as in such cases pagefile
is not much used regularly and hence not very often overwritten.

Hibernation file keeps the state of system when it was last hibernated. The date to which the content of
this files are related can be obtained from the “Last modified” timestamp of the hibernation file. Hiberna-
tion file even if it is in its invalid state (the term invalid hibernation file is used to indicate the hibernation
file which is not used during system startup) can be analyzed with volatility.

RAW DATA EXTRACTION FROM MEMORY DUMP, HIBERNATION FILE AND PAGEFILE
While there are several tools and frameworks available for systematic analysis of memory dump, raw
analysis still holds good and can carve out information that may not be available with these tools.

The term raw analysis means analyzing the dump as a binary file like any other binary file. We can
search and carve out strings as well as known format files from the memory dump, hibernation file or
pagefile.

STRINGS SEARCHES

Whatever you type goes into memory, besides this whatever process you execute and files/ web pages
you open / visit goes in the memory. There can be a number of strings that may provide useful informa-
tion. The strings may belong to what you typed including your passwords, chats, mails and so on or it
may belong to the documents/ web pages you opened. These strings may also belong to the executa-
bles and other programs. Definitely strings in memory can provide a wealth of information. You may use
the Linux command “Strings” to list our all the strings and pipe them to a file. You may use “GREP” along
with strings to search for specific strings.

In “Figure 5” | have used the phrase “passwd="to search for the Gmail passwords. Amazingly despite
logging off | was able to get the passwords in memory. The reason is the way Windows Memory man-
agement works, it attempts not to flush out the memory pages unless it is required, despite exiting the
process. You may also get passwords in the Pagefile and Hibernation files as the memory management
doesn’t distinguish between pages to be dumped on pagefile unless specified by the process itself. One
can expect to find all kind of passwords, keys, chats etc. in the memory.

Command Password

sansforensics@SIA-Workstation: ~ ’ =E =t

View Terminal Help

sansforensics@SIFT-Workstation:~$ strings /home/sghsforensics/Desktop/cases/SYNE

RGY-PC-20130916-085408.raw | grep Passwd=

uUBRU6 5-M7wjueA&Email=boonlia&Passwd=+ s’ s wisignIn=Sign+in&PersistentCooki
e=yes&rmShown=1G
continue=https%3A%2F%2Fmail.google.com%2Fmail%2F&service=mail&rm=false&dsh=78628
79147413934622&1tmpl=defau1t&$1&ss=1&GALx=TTmYF28cm3E&pstHsg=1&dnConn=&checkC

Web address

Figure 5. Searching Gmail password through string searches

FILE OBJECT CARVING

Its not just the strings but the entire files that are stored in memory as well as pagefile and hibernation
file. These objects are stored in memory pages. At times memory pages assigned to an object are not
contiguous thus making it difficult to get complete file through raw file carving, Still we can carve out sev-
eral file objects with the help of known file signatures. The industry standard open source tool for the
same is “Foremost”.

Explaining the use of Foremost and its options is beyond the scope of this article. Executing Foremost

on the memory dump, hibernation file and pagefile may provide the access to the file objects in unen-
crypted form despite the fact that they might be in encrypted form on the disk. Obviously when one has
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the encrypted and unencrypted versions of a file it may be used to get the encryption key as well. This is
particularly useful in case of compressed archives like zip and rar files.

An example of “Foremost” can be seen in the screenshot in “Figure 6”. The Command used here is
foremost -i {Memory dump file} -o {Output Directory}.

Files carved and Foremogt carving files

|fhamefsansforensicsteskt*fcasesf‘faremost ol | = Fle Edit ViewghTerminal Help

o i : 06016933,
: ©6017004.
. | : 06017077.
avi bmp : 06017150.
06017232.
06017407.
| | : 06017646.
doc docx : 06017992,
06018250.
06027545.
| | : 06027640.
gif htm : 06027661.
06027663.
06029200.

Figure 6. Files being carved out of memory being dumped in the folders based on their

extensions

File carving from Pagefile and hibernation file can be very useful as it may carve out files that were
opened long back.

ANALYZING DATAWITH VOLATILITY

Written in Python, Volatility is most widely used framework for memory forensics. This open source
framework is modular and flexible enough to incorporate your own code and plugins. Throughout this
section | have used word “option” to indicate the “plugins” that are provided with volatility.

HOW VOLATILITY WORKS

Volatility works by identifying the data structures in the memory image that allows it to map the physical
locations to the virtual memory locations. It starts with identifying the OS to which the memory dump in
question belongs (Referred as Profile). The Option “imageinfo” does an in depth KDBG and KPRC Scan
to identify the symbols and the OS type.

Due to similarities it may suggest more than one profiles and one ought to look at the Service Pack part
in the output to get more details.

An example of the same is shown in “Figure 7”. In total 4 profiles are suggested for the memory dump
that belongs to Windows 7 SP0 X64 computer system.



111/

Suggeste

COIrnand Profiles

sansfor n51cs@SIFT Norkstatlon ~/V01at11 ty/volatility-read-only$ python vol.py
imageinfo -f /home/sansforensics/Desktopjcases/SYNERGY-PC-20130916-085408.raw
Volatile Systems Volatility Framework 2.3 beta

Determining profile based on KDBG searchj..

Suggested Profile(s) : Win75P0x64, Win7S5P1x64, Win2008R2S5POx64, Win200
8R25P1x64
AS Layerl : AMD64PagedMemory (Kernel AS)
AS Layer2 : FileAddressSpace (/home/sansforensics/Desktop/c
ases/SYNERGY-PC-20130916-085408.raw)
PAE type : PAE 4 PAE
DTB : 6x187000L f
KDBG : 0xf80002e3e0ablL napled
Number of Processors : 4
Image Type (Service Pack) : @
KPCR for CPU @ : Oxfffff80002e3fdoOL Date and time of image
KPCR for CPU 1 : Oxfffff880009e9000L capture
KPCR for CPU 2 : oxfffff88002f63000L
KPCR for CPU 3 : Oxfffff88002fd3060L
KUSER_SHARED_DATA : Oxfffff78000000000L
Image date and time : 2013-09-16 08:54:10 UTC+0008
Image local date and time : 2013-09-16 14:24:10 +0530
Figure 7. Volatilty scanning for image information suggesting profile as well as KPCR, Image date and time
and PAE type

Once we have analyzed and identified the OS running we now proceed to analyze the memory content.

At this point we need to decide what information we are looking for. As an investigator one might be in-
terested in the connections and processes or interested in finding out some information pertaining to the
registry. One may also be interested in timeline analysis or information pertaining to the file system. One
may be interested in malware analysis or reconstructing the GUI view.

In general Volatility uses the following command structure:

Python vol.py -f {Memory image file with path if needed} {option} - {Parameter keyword} {Parameter}
--profile={Profile}

The command starts by invoking Python followed by the name of volatility script (vol.py) followed by “-f”
and the memory image with the path. This is followed by the option we wish to use and then parameter
specific keyword / character, parameter values and the profile to be used. We shall be using this in our
examples as we proceed but one needs to remember that all the components can be used at any place
in the command line rather than being used at specific place except “Python vol.py”.

Depending upon what you are looking for you ought to frame your investigation process.

For better understanding | have categorized few commands based on the purpose they are used for.
This article is by no means a manual for “Volatility” and one should read the Volatility documentation for
better understanding.

PROCESS INVESTIGATION
There are several options to investigate the processes. The one more useful are:

PSLIST

Lists out the processes running in the memory along with the PID and PPID (Parent process ID). It works
by finding a process and parsing the Flink and Blink chain. Something like taskmanager process list.
Obviously it fails to find the hidden processes. Normally rootkits will hide themselves by unlinking from
the chain through Direct kernel Object manipulation (DKOM). As can be seen in figure below the normal
processes looks like a simple and perfect Blink and Flink chain as depicted in “Figure 8”. “pslist” option
searches for Active Process head in the memory. As the processes have doubly linked structure where
in a process is linked to the other process with Flink and that other process is linked with the first process
with Blink thus forming a chained kind of structure it is easy to start with Active Process head and follow
the Flink and Blink pointers to build the list of all the processes.
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Active Process Head

Process 1
Process 2
Process 3

Figure 8. Processes connected with Flink and Blink forming a linked
chain of processes

With Direct kernel Manipulation a process can be hidden by removing it from this chain as shown in
“Figure 9.

Process 1=
" Process 33

Figure 9. Process being hidden by Direct Kernel object

manipulation (DKOM) as process 2 removes the Flink and Blink
structures

PSSCAN

A detailed scan that tries to search the processes much deeper. It searches the entire dump and looks
for specific EPROCESS data structures. Obviously it is not based on the Flink and Blink therefore it takes
time but is capable of listing the hidden processes along with “Process data block”. The Process that is

not listed with “pslist” but is listed with “psscan” can either be remnant of killed process or a suspicious
process trying to hide itself.

PSXVIEW

A great plugin written by Michael Ligh that attempts to identify the processes by using multiple methodol-
ogies like Flink-Blink chain, Searching for EPROCESS structures, ETHREAD scanning, using Csrss.exe
handle table and so on. The output is provided in a nice tabular format to identify suspicious processes.
A selected part of the sample image analysis is being shown in Table 1. Let us analyze the same.

® @
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Table 1. Output of psxview from the sample memory dump

Offset(P) PID i psscan thrdproc pspcid csrss session deskthrd

0x000000012ca97b30 | WmiPrvSE.exe | 2976 | TRUE | TRUE TRUE TRUE TRUE | TRUE TRUE
0x000000012c970730 | chrome.exe 1740 | TRUE | TRUE TRUE TRUE TRUE [ TRUE FALSE

0x000000012d92bb30 | csrss.exe 660 | TRUE |TRUE TRUE TRUE FALSE | TRUE FALSE
0x000000012e9e1b30 | smss.exe 408 |TRUE |[TRUE TRUE TRUE FALSE | FALSE FALSE
0x00000000433¢c9740 | System 4 TRUE [ TRUE TRUE TRUE FALSE | FALSE FALSE
0x000000012df7f630 | csrss.exe 528 | TRUE | TRUE TRUE TRUE FALSE | TRUE TRUE
0x00000000af3cea?0 | X 18..8 | FALSE | FALSE | FALSE FALSE | FALSE | FALSE | TRUE

0x000000012d746b30 | WmiPrvSE.exe | 2772 | FALSE | TRUE FALSE FALSE | FALSE | FALSE FALSE
0x000000012f4b2b30 | taskhost.exe 1152 | FALSE | TRUE FALSE FALSE | FALSE | FALSE FALSE

The Process with PID 2976 has been detected by all the methods and thus looks to be genuine and
performing some active task. The next process with PID 1740 has all values true but deskthrd value as
false. This indicates the connection to the desktop has been either lost or closed or it is not connected
to a desktop.

Process ID 660 (csrss.exe) has a false value at deskthrd as well as csrss. As the method used in csrss
is by looking into the csrss process table itself it won’t be detected as it wont have a reference to itself in
the table. This looks to be perfecily fine.

PID 408 has a false in csrss, session and deskthrd indicating that there is no information about it in
session structure as well.

PID 18...8 has an arbitrarily long PID and is found only in deskthrd indicating that the process has been
killed but the thread remnants were left over in the memory.

PID 2772 and 1152 have all false except psscan. This indicates a process that has been ended but has
remained in the memory. Probably something that was running few moments back and is now been killed.

What is important is when one sees a process in psscan and few other scans but not in pslist. This
might be a suspicious process trying to hide itself with DKOM. Some process if are seen in psscan or
other places but not pspcid can be viewed as a process that is hiding by removing its entry in pspcid table
and thus can be suspicious and should be further investigated.

As a forensics investigator or malware analyst one should use pslist, psscan and psxview and compare
the output to get the valuable insight.

OTHER PROCESS RELATED OPTIONS
There are few other process related options that can be used with volatility. We won’t dive deep into it but
provide an overview of what they do.

 Dilllist: lists the dllI's along with their path for every process separately.

* Vadinfo: shows the information about the VAD tree structure

* Handles: Provides the information about open handles and their types (File, registry key, process,
section, event etc.) along with the PID to which they belong.

* QGetsids: displays the SID’s associated with processes.

* Procmemdump: Dumps the processe’s executable with slack space. This dumped file can be used
for further analysis and reverse engineering.

REGISTRY INVESTIGATION

When the system boots and the OS is loaded, the registry data is loaded in the memory as well and the
entire data can be obtained from the memory image. To investigate the registry data one should start with
listing the hives with the option “hivelist”.
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HIVELIST
The option lists out the hives loaded in the memory along with its virtual address and physical address.
Output of the option executed on a sample memory image can be seen in the “Figure 10”

sansforen:sics@SIFT-Norkstati.on:-Nol.at:i.lity/\rolatility-read-onlys python vol.py hiveli
st -f /home/sansforensics/Desktop/cases/SYNERGY-PC-20130916-085408.raw --profile=Win7s

POx64

Volatile Systems Volatility Framework 2.3 beta

Virtual Physical Name Hives details with
---------------------------------------- their Virtual and
oxfffff8a00000d010 0x0000000117840610 [no name] Physical address

Oxfffff8a000024010 0x000000011eac0@l® \REGISTRY\MACHINE\SYSTEM

OxFfTfTfff8ab0bee5b330 Ox0000000115800330 \REGISTRY\MACHINE\WHARDWARE

Oxfffff8a000906010 0x0000000122b72010 \Device\HarddiskVolumel\Boot\BCD
Oxfffff8a00098a010 O0x00000001205d5010 \SystemRoot\System32\Config\SOFTWARE
Oxfffff8ab0le3e010 0x0000000112404010 \SystemRoot\System32\Config\SAM
Oxfffff8a001e80010 0x0000000112a2e010 \??\C:\Windows\ServiceProfiles\NetworkService\NT
USER.DAT

Figure 10. Output of the option “hivelist” used on a sample memory image

HIVEDUMP

Once we know the details of hives we would want to navigate the keys and subkeys. We can do this with
the option “hivedump”. This will search the hives recursively and list out all the keys and subkeys. For
dumping the keys we need to provide the offset of the hive obtained from the option “hivelist”. Let’s say
we need to dump the entire “System” hive. As we know that the virtual address of the “System” hive is
“Oxfffff8a000024010” we would require to provide the same as an offset in the command. Since the list is
going to be too long we can redirect the output to a file (Say “system.txt”) and issue the command

“python vol.py hivedump -f {memory dump file with the path} --profile={Profile} -o {Virtual address of the
relevant hive (0xfffff8a000024010)} > {File name with path where we want to dump the output (system.
txt)} "

The output provides the list of keys and subkeys alongwith the “Last written” timestamp of all the keys.

PRINTKEY

Taking yet another hypothetical case one might be interested in a particular key only. The option “print-
key” allows us to search for a particular key. For example If one wants to know about the USB devices
ever connected to the system it can be searched within hives located in the memory. We know that the
information is stored in the registry key HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Enum\USBSTOR.
We can search the same with the option “printkey” as shown in the “Figure 11”. It should be noted that
the option we used has “ControlSet001” and not “CurrentControlSet” since the term “CurrentControlSet”
is just one of the Control Set that is referenced to.

As we can see that there are several Sub keys to this key we can drill down further to get more details.
The last Update time too is specified enabling us to perform a better analysis.

|sansforensics@SIFT-Workstation:-/Volatility/volatility-read-only$ python vol.py printkey -f /
|home/sansforensics/Desktop/cases}SYNERGY-PC-20130916-985493.rau --profile=Win7SPOx64 -K 'Cont
|rolSet@@1\Enum\USBSTOR"

Volatile Systems Volatility Framework 2.3_beta

Legend: (S) = Stable (V) = Volatile

Registry: \REGISTRY\MACHINE\SYSTEM
|Key name: USBSTOR (S) _ '
Last updated: 2012-89-88 13:32:44 UTC+0000 List of USB devices

' attached in past
Subkeys:
{ (5) Disk&Ven_Generic-&Prod_Multi-Card&Rev_1.00

(S) Disk&Ven MBIL-SSM&Prod_SWIVEL&Rev PMAP

! (S) Disk&Ven_Seagate&Prod_Expansion&Rev_0219
(S) Disk&Ven ST950032&Prod 5AS&Rev

(S) Disk&Ven_WD&Prod_Elements_1023&Rev_2005
(S) 00000000

Figure 11. Printkey output showing the USBSTOR key and subkeys that identifies the USB drives that were
connected in past on the system
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HASHDUMP (GETTING THE PASSWORDS)

We may want to get the passwords from the memory dump as well. Volatility provides the option of
“hashdump” and “Isadump” to get the hashes. These hashes can later be used to find the passwords. To
find the hashes we need to supply the virtual address of the “System” hive and “SAM” hive in the com-
mand line. As of now this can be done with x86 Memory dump only. Let’s do it with a sample from Win-
dowsXP x86 memory dump.

First we identify the location of System and SAM hives with the option “hivelist” as shown in “Figure 12”

sansforensics@SIFT-Workstation:~/Volatility/volatility-read-only$ python vol.py hivelist -f /
home/sansforensics/Desktop/cases/laqma.vmem --profile=WinXPSP2x86

Volatile Systems Volatility Framework 2.3 beta

Virtual Physical MName

0xelc49008 0x036dc008 ‘\Device\HarddiskVolumel\Documents and Settings\LocalService‘\Local Setti
ngs\Application Data\Microsoft\Windows\UsrClass.dat

0xelc4lb60 0x04010b60 \Device\HarddiskVolumel\Documents and Settings\LocalService\NTUSER.DAT
0xela39638 0x021eb638 \Device\HarddiskVolumel\Documents and Settings\NetworkService\local Set
tings\Application Data\Microsoft\Windows\UsrClass.dat

0xela33008 0x01f98008 \Device\HarddiskVolumel\Documents and Settings\NetworkService\NTUSER.DA
T

0xel53ab60 0x86b7db6@ \Device\HarddiskVolumel\WINDOWS\system32\config\software
0xel542008 0x06c48008 \Device\HarddiskVolumel\WINDOWS\system32\config\default
0xel537h60 Ox06aedb6® \SystemRoot\System32\Config\SECURITY

0xel544008 0x06c4b008 \Device\HarddiskVolumel\WINDOWS\system32\confTig\SAM
Oxel3ae580 0x01lbbd580 [no name]

0xel81bB08 Ox01867008 \Device\HarddiskVolumel\WINDOWS\system32\config\system
Oxel008978 0x01824978 [no name]

Figure 12. Listing the hives with option “hivelist” from the sample image of x86 OS

As we can see the location of SAM is 0xe1544008 and for System is Oxe107b008 we pass on these
parameters with the hashdump option to dump the hashes from the sample memory image (Figure 13)

cansforensics@SIFT-Workstation:~/Volatility/volatility-read-only$ python vol.py hashdump -f /
home/sansforensics/Desktop/cases/lagma.vmem --profile=WinXPSP2x86 -y ©xel@1b@88 -s Bxel544008
Volatile Systems Volatility Framework 2.3_beta
Administrator:500:e52cac67419a%9a224a3bl08f3fabchbd: 8846f7eacel8fbl17ad06bdd’30b7586¢C: 1 :
Guest:501:aad3b435b51404eeaad3b435b51404ee:31d6cTe0d16ae931b73¢c59d7e0c089¢cO: ::
HelpAssistant:1000:4e857c004024e53cd538de64dedac36b:842b4013c45a3b8fec76ca54e5910581:::
SUPPORT_388945a0:1002:aad3b435b514084eeaad3b435h51404ee:8f57385a61425fc7874c3268aa249%eal:
sansforensics@SIFT-Workstation:~/Volatility/volatility-read-onlys$ [

Figure 13. Using “hashdump” to dump the hashes with Username and SID’s
We can see the hashes extracted with the User name and SID’s.

Let’'s now put these NTLM hashes in an online Decrypter at http.//www.md5bdecrypter.co.uk/ntim-decrypt.
aspx and find the password associated with the account Administrator and HelpAssistant (Figure 14).

Status: Hashes were found! Please find them below...

List Tool
e AT eSZcac7419a5223423b103f3fa6chbed: 38465 Teaeed bl Tad0ebdda30b75860
ih Siransteon Gl 4e857c004024253cd538des4dedacasb:842b4013c45a3bafecTfeas4e5510581
Hashcat GUI Mane: 32 :
Downloads Please use a
i standard list format ®
Statistics

Upload Passwords i i

Rainbow Tables e52cact7419a5a224a3b108£3fatcbéd LM: DASSWORD
8846fT7eacedfbll17adlébdd830b7586c NTLM: password
4e857c004024e53cd538det4dedac3eh IM: EGE4JZYDUCS&QZ
NT PW Recovery 84Zb4013c45a3b8fecTécab4e5910581 NTLM: eg#d4Jz¥DUcS&gz

Passwd Dump

Sam Inside

Figure 14. Decrypting the NTLM hashes online to obtain the passwords

We can obtain the Isa secretes too with the help of the option “Isadump” by passing on the location of
“System” and “SECURITY” hives
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USERASSIST KEYS

One of the most desired keys to look into during forensics investigation is the “Userassist” key. It con-
tains the information about the programs run including the last run time and the run count (number of
times it was executed). The information is stored in ROT13 encoding. Though we can get the details of
Userassist key with the help of “Printkey” option and then decode it yet looking at the importance of the
key, volatility provides an option of dumping the same by using “userassist” as the option in the command
line that parses as well as decode the key and present the same in readable and understandable format.

MALWARE ANALYSIS

Memory forensics has a major role to play in malware analysis. Whatever activities are being carried out
by malware passes through memory. As a strategy most malware tries to hide themselves from memory
by adopting various methodologies, Attempts to connect to some remote location, Tries to modify the
memory and bypass the protection and so on. At times the files pertaining to malware are obfuscated and
not detectable until they are loaded into memory in their un-obfuscated form. Volatility comes in handy in
these scenarios. Let’'s explore what all can be done.

PROCESS INVESTIGATION
The first thing | prefer doing as an investigator is to use the process investigation to find out if there is any
suspicious process running. The same has already been detailed.

CONNECTION INVESTIGATION

As most of the malware tries to establish connection to some external location we need to find the con-
nections being used as well as remains of the closed connections. For Windows 7 / Server 2008 the only
option we have is “netscan” where as for Windows XP /Server 2003 we have options of “Connections”,
“Connscan”, “Sockets”, “Sockscan”. While Option “Connections” and “Sockets” list out active connec-
tions and sockets the option “Connscan” and “Socksan” dive deeper to scan the remains of closed con-
nection as well. The connection times as well as the process that are making the connections are also
shown in the output. “Figure 15” shows the output of “netscan”

sansforensics@SIFT-Workstation:~/Volatility/volatility-read-only$ python vol.py
netscan -f /home/sansforensics/Desktop/cases/SYNERGY-PC-20130916-085408.raw --pr
ofile=Win75P0x64
Volatile Systems Volatility Framework 2.3 beta
Offset(P) Proto Local Address Foreign Address State

Pid Owner Created
0x12c613a20 TCPv4 0.0.0.0:443 0.0.0.0:0 LISTENI
NG 2304 vmware-hostd.e
0x12c656730 TCPv6 ::1:8307 === B LISTENI
NG 2304 vmware-hostd.e
18x12c6al530 TCPv4 127.0.0.1:8307 0.0.0.0:0 LISTENI
ING 2304 vmware-hostd.e

Output truncated in between

0x12fal58f0 TCPv4 192.168.100.15:49218 74.125.234.111:443  ESTABLI
SHED 4240 chrome.exe
0x12fa2e660 TCPv4 -:49220 192.168.100.1:443 ESTABLI
SHED 4240 chrome.exe
0x12fc631d0 TCPv4 192.168.100.15:49216 74.125.236.111:443  ESTABLI
SHED 4240 chrome.exe
0x127d49010 TCPv4 192.168.100.15:49212 74.125.135.94:443 ESTABLI
SHED 4240 chrome.exe
0x12fd4a010 TCPv4 192.168.100.15:49214 74.125.236.49:443 ESTABLI
SHED 4240 chrome.exe
0x12fd5d010 TCPv4 192.168.100.15:49200 74.125.236.118:443  ESTABLI
SHED 4240 chrome.exe

Figure 15. Output of the option “netscan” listing out the connections

MALFIND

Most malware try to perform certain tasks like hiding themselves, creating connections, altering the
memory protection and so on. Based on these a wonderful plugin was written by Michael Ligh. The plu-
gin tries to analyze the memory dump for such activities and lists out the detail of the same. There might
be some false positive as the plugin works on behaviors. “Figure 16” lists the location and content that
malfind listed as potentially malicious. The assembly codes are shown as well. The memory address is
private to the process and has a Vad Tag of VadS. It is protected as PAGE_EXECUTE_READWRITE.
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This indicates that the region is enabled to be executed as well as read and written which is a suspicious
behavior for a private memory page.

Process: AdobeARM.exe Pid: 2880 Address: 0x6fffooee
Vad Tag: VadS Protection: PAGE_EXECUTE_READWRITE
Flags: CommitCharge: 16, MemCommit: 1, PrivateMemory: 1, Protection: 6

ox6fffoo00 64 74 72 52 00 00 00 00 80 01 ff 6T 00 @0 00 00 dtrR....... T,
Ox6fffeole ©0 00 00 60 0O 0O OO0 60 0O OO 6O 00 0O 00 00 00 .........00020nan
Ox6fffo020 00 OO 0O 60 6O 0O OO 60 OO OO 60 0O 0O 60 60 00 ...........000an
Ox6fff0030 00 0O OO 00 0O 0O 00 00 OO OO 00 00 00 00 60 00 .......... 00000

Ox6fff0000 647472 JZ 0x6fffoe75
Ox6fff0003 52 PUSH EDX

ox6fffo004 00060 ADD [EAX], AL An output of the
Ox6fff0006 0000 ADD [EAX], AL plugin "malfind"
Ox6fff0008 8001Ff ADD BYTE [ECX], Oxff

ox6fffo00b 6f OUTS DX, [ESI]

AxRFfFffAAA- AAAA ADD TFAX1. Al

Figure 16. malfind output from the sample memory image

YARASCAN (USING YARA WITH VOLATILITY)

Yara has been a widely used tool for identifying malware. It uses the Rule file to identify the malware
which is more of a signature based identification contrary to malfind that uses behavioral analysis to
identify the malicious activity. One can define their own rules and put them in yara files. | prefer using the
signature of Clam AV that is open source. To use Clamav Signature files we need to first convert it to yara
rules file. The entire process is provided herewith

+ Install ClamAV: On Ubuntu we may use the command “Sudo apt-get install clamav clamav-base cla-
mav-daemon clamav-dbg clamav-docs clamav-freshclam clamav-testfiles”

* Update the signature files with the command “Sudo Freshclam” This will place a file “main.ndb” in a
subfolder in /var/1ib/clamav One can directly use it for step iv

+ Extract the signature file from the main.cvd file by using command sigtocl --unpack /var/lib/
clamav/main.cvd if the definitions are not updated. This will unpack the file and dump the file main.ndb

* As main.ndb is the Hexadecimal signature file we can use this file to convert to yara rule file with
the help of a python script downloaded from htips://code.google.com/p/malwarecookbook/source/
browse/trunk/3/3/clamav_to_yara.py?r=5 and use it to make the yara rule file from .ndb file by us-
ingthe command python clamav _to vyara.py -f /path/to/ndb/file/main.ndb -o clamav.yara as
shown in Figure 17.

sansforensics@SIFT-Workstation:~/Volatility/volatility-read-only$ python clamav |

to_yara.py -f /var/lib/clamav/clamav-c49269e1198b7b527aech8e0924a9f9b/main.ndb -

o clamav.yara

G G G G i b b GG G g i itid 2
Malware Analyst's Cookbook - ClamAV to YARA Converter 0.0.1

R R R R R R R R R R R R R R R R R R R R R R R R

[+] Read 64556 lines from /var/lib/clamav/clamav-c49269el198b7b527aech8e0924a9T9
b/main.ndb

[+] Wrote 64518 rules to clamav.yara

Figure 17. Converting Clamav signatures to yara rules

Once yara rule files are created we can scan the memory dump with the yara rule file by using the op-
tion “yarascan”. We need to understand that the yara rule file from clamav signatures is supposed to be
too bulky. It is therefore recommended to divide it into smaller chunks and use them with the help of a
script. The option “yarascan” is to be used with either yara rule (--yara-rule={rule}) oryarafile (--yara-
file={yara file}) parameter.
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OTHER PLUGINS
There are several other plugins that can be used in malware analysis. A brief description is being pro-
vided herewith.

Svescan: Lists out the services registered in memory alongwith PID, service name, service type and
Status.

Apihooks: detects the APl hooks and displays information like its type, the target for the hook and-
value. Runs only on selected profile types.

Idt: Prints the IDT (interrupt descriptor table)

Gdt: prints the system’s global descriptor table

Timers: explores the installed kernel timers. Useful for malware analysis as the malware attempts to
perform tasks at specific intervals.

Strings: Displays the strings and the location of the same in memory. It can be used to identify the
process to which a string belongs.

Ldrmodules: scans the information in VAD to find out the hidden dllI’s.

Enumfunc: Enumerates the functions imported and exported to processe’s, dll’s etc.

OTHER USEFUL OPTIONS:
There are number of other useful options that can be used for forensics investigation. The list is huge and
a brief description of few is provided herewith:

Mbrparser: looks for potential MBR entries. As the MBR entries have a signature of 0x55 Oxaa it
simply searches for the same and thus may have lots of false positive.

Mftparser: Searches for surT related entries like ssTpinrFo, $DATA, $FILENAME efc.

Getservicesids: Prints the SID’s associated with services

Shellbags: Prints the information related to shellbags in registry.

Cmdscan: Lists out the commands that were typed and used from command prompt. Extremely
useful in case of investigating a system compromise

Evtlogs: dumps the event logs from memory in a dump directory. Works on windows XP and server
2003 but not with Windows 7 and server 2008

Consoles: Displays the commands typed on command prompt as well as the input / output associat-
ed. Displays exactly what the user would have seen on the command prompt (Figure 18)

CommandHistory: 0x289830 Application: DumpIt.exe Flags: £
CommandCount: 0 LastAdded: -1 LastDisplayed: -1
FirstCommand: © CommandCountMax: 50

ProcessHandle: 0xc

Screen 0x26d750 X:80 Y:300

Dump:

DumpIt - v1.3.2.20110401 - One click memory memory dumg
Copyright (c) 2007 - 2011, Matthieu Suiche <http://www.
Copyright (c) 2018 - 2011, MoonSols <http://www.moonsol

Address space size: 5098176512 bytes ( 4862
Free space size: 76902580224 bytes ( 73340

* Destination = \??\C:\Users\Synergy\Desktop\syn efor

916-085408.raw

--> Are you sure you want to continue? [y/n] y
+ Pracessing

Figure 18. Output of ‘consoles” plugm used on the sample lmage
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There are several third party plugins as well that can be used with volatility. Its an ongoing process with
regular developments.

PORTING THE VOLATILITY TO THE LIVE MEMORY

A combination of Volatility technological preview release and winpmem makes it possible to analyze the
live memory. It's a two stage process. The first stage is loading the drivers of winpmem in the memory.
This provides an interface to port volatility on to.

Winpmem can be found at https://code.google.com/p/volatility/downloads/list.

The second stage is porting the Volatility tech preview to this driver for live analysis. The Volatility tp
can be downloaded from the list as mentioned in the link above. One should be careful in using it as it is
not stable and official release. Let’s see how it is done and what all can be done with it.

Loading the winpmem drivers in memory.: This can be done by executing the winpmem executable
with the option -1, as shown in the Figure 19.

executing winpmem with "-1" (-L) option \

C:xUsers Synergy~Desktoprsyn_eforensics winpmem—1.4>winpmem_1.4.exe -1
Driver Unloaded.

Loaded Driver C:slzerssSunergysApplatasLocalsTempspmelDAC.tmp.

Setting acguitiszion mode to

CR3: BxBBBAA18708Q
7 mEmOry Panges:
Start OxBEAE1600Q
Start BxBE1600600H
Start Bx20200004
Start Bx48200004

Length BxA0@9CAAA
ieheih o cecosse
engt % :
Length Bx8A2ESHARA Driver loaded
Start BxCAS28B@A — Length BxAA26BAAA
Start BxCAY67B@A — Length Bx0A24PBRAA
Start Bx10AEAREAR — Length Bx2FEARAAA

Figure 19. Loading the winpmem driver in the memory

We can unload the driver with the -u option as and when required. The Pointer at CR3 can be seen as
well and in total 7 memory ranges can be accessed. You should have administrative access when you
load the driver as at times it fails to load. You may also use “Write enabled” version of winpmem that al-
lows you to write to the memory. This is not advisable until you are very sure of what you are doing.

The content of memory can now be found at a psudo location \\ . \pmem

Porting the volatility tech preview (tp): Volatality tp can now be ported to the winpmem driver we load-
ed. This can be done by providing the psudo location as the input file. On windows system make sure
that you use “vol.exe” in command line in place of “vol” as vol defaults to “Volume” that will show infor-
mation about current system volume. The command to be used on windows system is vol.exe -f \\.\
pmem --profile={profile}. This will port the volatility to live memory. If no profile is provided volatility will
choose on its own but there can be some error in choosing the same hence it’s highly advisable to pro-
vide the profile information (Figure 20).

C=~UserssSynergysDesktopssyn_eforensicsswolatility—3.8—tpZ2shinariesivol.exe —f ““.“pmem —profi
le=Win75P@x64

Python 2.7.3 (default, Apr 18 2012, 23:31:26> [MSC v.15688 32 hit (Intell]

Type “copyright", "credits" or "license'" for more information.

IPython B.12.1 —— An enhanced Interactive Python.

7 —» Introduction and overview of IPython’'s features.

guickref —» Quick reference.

fhelp —» Python’s own help system. Command
ohject? —» Details about ‘ohject’', use ‘obhject??’ for extra details.

The Uolatility Memory Forensic Framework technology preview (3.8_tp2).

MOTE: This is pre-release software and is provided for evauation only. Please \IOIHﬁﬁtY

check at http:-~suvolatility.googlecode.com/ for officially supported versions  me® d
ported to

Thisz program iz free softuare; you can redlggx;huﬁa-b-uﬂu7nr modify it under

the terms of the GHU General] Public.l

Win758PAx64:pmem
Figure 20. Volatility TP ported to live memory
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Once Volatility tp is ported to the live system we can pass on all the options directly to get the output.
Let’s run “pslist” option and check the output (Figure 21).

Win7SPAx64: pmen pslist
pslist(>
Offset CUD> Name PID PPID Thds Hnds Sess  lWowbd Start
Exit

gxggsﬂﬁ39c974ﬂ Systen 4 ] 148 2418 ——— Falze 20013-89-18 21:%
2;23838532ah33 SMEE . BXE 488 4 2 iz —- Falze 20013-89-18 21:%
g;ggsﬂﬁ4f4ﬁh3ﬂ CEPES . EXE 528 496 18 567 ———— Falze 20013-89-18 21:%
g;£$83862c2733 wininit.exe 636 496 3 T Falze 20013-89-18 21:%
g;£$83862d3363 CEPES . EXE 656 644 14 9792 —— Falze 2813-89-18 21i:%
g;£$8386314733 services.exe 692 636 ? 239 ——— Falze 2813-89-18 21i:%
g;£38386393363 lzass.exe 728 636 8 L Falze 2813-89-18 21i:%
E%£ﬁ83863a5723 lem.exe 728 636 i8 169 ————— Falze 2813-89-18 21i:%

Figure 21. Process list obtained by issuing “pslist” option on live memory

As can be seen we just passed on the option and it provided the output.

While one can run all the options available with volatility, this porting allows one to use other python
command as well. As it's based on IPython (Interactive Python) one can get all the help required along
with the options / commands available.

Let’s just explore it a little more. As we can see the location of Isass.exe in virtual address space is
0xfa800639c060 we can use this to dump the content at this location.

Lets now dump the content by issuing the command
dump session.kernel address space, 0xfa800639e060

and we get the result shown in the Figure 22.

ﬂi;ﬁSPBx64:pmem dump session.kernel_addrezss_space, BxfaBBB63%e86H
dump{zession.kernel_address_space, BxfaBBB63%eB6H>
Offset Hex Data

Axf aBBB63%ed@6d B3 B0 58 OO OO B0 B0 VWA 68 b8 62 B6 88 fa FFf fF
@xf aBBB63%ed@?@ 70 2c 6h B4 B8O fa ff £ff 78 eB@ 39 B6 80 fa ff ff
Axf aBBB637e@8@ 78 e@ 39 O6 80 fa ff ff OO dB dc 11 Bl 0@ B0 B0
Axf aBBB637ed@?@ 58 6e Ja B6 8O fa ff £ff 58 93 11 B8 88 fa ff ff
Axf aBBB63%elal B0 B0 B DA B0 B0 VO A 01 B0 B4 60 B 0@ B0 B0
Axf aBBB63%e@hl Bf B0 B DA B0 B0 VO B DA B0 B0 B8 O 0@ B0 B0
Axf aBBB63%elcd B0 B0 B DA B0 B0 VO B DA B0 B0 B0 O 0@ OB B0
@xf aBBB63%eddd d@ e@ 39 B6 8O fa ff ff dB e@ 39 @6 80 fa ff ff
Axf aBBB63%eled B0 WO B DA B0 B0 VO BA B4 B0 B4 60 B 0@ B0 B0
AxfaBPB637eBf B0 B0 B DA B0 B0 VO B DA B0 B0 B8 O 0@ B0 B0
AxfaBBB63%7eldl B0 B0 B DA B0 B0 VO B O B0 B0 B0 O 0@ B0 B0
AxfaBBB63%elll B8 O BA DA A7 6 VO BA B2 B0 B0 B8 O 0@ B0 B0
AxfaBBB63%el2@ B0 WO B DA B0 B0 VO BA DA B0 B0 B0 O O B0 B0
AxfaBBB63%el30 B0 WO B DA B0 B0 VO B O B0 B0 B8 260 0@ B0 60
Axf aBBB63%el14@ B0 58 Ja B6 80 fa ff ff 10 48 31 @6 88 fa ff ff
AxfaBBB63%el150@ fo 18 3b b5 13 60 B6 BA 90 B4 B0 B8 Ba O3 A0 B0

2 r nOonran aro An Ao A oo

Figure 22. Dumping the content from the memory location

We can find the physical address from a virtual address with “vtop” command. If we dump that physical
address we will be able to see the same content.

We can go on exploring with the framework. The possibilities are unlimited. As we understand more

about memory and its functioning we can explore more and more. With IPython we can actually use vari-
ous API's and get more information.
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EPILOGUE

At this point we have already detailed out the entire process that is followed for “Memory Forensics”.
We started with the dumping and capturing the memory and related files, went on to analyze them in
raw manner, then we jumped to Volatility framework and finally we explored the live memory. There are
several other tools available for memory forensics that can help us out in the process. The most notable
among them is “Redline” from Mandiant that automates the entire process. We could not include that due
to space and time limitation but is definitely a tool to explore.

REFERENCES

«  SIFT workstation from SANS (I have used it during the entire analysis)
Malware Analyst Cookbook
Michael Cohen’s presentation on memory forensics
Volatility documentations
http://hiddenillusion.blogspot.in/2012/04/yara-volatility-beginning.htm|
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STEPBY STEPTO
WORKWITH YOUR
OWN MEMORY DUMPS

INFECT YOUR COMPUTER AND CREATE YOUR OWN LAB
TO LEARN MORE ABOUT MEMORY FORENSICS

by Javier Nieto Arevalo

Currently the majority of us live an “Online Live” where everyday
new risks appear. In our personal live or in our business live
(sometimes they are joined) we hear a lot of news about security
problems. Some days we can experiment these troubles in our
computers or in our business networks.

* How to get recent malware sam-

ples to infect your computer.

been attacked... You can bet you will be infected some day... Every week

What you WilLiE I f your computer is alive and it is connected to the Internet, you are in risk of

* How to create memory dumps

from an infected computer.

* How to analyze a memory dump

with Volatility.

What you should know:

* Get familiarized with Windows op-

erating systems.

« Knowledge about RAM memory.
* Get familiarized with Virtualized

Systems and the modern mal-
ware.

in the news you can check that huge companies like Google, Juniper, Ado-
be, and RSAeNvision... have been hacked because an advanced persistent
threat (APT) was installed in their systems and their information was stolen.
At this moment it's essential to have a great team able to make a good foren-
sics analysis in order to detect the modern malware, evaluate the damage,
check out what data was thieved and learn about it in order to avoid the same
problem or another similar in the future.

The goal of this article is to show you how to get memory dumps from in-
fected computers to learn how to work with tools like Win32dd, Volatility, and
Memoryze...

Currently it's necessary to be aware of the huge problem of the modern
malware. We need to forget that the malware is designed to break out our
computers or remove our pictures... Now the goal of the modern malware or
the APTs is to steal confidential information from large companies or govern-
ments, banks accounts, projects like motors designs or buildings drawings...
Also this pest wants to take control over millions of computers in order to
make a denial of service to websites, spread the malware, send spam... etc.
Currently, the hackers are organized and many of them want to make mon-
ey.... a lot of money!!!!l Others hackers called hacktivists are really interested
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in making defacements of the web sites of some companies, governments or organizations that are con-
traries to their thoughts... Also, some governments and companies have their own hacker department
for stealing private data from the others countries like the Syrian Electronic Army Hacks who recently
hacked. This service provides publishers with recommended content from their own client’'s website.
Cnn, The Wahington Post and Time are some of the Outbrien’s clients which had serious problems in
their web sites when they beginning to publish bad news like attacks to the White House... | want to show
you some examples in order to demonstrate the importance to try to take control of the malware. In my
opinion it’s totally necessary to have a high knowledge in memory forensics and reversing malware in
order to detect and avoid some examples like the below.

TIMELINE OF THE WELL KNOWN CYBER ATTACKS.

2009
Aurora Operation. More than 30 large companies like Google, Adobe Systems or Juniper suffered a data stolen.

Operation GhostNet. It affected to 1000 equipments of more than 203 countries. It appears the people
who created the operation wanted to spy to Dalai Lama.

2010

Stuxnet It could be the first advanced malware. It is thought that it was developed by the United States
and Israel to attack Iran’s nuclear facilities. It was focus on SCADA systems in order to affect critical in-
frastructures. Kaspersky Lab concluded that the sophisticated attack could only have been conducted
“with nation-state support and a study of the spread of Stuxnet by Symantec says that it was spread to
Iran (58.85%), Indonesia (18.22%), India (8.31%), Azerbaijan (2.57%)....

In this article, we are going to download a memory dump from a computer which was infected with this
malware and we are going to analyze it with Volatility.

Night Dragon Operation. This operation was designed to steal confidential information from multina-
tionals involved on the oil sells, chemistry or energetic companies.

2011
Shady RAT Operation. With this operation the thieves stole information from more than 70 organizations
like the Organization Nation United.

RSAEnVision. This company is focused in the computer science specially in the security field an it was
hacked on March 2011. Sensible information about their SecurlD two-factor authentication products was
stolen. RSA said in a report they had spent $66 million to replace customer’s SeculD tokens.

2012

Flame. This malware it's one of the more advanced threats that has been seen ever. It was designed for cyber
espionage in Middle Eastern countries. This malware spread to other computers through the local network or
USB devices. The latest variants don’t run if you have installed Kaspersky anti-virus in your desktop.

Medre Operation. This operation was created in order to steal architectural drawing. It is an AutoLISP
acad.fas file. When the user opens a DWG from a folder containing this file, the malware begin to send
a copy of the project via email (using SMTP protocol).

Duqu. This worm was discovered on 1 September 2011 by Laboratory of Cryptography and System
Security (CrySyS Lab) of the Budapest University of Technology and Economics in Hungary. The goal of
this worm is to steal information from the infected host.

Gauss. It was detected in middle orient countries. It was developed to steal bank account information.
Several banks were affected.

2013

APT1. Mandiant (company which develop Memoryze to do memory forensics analysis) published this
awesome article http://intelreport.mandiant.com/Mandiant_APT1_Report.pdf where you can get a lot of
information about the China’s Cyber Espionage Units.
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Red October. Was detected in October 2012 and uncovered in January 2013 by Kaspersky Lab. The
target of this malware is to steal information of diplomatic, governments and scientific research organi-
zations worldwide.

Attack to Adobe. In October 2013 this company published that they were attacked and sensitive infor-
mation from approximately 2.9 million Adobe customers (names, encrypted credit card humbers, etc.)
were stolen.

| think that with these examples we are aware the importance of the IT forensics team when a large
company or government has been affected whit these types of malware.

In this article | want to write about where you can get memory dumps of the infected computers from
the internet and how to take the memory dumps from your own infected hosts. Then we are going to
analyze these memory dumps with memory forensics tools like Volatility. | think is a good idea to infect
our own systems in a secure environment in order to practice the forensics malware and learn from it.
I’m going to show you some websites where you can download recently malware samples. | recommend
you to run the malware on a virtual machine or on a Sandbox to get the memory dump in order to create
your own training but | advice you, several malware is designed for don’t running in virtual machine or in
machines who have installed malware reversing or forensics tools. It has sense, the hackers want their
malware is hide as much time as possible...

WHERE CAN | GET SOME MALWARE SAMPLES?
Now I'm going to show you some websites where you can download the latest malware samples and
other things related with it like network captures of several incidents.

Next websites are really useful if you want to download the latest malware samples in order to research
the malware behavior.

CONTAGIODUMP
http://contagiodump.blogspot.com is a blog site where you can find a lot of malware samples, capture data
files of the incidents, exploits and links of other websites which are hosting malware or malicious code.

These files can be downloadable from this website but they are compressed with password. It's neces-
sary to send an email to the author, Mila. You can see the author’s details and her email account in her
blogger profile. http://www.blogger.com/profile/09472209631979859691.

MALWAREBLACKLIST

www.malwareblacklist.com is a project that got started back in 2007. This project houses one of the larg-
est online repositories of malicious URLs. The web authors hope the data will help researchers in their
understanding of the ever evolving threat landscape.

You can create a user and password of this website in order to get the malware samples or you can
download directly from the original URL if it's still available.

MALWARE.LU
www.malware.lu contains a lot of malware samples. Currently the database contains 5,572,972 samples.

If you would like to download or submit samples, you need to have an account. To request an account,
it's necessary to send an email to ul.erawlam@retsiger with your username and a short explanation why
you want an account.

GETTING MEMORY DUMPS FROM THE INTERNET
There are a lot of sites where you can download the memory dumps from some infected host to practice
memory forensics.

For example the Volatily’s website provide us several of them in the next link. http://code.google.com/p/
volatility/wiki/SampleMemorylmages


http://contagiodump.blogspot.com/
http://www.blogger.com/profile/09472209631979859691
http://www.malwareblacklist.com
http://www.malware.lu
http://code.google.com/p/volatility/wiki/SampleMemoryImages
http://code.google.com/p/volatility/wiki/SampleMemoryImages

¢

Malware Cookbook is a great book that | recommend you to buy. | think is one of the books everybody
should read. It's really interesting. It will teach you a lot of things about the malware behavior and memo-
ry forensics. The writers uploaded a lot of malware examples and memory dumps to their website http:/
malwarecookbook.googlecode.com and it is free... The memory dumps examples from this book are in-
cluded in the Volatility link above.

Here | offer you a link where you will found some examples from Linux machines. http://secondlookfo-
rensics.com/linux-memory-images/

There are more sites in the Internet with more examples... Just search in your favorite search engine.

GETTING OUR OWN MEMORY DUMPS

After having a secure environment where you can run our malware, for example installing a Windows XP
SP2 in a Vmware, we can execute the malware with .exe extension what we found in the links above. In
my opinion is a good idea to get several memory dumps in order to study the malware behavior and learn
more about the new malicious techniques. There are a lot of tools to achieve this goal: Belkasoft Live
RAM Capture, WindowsSCOPE, MddKntdd, Moonsols, FtK IMager, and Mandiant Memoryze... Here we
are going to talk about some of them. Keep in mind the memory is volatile... it will be necessary to get
some examples of the same computer because we are going to get more information. For example, it's
possible in the first memory dump that the malware is sleeping but it doesn’t in the third one.

MOONSOLS WINDOWS MEMORY TOOLKIT - DUMPIT
This tool can be downloaded here: http://www.moonsols.com/#pricing.

First you need to provide to the vendor some details like your name, address, phone number... and
wait to receive an email with the link where you can download it.

The compressed file just downloaded contains these tools:

dumpit.exe
hibr2dmp
hibr2bin
dmp2bin
bin2dmp

There are different versions with different features. You can see the differences between them in the
screenshot below:

BN RaooE 0

Figure 1. Different versions of Moonsols Toolkit
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In my case, I've chose the first one option. It's free but we can’t work with the last software version. It
shouldn’t be a problem...

Ok, let’s go to work.

When the compressed file is uncompressed, for example in an infected computer, we can see the files below.

2 oo O O8O -

durmps logs scripks binzdmp.exe dmpzhin.exe

hibrzbin,exe  hibr2dmp.exe README,bxt

-

]

TTEE

Figure 2. Uncompressed files

It's really easy to make a memory dump if we run Dumplt.exe. Just open the executable and give the
answers to its questions.

In this case, we agree with the destination folder.

it C:\Documents and Settings\Administrador\EscritorioWOONSLOS\Dumplt.exe

Dumplt — v1.3.2.20118481 - One click memory memory dumper
Copyright <c)> 2887 - 2811. HMatthieu Suwiche <http://wuw._.msuiche.net>
Copyright <c? 2818 - 281ii. MoonSols <http:/ www.moonsols.com’>

Address space size: 536879912 hytes ( 512 Mh>
Free space size: 317933116416 bytes < 38453 Hh>

Destinati FEN cuments and SettingssAdminist
CA—4E383661 ; : g

——> Are you sure you wvant to continue? [y nl vy
+ Processing... _

Figure 3. Memory dump in process

Then, we can see the memory dump file has been created and now we can look at the file details.



Propiedades de CASA-4F38366D1A-20130830-18172... 2 |[X]

General Resumen
|[=] (CASA-4E3BIEA014-20130830- 181724 raw
Tipo de archivo: Archivo AW
Se abre con: Aplicacion desconocida [ Cambiar... ]
IUbicacidn: C:iDocuments and SettingstAdminiskrador) Escritor
Tamario: 512 ME (536,870,912 bytes)
Tamafio en disco: 512 ME (536,570,912 bytes)
Creadn: viernes, 30 de agosto de 2013, 20:17:30
Modificado: viernes, 30 de agosto de 2013, 20:17:57
(llkima accesat viernes, 30 de agosto de 2013, 20:17:30
Atributos: [ =éla lectura [ ooulta Cpciones avanzadas...

[ Aceptar l [ Cancelar ]

Figure 4. Memory dump details

WORKING WITH WIN32DD AND WIN64DD
Before Dumpit, there were two executables to create the memory dumps: Win32dd.exe and Win64dd.exe.

MoonSols Dumplt replaces MoonSols Win32dd and Win64dd but | really like the older versions. | can’t
tell you where you can find these older versions because as professional that | am, | shouldn’t recom-
mend you to make downloads from different websites than the official website... But | invite you looking
for them and test it. | usually work with the older version (I can tell you | am not the only one) and | going
to show you their features. Then, you have the choice...

Features:
* win32dd and win64dd works for Microsoft Windows XP, 2003, 2008, Vista, 2008 R2, 7 64-bits (x64)
Edition.
* These tools have a server component. We can send memory dumps through our local network.
* Hashing support with MD5, SHA-1, and SHA-256.
* It can convert full memory dumps to Microsoft crash dumps so we can analyze them using some Mi-
crosoft’s debuggers.
* They are able to convert hibernation files into memory dumps.
Now we are going to create the memory dump from the cmd line with win32dd.exe.
With the command below we can list the options available.

win32dd.exe -h
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win3d2dd — 1.3.1.20810808417 - (Community Edition>

Kernel land physical memory acqguisition

Copyright (C» 20687 - 2018, Matthieu Suiche <http:/Avuu_msuiche.net?
Copyright <G> 2887 - 2018, MoonSols <{http:/Awww._.moonsols.com>

Uzage: wind2dd [options]
Description
sF <file> File destination.
AP Create a Raw memory dump file. Cdefaunlt?

sd Create a Microsoft memory crash dump file. <WinDhg compliant, HP
and later only>

st <value> Memory content.
A — Full physical address space.
1 — Memory manager physzical memory block. C{defaultl
2 — Memory manager physzical memory block + Uery First PFHs.

{ualue > Mapping method for either /d or ~r option.
B — MmMaploSpacet).
1 — saDevicessPhysicalMemory.
2 — PFHN Mapping. (default?

Create a Microsoft hibernation file. (local only,. rehoot)

Create a Microsoft memory crash dump file <(BSOD>.
(local only. vehoot?

<value > Hash function to use. (Only on sender~local machine?
A — Mo hashing algorithm. (default?
1 SHA1 algorithm.
2 MD5 algorithm.
3 SHA-256 algorithm.

<value > Speed level.
A — Mormal.
1 - Fast.
2 — Bonic.
3 — Hyper sonic. {(default)

Remote host or addreszs IP.
Port,. can be used with hoth #t and -1 options. (default: 1337>

Server mode to receive memory dump remotely.

Answer "yes' to all guestions. Must be used for piped-report.

Figure 5. Win32dd help

Now, we are going to create a memory dump called “mem.dmp” with the command below.
win32dd.exe /f mem.dmp /s 1

+ /f£ File destination
* /s <value> Hash function to use. In this case we have selected 1: SHA1 algorithm.



wind2dd.exe #f mem.dmp -3 1
windz2dd — 1.3.1.2601808417 — (Community Edition?»
Kernel land physical memory acguisition
Copyright (C> 2887 - 20818, Matthieu Suiche <http://vwww_msuiche.net?
Copyright (C» 2887 — 2018, MoonSols <{http:/Auvuw.moonsols.com>

Mame

File type: Raw memory dump file

Acguisition method: PFM Mapping

Content: Memory manager physical memory bhlock

Destination path: memn . dmp

0.5. Uersion: Microzsoft Windows HP Professional Service Pack
Chuild 2688>

Computer name: CASA—4E38366D1A

Phyzical memory in use: 36x

Physical memory size: 523768 Kb

Physical memory available: 333168 Eh

Paging file sise: 1276156 Kh
Paging file available: 1186188 Kb

Uirtual memory size: 20897824 Kh
Uirtual memory availahle: 2883812 Eh

Extented memory available: A8 Kh

Physical page size: 4876 bhytes

Minimum physical address: BxBBRBBEPEAEEE1LBEA

Maximum physical address: BxBBRBBBPA1 FFFFBaA

Address space sise: 5368768912 bytes ¢ 524283 Kbh>
——2>» Are you sure you want to continue? [ys/nl v

Acguisition started at: [38-8-2813 <(DD-MM-YYYY¥> 18:35:22 (UTCH1]

Processing....

Figure 6. Acquisition in process

Now we need to wait while the dump is been create. The time will depend of the memory assigned to
you machine. In this case, the machine has 512Mb of RAM. After waiting only 32 seconds we have got
the memory dump with the SHA1 checksum.

Acquiszition started at: [38-8-2812 <DD-MHM-YY¥YY¥Y¥D> 18:35:22 (UTC>]
Processing....Done.

Acguisition findished at: [2813-88-38 YYYY-MM-DD> 18:35:55 <UTC>]
Time elapsed: A:32 minutes:-seconds (32 =secs)

Created file size: 36878212 hytes < 512 Hh

MtStatus (troubhleshootingl: BxARRAAAAA
Total of written pages: 138957
Total of inacessibhle pages: a
Total of accessihle pages: 138957

SHA1: 2F2589C11C68555ADDYSEF48549343A478EDBI?2
Physical memory in use: 36

Physical memory size: 523768 Kh Li1
Phyzical memory available: 330424 Kb 322

Paging file size: 1276156 Kh 1246
Paging file available: 1185284 Kh 1877

Virtual memory size: 2097824 Kh 2047
Jirtual memory available: 2083812 EKh 2034

Extented memory available: A EKh 1]
Physical page size: 4076 hytes

Minimum physical address: AxARAARAAARAAAL 00
Maximum physical address: BxB0BAR0BAE1 FFFFAaA

Address space size: L36878212 hytes ¢ 524288 Kh>
Figure 7. Acquisition finished
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It's totally necessary to verify the hash of the file when it has been created. Then, we are going to copy
this file to our computer in order to do a memory forensics. Before beginning with this task it's necessary
to make sure there aren’t any errors or modifications in the memory dump checking that the memory
dump’s hash just taken is the same to the hash of the memory dump’s copy.

In Linux, just type this command to achieve this goal.
sha256sum memory.dmp

Like the one mentioned above, Win32dd and Win64dd have a client and server component. In order to
save the memory dump to other machine through the local network please follow the next steps.

SERVER COMPONENT
First of all we need to know the server IP address.

Sufijo de conexion especifica DNS : lan

Direccion IP. . e . . . . ... 2 192.168.1.40

Mascara de subred . . .1 295.255.255.08

Puerta de enlace predetermlnada :192.168.1.1

Figure 8. Server IP address
And then it's necessary to run the server.

By default the server listen on the tcp/1337 port. Keep in mind your firewall has to allow the connec-
tions on this port.

With the command below, we can run the server component.

win32.dd /1 /f mem.dmp

dmp
win32dd - 1.3.1 20100617 - {Community Edition)

Kernel land phbeLdl memory acquisilion
]

Copyright (C) 2007 - 2010, Matthicu Suiche <http://www.msuiche.net>
Copyright (C) 2009 - 2010, MoonSols <http://www . moonsols.com>

Remote server: 0.0.0.0:1337
Figure 9. Server has just started

CLIENT SIDE COMPONENT
First of all we need to check if the connection is available. We can ping to the server from the client to
check if the connection is allowed.

Haciendo ping a 192.168.1.48 con 32 hytes de datos:

desde 192.168.1.48: hytes=32 tiempo=2ms TTL=128

desde 192.168.1.48: bhytes=32 tiempo<im TTL=128

desde 192.168.1.48: bhyte==32 tiempo<im TTL=128
Respuesta desde 192.168.1.408: bytes=32 tiempo=1lmsz TTL=128

Fstadisticas de ping para 192_168.1.48:
Paguetes: enviados = 4, vecibidos = 4. perdidos = @
@ perdidosl.

Tiempos aproximados de ida y vuelta en milizegundos:
Minimo = Bms, Maximo = 2ms, Media = Bms

Figure 10. Network connectivity checked

Now we are going to create a memory dump and send it to the server using the command below.
win32dd.exe /t 192.168.1.40 /s 1

Noticed we have just selected the same options that in the example before.



wind2dd.exe #t 192.168_.1.48 s 1
wind2dd — 1.3.1.20188417 — <(Community Edition>»
Kernel land physical memory acguisition
Copyright <C»> 2807 — 2818, Matthieu Suiche <http: Zwww.nsuiche.net>
Copyright (C> 28009 - 2818, MoonSols <http: -www._.moonsols.com>

Mame Ualue

File type: Raw memory dump file

Acquisition method: PFN Mapping

Content: Memory manager physical memory hlock

Remote seruver: 192 _168.1.48:1337

0.8. Ueprsion: Microsoft Windows XKP Professional Service Pack 3
Chuild 2688>
Computer name: CASA—4E38366D1A

Phyzical memory in use: 38
Phyzical memory size: 523768 Kb
Physical memory available: 321168 Kb

Paging file size: 1276156 Kh
Paging file available: 1873968 Kb

Uirtual memory size: 2097824 Kb
UVirtual memory available: 20883812 Kb

Extented memory available: A Kb
Physical page size: 4096 bytes

Minimum physical address: AxABRAAARRAARAAELBBA
Maximum physical address: Bx0iEBBRE1 FFFFEUg

S5
5

Address space size: 536878712 bhytes ¢ 524288 Kbh>

——> Are want to continue? [usnl
Figure 11. Memory dump in process

We wait just a few seconds and that it is all.

Acquisition started at: [38-8-2813 <DD-MM-YY¥Y> 12:3:58 <UTC>1
Processing

Acquisition finished = [2813-88-38 (¥YYYY-MM-DD> 19:84:37 <UIC>]
Time elapsed: B:3? minutesz:zeconds (39 secs)

Created file size: 536878912 bhytes < L12 Mh>

MtStatus (troubleshootingl: AxHlRBNAA
Total of written pages: 138257
Total of inacessible pages: a
Total of accesszible pages: 138957

SHA1: 64BS1EZ26D781386BERERZ27C2D24A9DBDD74B611E
Phyzical memory in use: 38

Phyzical memory zize: L23768 Kb L1l
Physical memory availahle: 328588 Kb 313

Paging file zize: 1276156 Kb 1246
Paging file availabhle: 1893728 Kb 1868

Uirtual memory sise: 2897824 Kb 2847
Pirtual memory availahle: 2883812 Kb 2834

Extented memory availahle: A Kb a

Phyzical page size: 4896 hytes
Minimum physical address: BxHARANARARAARL BAA

Haximum physical addre BxABAAAR001 FFFFaBa

Address space si=e: 536878912 bytes ¢ 524288 Kh>
Figure 12. Memory finished and just sent

We can see on the server machine cmd window the file has just been received. It's necessary to check
that the hash of the file received and the hash printed in the cmd window in the client are the same.
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Processing....D

Figure 13. Memory Gump

VMWARE

As you know, VMware is a tool where you can install and run your virtual operating system. It's a great
idea to install an operating system on there, take a snapshot of the operating system and then, infect it
and take a memory dump to analyze it. When you finish your work, you can recovery the original state of
the virtual machine and work again with other Trojan and continue learning.

If you decide to work with VMware it’s really easy to get a memory dump. Just play the virtual machine
and go to the folder where the files of this virtual machine are saved.

To know where these files are, go to the Virtual Machine Settings, Options and click on the Browse bot-
tom in the Working directory Section.
x|

Hardware Options

Yirtual machine name

Settings Surnmary
&l General Windows %P Professional windows =P Professional
@ Power
\_J5hared Folders  Disabled Guest operating system
gEM:\-are Tools Defallk () Microsoft Windows
ni :
o nuto‘}]ogon Mok available OlLinux

) Movell Metware
() 5un Solaris
) other

Wersion:

aal
@ “j windows P Professional w

| ‘Woarking directory

CtiDocuments and Settingsiadministra

Brawse For the working directary

=l (2 My Wirtual Machines A <
:' j Sy 1) Zuspend files and snapshots will be stored here,
|2 Drupal |
j KaIiT_inux | virtual keyboard

# () Windows %P Professional [Juse enhanced wirtual kevhoard

() PDF Architect Files

# [Z) PenDrive
) 50 Imagenes
+ | ) Tecnicas de Relajacion 3
< i >
[Crear nueva carpeta J [ Acepkar ] [ Cancelar ]

[a]'4 ][ Cancel ][ Help

Figure 14. VMware folder settings

Then, it's only necessary to copy the memory dump of the virtual machine called *.vmem. It is neces-
sary to copy this file when the virtual machine is running because it will be disappears when the operat-
ing system is in shut down.



) 564d9346-a6F5-F0Te-1d33-777e7 1 74c2aZ wvmem. |k,
__Jcaches

iWindows ¥P Professional . wrndk. lck,

y'Windows KP Professional, v, ok

A-abfE-fl7e-1d3

o]
|=] wrmware-0.log

&

524,268 KB
132 KE

Carpeta de archivos
Carpeta de archivos
Carpeta de archivaos
Zarpeta de archivas
Archivo YMEM

Documento de kexto

31/05{2013 142
09/06{2013 20143
31/05{2013 7142
31J05{2013 7148
F1/08{2013 7142
30/08{2013 21,23

vrware-1,log 80 KE Documento de texko 06/07)2013 2:00
|=] wrmmare-2.log 87 KB Documento de texto 06/07)2013 051
[Z] wrware.log 59 KE Documento de texto 31)/08)2013 7142
|fs‘E:i vprintprozey Jog 28 KE Documento de texto 31/08)2013 742
@ Windows ¥P Professional.nwvranm KB Archivo NYRAM 300082013 21:23
i windows XP Professional . vrndk, 11,438,528 KB Virtual Machine Disk... 31J08/2013 7142
_ﬁ Windows XP Professional. vrmsd 0KE Archivo YM3D 09/06)2013 20:10
@Windnws #P Professional, v 3KE  WMware virkual mac..,  31/08/2013 7:43
j Windows ¥P Professional. vmixf ZKB  Archivo YMEF 30/08/2013 20:59

Figure 15. Virtual Machine’s RAM
MEMORYZE

h

///

Memoryze is a memory analysis tool developed by Mandiant. This tool can acquire the physical memory from
a Windows system and even perform advanced analysis of live memory while the computer is running.

You can download it from the link: https://www.mandiant.com/resources/download/memoryze.
With the next command from the command line interface, you can get a copy of your memory RAM.

memoryDD.bat -output C:\

e BEE

Loading the script from 'Ci™out.txt’.

Beginning local audit.

Audit started B8-31-2813 @8:11:11

Checking if ‘' C:-sAwdits“USUARION2013PB310B61111° exists...

Saving batch result to "C:nAuditssUSUARIONZB138831661111~".

Batch results written to *C:NAudits~\USUARIONZH138831061111%".

Auditing (wiZmemory—acquisition? started B8-31-2013 @8:11:411

Executing command for internal module w3Zmemory—acguisition, 1.3.22.2

KIssue number="@" level="Info" summary=""System range OxAPOAAAEOARBHOAAE - BxPDEEA
BABBOBA? fABBY context="EnumerateDevices"/ >

KIszue number="0"" leve Info" summary="System range BxBHOABBEOE1BEAABE - BxBEEB
BABALL ?7hBAABY context="EnumerateDevices"/ >

KIzzue number="0"" level="Info" summary="Sysztem range OxBODEBEEDE01O0000 - BxxDOBE
BABBOBE f fABBY context="EnumerateDevices"/ >

KIssue number="7822" level="Warning" summary="Unabhle to read memory page<s>Inval
id address range UxBBEIDEBEHEOO7fOA0 - BBEIOBOEPAOAGL fABAE" context="MapFPhysicalMe
ory's >

KIszsue number="7022" level="UWarning" summary="Unahle to read memory page{s>Inval
id address OxD0BB0DBEEOfffE00" context="MapPhyszicalMemory"' >

Figure 16. Memory dump process

MemoryDD.bat has just created a directory called audits where memory image has been saved.
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Figure 17. Image just dumped

CUCKOO

Cuckoo is a free malware analysis system. It isn’t a memory dump tool but it has this capability. If we are
going to execute malware samples... why don’t analyze it and continue learning from it? You can ana-
lyze any suspicious file with this tool and it will give you some very detailed feedback. Cuckoo has the
features below:

* Get memory dumps.

* Traces of win32 API calls.

» Traffic captures in Pcap format.

» Register keys that have been modified.

+ Information about processes created by the malware.

* Information from the files that have been downloaded, modified or removed during the malware exe-
cution.

* Malware behavior.

» Screenshots of the virtual machine taken while the malware was running.

In this article, we are going to focus in how to create a memory dump with this tool. It's really easy to do.
First of all, it's necessary to install Cuckoo on a Linux Machine. You can learn how to install Cuckoo in my
blog site: http:.//www.behindthefirewalls.com/2013/07/how-to-install-cuckoo-sandbox-on-ubuntu.html.

When this tool is installed, it's necessary to enable the memory dump option. Please, edit the conf/
cuckoo.conf file and set the memory_dumps field to “on” as shown below:

memory dump = on
Then we can send the malware to our virtual machine with the next command.

python submit.py cuckoo/cuckoo-master/malware samples/iwmsax.exe

Figure 18. Malware submitted to the Cuckoo Sandbox

When the analysis is finished, we can see the memory dump file in the folder destination and more in-
formation like a great report.


http://www.behindthefirewalls.com/2013/07/how-to-install-cuckoo-sandbox-on-ubuntu.html

+ | files 20 elemenbos Carpeta jue 29 ago 2013 22:55:16 CEST
+ | logs 4 elementos Carpeta jue 29 ago 2013 22:53:22 CEST
+ | reporns 2 elementos Carpeta jue 29 ago 2013 22:56:21 CEST
+ |l shots 1 elemento Carpeta jue 29 ago 2013 22:53:16 CEST
analysis.log 6.6 KiB Registro de aplicacion jue 29 ago 2013 22:55:16 CEST
ge‘-',bl"lar',- 752,2 KiB  Enlace hacia Ejecutable de DOS/Windows jue 29 ago 2013 21:45:02 CEST
dump.pcap 2, 0KiB pcap decument e 29 ago 2013 22:54:58 CEST
memory.dmp 1,6 GiB Dates de cuelgue de programa jue 29 ago 2013 22:55:58 CEST

Figure 19. Memory dumped with Cuckoo

With this tool it’s really easy to run malware, get valuable information about its behavior and get a mem-
ory dump for memory forensics purposing. | recommend you to try it.

We have a little problem. Since Cuckoo employs some rootkit-like technologies to perform its opera-
tions, the results of a forensic analysis would be polluted by the sandbox’s components. But in my opin-
ion we can work with the sandbox for learning purposes.

MEMORY FORENSICS WITH VOLATILITY
Volatility Framework is an open source tool written in Python for analyzing memory dump captures. You
can use it to extract injected DLLs, perform rootkit detection, find hidden processes and more. Volatility

has a lot of users and contributors, so new capabilities are constantly being developed. You can down-
load the latest version from http://code.google.com/p/volatility/.

You can get a lot of information on the internet about how to install this tool. Kali Linux and Backtrack
distribution have included Volatility in their distributions. In this article, we are going to work with Kali
Linux. You can download from the command: http.//www.kali.org/downloads/.

Then just run it on your favorite virtual computing software like VMware or VirtualBox.

In this next part of the article we are going to get some memory dump examples and we are going to
analyze it.

Remember that in the first part of the article you can find some links to download and practice memory
forensics analysis.

SUMMARY VOLATILITY COMMANDS

GETTING HELP
vol -h (show general options and supported plugins)
vol plugin -h (Show plugin usage)

vol plugin --info (Show available OS profiles)

GETTING SYSTEM PROFILE
imageinfo — Display memory image metadata

vol -f image.vmem imageinfo
SELECT PROFILE

vol -f image.vmem --profile=profile plugin

USING ENVIRONMENT VARIABLES
Set name of memory image

# export VOLATILITY LOCATION=file:///images/mem.vmem

Set profile type (takes place of --profile=)
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# export VOLATILITY PROFILE=WinXPSP3x86

IDENTIFY PROCESSES
pslist — To list the processes of a system. It does not detect hidden or unlinked processes.

vol -f image.vmem pslist

psscan — 10 find processes previously terminated and processes that have been hidden or unlinked by
a rootkit.

vol -f image.vmem psscan

pstree — To show the process listing in tree form. It will also not show hidden or unlinked processes.
vol -f image.vmem pstree

psxview — TO detect hidden processes using cross-view.

vol -f image.vmem psxview

driverscan — Scan memory for DRIVER OBJECTs.

vol -f image.vmem driverscan

SEARCH EVIDENCES OF CODE INJECTION
malfind — TO find hidden or injected code/DLLs in user mode memory and dump sections.

-p Print information only for specific PIDs

-s Use psscan to find processes

-y Search using YARA rules

--dump-dir Directory to save extracted the memory dump sections
vol malfind --dump-dir ./output dir

ldrmodules — To detect unlinked DLLs

-p Show information only for specific PIDs
-v Verbose: show full paths from three DLL lists

vol -f image.vmem ldrmodules -p 1923

REGISTRY ANALYSIS
nivelist — To locate the virtual addresses of registry hives in memory and the full paths to the corre-
sponding hive on disk.
vol -f image.vmem hivelist
nivedump — Print all keys and subkeys in a hive
-o Offset of registry hive to dump
vol -f image.vmem hivedump -o 0x0df10758

printkey — It display the subkeys, values and data types contained within a specified registry key.

-k “Registry key path”
-o Only search hive at this offset

vol -f image.vmem printkey -K “Microsoft\Security Center\Svc”

« =



LOOKING FOR ROOTKIT EVIDENCES’
driverscan — To scan for DRIVER_OBJECTs in physical memory,

vol -f image.vmem driverscan
apihooks — To find APl hooks in user mode or kernel mode,

-p Operate only on specific PIDs
-k Scan kernel modules instead of user-mode objects

vol.py -f image.vmem apihooks

ANALYZE PROCESS DLLS AND HANDLES
di11ist — To list loaded dlls by process.

-p Show information only for specific process identifiers (PIDs)

vol ~-f image.vmem dlllist -p 1923

getsids — To show the SIDs (Security Identifiers) associated with a process
-p Show information only for specific PIDs

vol -f image.vmem getsids -p 1923

nandles — It print the open handles in a process

-p Show information only for specific PIDs
-t Display only handles of a certain type: Process, Thread, Key, Event, File, Mutant, Token, Port...

vol -f image.vmem handles -p 1923 -t Process, Mutant

filescan — It scan physical memory for FILE_OBJECTs.

vol -f image.vmem filescan

svescan — It print which services are registered on your memory image.

vol -f image.vmem svcscan

REVIEW NETWORK ARTIFACTS
connections — [XP] To show active connections

vol -f image.vmem connections

connscan — [XP] ID To print TCP connections, including artifacts from previous connections that have
since been terminated.

vol -f image.vmem connscan
sockets — [XP] To detect listening sockets for any protocol (TCP, UDP, RAW, etc),
vol -f image.vmem sockets

sockscan — [XP] To find socket structures, including closed/unlinked

vol -f image.vmem sockscan
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netscan — [Win7] To find TCP endpoints, TCP listeners, UDP endpoints, and UDP listeners.
vol -f image.vmem netscan

DUMP SUSPICIOUS PROCESSES AND DRIVERS
d1ldump — To extract DLLs from specific processes.

-p Dump DLLs only for specific PIDs

-b Dump DLLs from process at physical memory offset

-r Dump DLLs matching REGEX name pattern (case sensitive)
--dump-dir Directory to save extracted files

vol -f image.vmem dlldump --dump-dir ./output -r metsrv
moddump — T0 extract kernel drivers

--dump-dir Directory to save extracted files
-o Dump driver using offset address (from driverscan)
-r Dump drivers matching REGEX name pattern (case sensitive)

vol -f image.vmem moddump --dump-dir ./output -r gaopdx
procmemdump — 10 dump process to executable sample

-p Dump only specific PIDs
-o Specify process by physical memory offset
--dump-dir Directory to save extracted files

vol -f image.vmem procmemdump --dump-dir ./out -p 1923
memdump — 10 dump every memory section into a file

-p Dump memory sections from these PIDs
--dump-dir Directory to save extracted files

vol -f image.vmem memdump --dump-dir ./output -p 1923

ZEUS ANALISYS | BEGINNER MODE
In this part of the article we are going analyze a memory dump of a computer infected with the Zeus Tro-
jan. But... Why have | chosen this sample?

As security technician | have seen thousands of infected computers with this Trojan in corporate net-
works. There are more known Trojans like SpyEye but this, it has been and currently is being commonly
spread. The computers are infected thanks Drive by Downloads attacks and phishing. It’s really danger-
ous because it steals banking information by Man-in-the-browser keystroke logging and Form Grabbing.

| think is a good option for beginners to start with this memory dump because there are a lot of exam-
ples in the Internet that could help you.

You can download the memory dump from an infected computer with this Trojan in the URL: http://mal-
warecookbook.googlecode.com/svn-history/r26/trunk/17/1/zeus.vmem.zip.

ZEUS IMAGE INFO
First of all we need to know the suggestion profile in order to figure out what operating system was in-
stalled the infected computer. Type the command below.

vol -f zeus.vmem imageinfo



em imageinfo

N
Image

al de
imageinfo

Now, we are going to export the profile “WinXPSP3x86” in order to don’t specify this profile in the Vola-
tility’s commands when we are working with this tool. This will do our live easier.

export VOLATILITY PROFILE=WinXPSP3x86

DETECTING MALICIOIUS PROCCESS
With the command below we can see all the processes that were running. In this case, we aren’t going
to see any suspicious process.

vol- f zeus.vmem pstree

Figure 21. Processes of the Zeus image

DETECTING MALICIOUS CONNECTIONS

Now, we want to know if the computer was establishing connections when memory was dumped. We
are going to see that a process with Pid 856 was making connection with the IP address 193.104.41.75
to the port 80.

vol -f zeus.vmem connscan
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Figure 22. Connections established

This IP was blacklisted by www.ipvoid.com. You can visit the URL in order to get more information
http://www.ipvoid.com/scan/193.104.41.75/.

Analysis Date 2012-05-30 15:16:25 GM
Blacklist Status BLACKLISTED
De 1 Ratio ) 3B [5 %
IP Addres 193.104.41.75 | Websites Lookup
Rewverse DMNS 193 1044175
I LinkKn
ASN Onw 1l |
5P 0 - T Jir
[ e El
f = (B4 owva, Rep af

.....

Figure 23. Blacklisted details

What process was establishing connections with a blacklisted IP?

We are going to see all the processes that were running again. Noticed the process with Pid 856 (which
are making connections with a blacklisted IP) belong to “svchost.exe”. This process was started by the
“services.exe” process. It isn’t a normal behavior.

vol -f zeus.vmem pstree

F|gure 24 Suspicious processes

It's normal that a web browser or other applications create connections trough the port 80. It is not nor-
mal that “svchost.exe” which is a generic host process name for “services.exe” that run from dynamic-
link libraries creates these connections.


http://www.ipvoid.com/
http://www.ipvoid.com/scan/193.104.41.75/
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With the command below we are going to try to detect infected code in the suspicious process with Pid
856. Thanks to maldfind we can export these codes to a folder. Please create the folder named evidence
before typing the command.

vol.py -f zeus.vmem malfind -p 856 --dump-dir evidence

mem malfind -p 856 --dump-dir evid

4 ( £l
_READWRITE
. PrivateMemory: 1,

Figure 25. Injected code

Now two PE files have been saved to the evidences folder. Now, we are going to check if some anti-
virus detects them as malware.

Instead of uploading the file, we are going search the sha256 hash in Virus Total. With this option, if
someone uploaded the same sample before, we can see the same information in less time because we
don’t need to spend time waiting for the upload.

In order to get the hash of the file, please type the command bellow when you are into the folder named
evidence.

sha256sum *

Figure 26. Hashes of the injected code

Now, we are going to search theses hashes in the URL”: https://www.virustotal.com/es/#search.

We are going to see that the first hash is detected by 35 of 46 anti-viruses.
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> total

SHAZ5E: 8e3bebde 65aa35d681d2abald3d9bf0f40d51 1 Bfe22eb2e6c 87 8463 bd 111 bal
File name: process. 0x80ffB8dE. 0xb70000.dmp

Detection ratio:. 35/ 46

Analysis date: 2013-08-2617:32:29 UTC ( 4 days, 15 hours ago )

Maore cetais

Figure 27. Dump detect as malware

The second one seems to don’t hold malicious code.

SHAZ56 122ad7ed4daZaad68b2c4dEf9821 e35d347el ef204c4e14651 fac1dal bdcdags
File name: process. 0xBOffE8dE. Oxchb0000.dmp
Detection ratio. 0/ 46
Analysis date: 2013-08-1911:11:29 UTC (1 week, 4 days ago)
More detfails

Figure 28. Dump undetected as malware

We can see the strings of this dump in order to get more information about it.
With the command below, we can get valuable information about the malicious dumps.

strings process.0x80££88d8.0xb70000.dmp



h

:~/evidences# strings pr

; Windows NT 5.1; SV1)

eatelnstance
Figure 29. Strings output

If we continue reading these strings, we can see really suspicious words. Remember the Zeus Tro-
jan was designed to steal bank accounts and other personal information. You can see some suspicious
words like: “USER”, “PASS”,"TYPE”, “;server=", “,port=",";user=", ”;password=".

F gre 30. Suspicous strings

DETECTING REGISTRY KEYS
We have a lot of information about this malware in the Internet. For example, the link below offers us in-
formation about what registry keys are added by the malware.

http://www.bitdefender.com/VIRUS-1000496-en--Trojan-Spy-Zeus-W.html
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Currently, after reading the link above we know that the Zeus Trojan is executed in every reboot because
it modifies the HKLM\ SOFTWARE\Microsoft\Windows NT\CurrentVersion\Winlogon\Userinit registry key in
order to run the infected executable called “sdra64.exe” when the computer start. We can see the next
registry key thanks command bellow:

aa

vol -f zeus.vmem printkey -K “Microsoft\Windows NT\CurrentVersion\Winlogon

CurrentVersionswi

Fgure 31. Reisty e of the Zeu Trjan
Also, we can read in the URL that Zeus disable de Windows’s firewall: http://threatinfo.trendmicro.com/
vinfo/web_attacks/ZeuS_and_its_Continuing_Drive_Towards_Stealing_Online_Data.html.

With the command bellow we are going to check that the firewall was disabled in the operating system.

vol -f zeus.vmem printkey -K “ControlSet00l\Services\SharedAccess\Parameters\FirewallPolicy\
StandardProfile”

Applications

EnableFirewall
Flgure 32 F/rewall Registry key value



http://threatinfo.trendmicro.com/vinfo/web_attacks/ZeuS_and_its_Continuing_Drive_Towards_Stealing_Online_Data.html
http://threatinfo.trendmicro.com/vinfo/web_attacks/ZeuS_and_its_Continuing_Drive_Towards_Stealing_Online_Data.html
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SERCHING FOR MUTANT OBJECTS

Mutex are frequently used by legitimate software. It could help us to discover the presence of malicious
programs on the system. The security technicians have the opportunity of examining the memory dumps
in order to indentify mutexes names used by a certain malware, which will allow us to define the signs of
the infection. (This command would be mixed with the Yara rules to classify the malware. In order to not
to extend a lot this document explaining how to install it we are going to continue without that. Maybe in
next article | talk about it).

With the command below we can see all the mutexes in the memory dump.

vol -f zeus.vmem mutantscan
em mutan |_ sScan

CID MName

1
1
1
1
1
1
1
1

2 !

Figure 33./mage Mutexes

Reading output of the command | saw something that it draws my attention. Something called AVIRA.
It rings me a bell, | think | have read this word in some blog or anti-virus website...

With the command below we can see all the mutexes which contain the word AVIRA.

vol —-f =zeus.vmem mutantscan | grep AVIRA

-

Figure 34. Zeus utexes

If we look for in our favorite search engine the name of this mutex, we can see it is related with the Zeus
Trojan http://www.fortiguard.com/search.php ?action=detail_by virus_name&data=W32/Zbot.AAltr.
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W32/Zbot. AA!tr - Released Jun 17, 2009 - Last Updated Jun 19, 2009

Alias es

Trojan-Spy. Winid Zhot genlKAY), TR Spy. ZBot 8192 2Antivir), PASWInd2 Fhot, P MicroSoft)

Detection Availability

Asctive Exterded
Database Database
boway
FortiGate
high
FortiClient
Fortrklaal Mf&

Visible Symptoms
» The follcwing files exist

« ESystem?th owsec

» Ehstemic\sdrakd ens

= Systensowsec\local.ds
= Hhystem?\lowsec \user.ds

» Possible terrmination of the firewall or other sscurty applecations, including artnarns monrtors

Detailed Analysis

o It drops the following files:

» Hhymtemis | mwsec

» TSpstemicidrabd. exs

» TSystem?l owsec\local ds
= Ehystemicowsec wser.ds

o It terminates the following firewalls if they are turred on

« Zonelalbs Firewall
» Catpost Frewall

o [t wmes the following mutexss:

« _AVIRA_2110
« _AVIRA_2101
« _AVIRA_2109
- _AVIRA_210599

Figure 35. AVIRA* is recognized by security providers

With all the information that we have taken, It seems clear that the computer which the memory was
dumped was infected with the Zeus Trojan.

Here, | give you other memory dump from an infected host with the Trojan Zeus in order to try to analyze
alone http://malwarecookbook.googlecode.com/svn-history/r107/trunk/zeusscan/zeus2x4.vmem.zip.
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STUXNET ANALYSIS | PRE ADVANCED MODE

Like the one mentioned above Stuxnet was one of the first advanced malware. This malicious program
attacks Windows systems using a zero-day exploit and it is focus in the SCADA systems. Also, it may be
spread from USB drives. It is necessary a squad of highly capable programmer with depth knowledge
of industrial processes and an interest in attacking industrial infrastructure for developing this malware.

Thanks Malware Cookbook we can download a memory dump from an infected host with this malware
in the URL: http.//malwarecookbook.googlecode.com/svn/trunk/stuxnet.vmem.zip.

Ok, let’'s go. We are going to analyze it with Volatility.

STUXNET IMAGE INFO
First of all we want to know more info of the memory image. With the command below we can see the
volatility suggested profile and when the image was dumped. In this case it was in 2011-06-03

vol -f stuxnet.vmem imageinfo

~# vol -f stuxnet.vmem imageinfo
: nlcrrﬂ ity Frames k. 2.1
file based on KDBG searc

HJL:EF{ SHARED ["ﬂTH
cmli TJ_nn—-

Figure 36. Stuxnetlmage lnfo

Now, we are going to export the profile WinXPSP3x86 t in order to not to specify more this profile in
the Volatility commands.

export VOLATILITY PROFILE=WinXPSP3x86

DETECTING MALICIOIUS PROCCESS
First of all, | usually want to know what process was running in computer when the memory dump was taken.

Notice you are going to see that three Issas.exe processes were running... It draws our attention.
+ Isass.exe Pid 680

» |sass.exe Pid 868
* |ssas.exe Pid 1928

vol -f stuxnet.vmem pslist
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Figure 37. Proccess l/st

We know that Isass.exe is one of the first processes to start when Windows boots. Because of this,
it's normal that “Issas.exe” has a lower Pid. You can see when the three Issas.exe process started in the
picture above:

« Pid 680 started at 2010-10-29 17:08:54
« Pid 868 started at 2011-06-03 04:26:55
« Pid 1928 started at 2011-06-03 04:26:55

You can see the “Issas.exe” with lower Pid (680) started in 2010 and the other ones with higher Pid (868
and 1928) started at 2011. It isn’t a normal behavior.

Now we are going to see in the picture below that Winlogon.exe (Pid 624) started one of the “Issas.
exe” process (Pid 680). This is a really good indication of which “Issas.exe” isn’t malicious, because Win-
logon.exe always starts the real “Issas.exe”. The “Issas.exe” with Pid 868 and 1928 was started by the
“services.exe” process. It isn’t a normal behavior. They could be malicious processes.

You can see all this information with the command below.

vol —-f stuxnet.vmem pstree | egrep ‘(services.exe|lsass.exe|winlogon.exe)

iure 38. Lssas.exe details

We have just discovered two suspicious processes.

DETECTING MALICIOUS CONNECTIONS
Now we are going to see if some of theses suspicious processes were making connections with the com-
mand below.



vol -f stuxnet.vmem connections

L~
Figure 39. No connection established

Any connections were establishing when the memory was dumped.
Now, we are going to see the ports that were listening in the computer.
You are going to see “Issas.exe” that the process with Pid 680 is bound to Port 500 and 4500, while “Is-

sas.exe” with Pid 868 and the other one with Pid 1928 are not listening in these ports. It seems again that
the “Issas.exe” with the PID 680 has a normal behavior because this process usually listens on these ports.

vol -f stuxnet.vmem sockets

1dabahbi
Figure 40. Sockets

DETECTING DLLS
“Issas.exe” with PID 680 appears to be a normal process... What's happened with the other ones?

With the command below, we can check that “Issas.exe” with Pid 868 and Pid 1928 load lower DLLs.

vol -f stuxnet.vmem dlllist -p 680 | wc -1
vol -f stuxnet.vmem dlllist -p 868 | wc -1
vol -f stuxnet.vmem dlllist -p 1928 | wc -1

rewa I~ -f wmem dlllist -p 680 | wc -1
Volatility Frame :

.vmem dlllist -p 86

vmem dlllist

Figure 41.DLLs loaded

Also, we can detect with the command below, the process with Pid 1928 has unlinked DLLs.

vol -f stuxnet.vmem ldrmoudles -p 1928
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vmam ldrmo

InLoad InInit InMem MappedPath

i TN

Figure 42. Un/mkedDLLs

We can get more information about it with this command.

ldrmodules -p 1928 -v

IﬂlT Path
Mem Path: 3
Figure 43. Kernel calls

This kernel calls are directly related with stuxnet worm. See URL: http.//www.f-secure.com/v-descs/
trojan-dropper_w32_stuxnet.shtml.

DETECTING INJECTED CODE

The malfind command helps us to find hidden or injected code/DLLs in the user mode memory. Then we

are going to export these DLLs to www.virustotal.com in order to check if some anti-virus detects them.
First, we are going to try to get some evidences of the “Issas.exe” with Pid 680. We know this process

is normal but we want to check it out again. It's necessary to create the folder where you will export the

evidences. In this case, the folder’s name is “evidences”.

You can see in the picture below any evidences were exported.

vol -f stuxnet.vmem malfind -p 680 --dump-dir evidences/

; .wmem malfind -p 680 --dump-dir evi
Volatile ems Volatility

T |
Figure 44. No evidences dumped

Now, let’s go with the “Issas.exe” process with Pid 868.

vol -f stuxnet.vmem malfind -p 868 -dump-dir evidences/


http://www.virustotal.com/

e

We can see two files have been created. Now we are going to check them in www.virustotal.com in or-
der to test out if anti-virus detects these files as malicious files. In order to don’t upload the files, we are
going to obtain the sha256 checksum of the files and then we are going to upload these results to the
Virustotal website.

Sha256 *.dmp

Figure 46. Hashes of the files dumped
Now we are going to search the hashes results above and we are going to see how to all of them are

going to be detected as malicious files. We can obtain this conclusion searching the hashes in the URL:
https://www.virustotal.com/es/#search.

2 total

SHA256; adbdb29t0df4528305292030080c08ddbshe GebdcdB8e8b725f 751 21 a8bTe7 28
File name: |sass.exe 12498c8. 0x01000000-0x01 005 .dmp
Detection ratio: 257 46

Analysis date: 2013-07-13 21:18:07 UTC (1 month, 2 weeks ago)

Figure 47. Malicious dump detected
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i total

SHAZ5E: 2b2945f oo Tofsh3lccdf3Te2adbb23 6594 20824081 33bcd 56 571 7o 009ffeid
File name:; process. 0x81cd 7o 00, 0x80000.dmp
Detection ratio. 39/ 48

Analysis date 2013-07-31 13:20007 UTC (1 month ago)

Figure 48. Malicious dump detected
We are going to do the same with the “Issas.exe” process with Pid 1928.

vol -f stuxnet.vmem malfind -p 1928 -dump-dir evidences/

28 --dump-dir e

........

_EXECUTE_READWRITE

Tt Ereft &f L
_4|: £

F|gure 49, Injected code detected

Now, we are going to get the sha256 checksums.

Sha256sum *.dmp

n e
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Fgure 50. Haes o heles dumped
Then, we are going to search this hashes in the same URL: https.//www.virustotal.com/es/#search.

Notice in the Figure 54, the file is classified as Stuxnet worm.

SHAZ256 e97dE117303ac5838a1800f3e9aa22c 6205f4d Te2hded 94 57303 5c57hc 90TE1 8
File name: process. 0x81c47c00.0x1000000.dmp
Detection ratio:. 26/ 46

Analysis date: 2013-01-16 08:37:09 UTC { 7 months, 2 weeks ago )

Figure 51. Malicious dump detected

=2 total

SHAZ5E: 163b7da3Tdfdastdafbfhahf 88031 9dabf 78460 eeT3dd1 920 6a7593e835857a8
File name: process. 0x81c47c00.0x680000.dmp
Detection ratio; 1745

Analysis date: 2013-02-13 152741 UTC { 6 months, 2 weeks ago )

Figure 52. Malicious dump detected
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SHAZ56:! abcel3e79226b5116fe7i3d40d21 eaadc 85634 33b608EI 9ec07C 20255931 69dc
File name: process. 0x81c47c00.0x6f0000.dmp
Detection ratio: 12746

Analysis date: 2013-04-1016:10:20 UTC ( 4 months, 3 weeks ago )

Maore datails
Figure 53. Malicious dump detected
b total
SHAZ256: 10f07h9fbke Gadc Gdcdabf7a3d31a01 ed 78aced! 1 5h33ec 947eBBEc 2963586
File name: process. 0x81c47c00.0x870000.dmp
Detection ratioc 23/ 46
Analysis date: 2013-01-20 23:25:42 UTC ( 7 months, 1 week ago )
More details
Figure 54. Malicious dump detected
il total
SHAZ56: 2b294 51 Tee Tef5ha0cedi37e2adbb236594 2084091 33bed 56 571 Te 0091 e6d

File name: process. 0x81cd7c00.0xB0000.dmp
Detection ratior 39/ 46

Analysis date: 2013-07-31 13:20:07 UTC (1 month ago )

Maore cetails

= Analysis File detail @ Additional information @ Comments L) Votes

Antivirus Result

Agnitum Worm. Stuxnetlv491b/hRrFE
AhnLab-V3 Worm/Win32. Stuxnet
AntiVir Worm/Stuxnet. A. 7

Figure 55. Malicious dump detected as Stuxnet worm
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If we use the command below, we can see the strings of these exported files. We can see just before
“services.exe” some API calls.

strings evidences/process.*

Figur 56. APl calls
We can get the same information thank Volatility. We can use the command below:

vol -f stuxnet.vmem malfind apihooks -p 1928

Figure 58. Apihooks related with Stuxnet
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These calls are directly linked to the Stuxnet worm. You can read the article below from Symantec.
http://www.symantec.com/connect/blogs/w32stuxnet-installation-details

DETECTING MALICIOUS DRIVERS
Now, with modscan we are going to pick up previously unloaded drivers and drivers that have been hid-
den/unlinked by rootkits.

vol -f stuxnet.vmem modscan.

VvmEmM mad

Figure 59. Looking for hidden or unlinked drivers

The first driver draws our attention... Please, take notes of the “Base” value (oxb21d08000) for future.

VmEM mMadscan

Figure 60. Suspicious driver

We are going to export it.

vol -f stuxnet.vmem moddump --dump-dir evidences/ --base 0xb21d80000

vmem moddump - -dump-dir evider

Figure 61. Suspicious driver exported
Then, we are going to get the sha256 hash of this driver.

sha256sum driver.b21d80000.sys

Figure 62. Driver hash

Now, we are going to check it out with www.virustotal.com.


http://www.symantec.com/connect/blogs/w32stuxnet-installation-details
http://www.virustotal.com/

pal total

SHAZ5E! Gaalfo4fbdBc 79231 09bfc3e72741 21 2e5bf9c 921 740d5a1 941 67eaf40c3d06C
File name: driver.b21d8000.sys
Detection ratior 22/ 47

Analysis date: 2013-07-13 19:86:57 UTC (1 month, 2 weeks ago )

Figure 63. Malware detected as malicious
Ok. | think that it's necessary to look more malicious drivers with a similar name.

vol -f stuxnet.vmem modscan | grep mrx

gure 64. Similar drivers detected

Ok. Let’s go to export the second suspicious driver and follow the same sequence.

JmaEm modscan

Figure 65. Second suspicious driver detected

] Mrx

vol -f stuxnet.vmem moddump --dump-dir evidences/ --base 0xf895a000

et . vmem moddump dump-dir evidences/

B FEC S
Figure 66. Second suspicious driver exported

Now we are going to get the SHA256 hash.

sha256sum driver.f895a000.sys

3

Figure 67. Driver hash

Finally we are going to check out with Virustotal.
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b total

SHAZ5E! BhCBEd3d3ec 0333087141 21555%9aec5b11b050cc4 9ed 2fc 282 2ffBeOc 11 9dbd
File name: driver.f895a000.sys
Detection ratio: 35747

Analysis date: 2013-07-13 19:56:36 UTC (1 month, 2 weeks ago )

Figure 68. Second malicious driver detected
| checked with the same commands the other two drivers aren’t categorized as malicious files.
Now, we have just found two malicious drivers: mrxcls.sys and mrxnet.sys.

DETECTING REGISTER KEYS

Now, we are going to detect the register keys that have been added to the computer. With the command
below, we are going to see a lot of them.

strings stuxnet.vmem | grep -i mrx | grep -i Services

Flgure 69. Registry key related to mrx* drlvers

Now, we are going to see the details of some of them with the next commands.

vol -f stuxnet.vmem printkey -K ‘ControlSet001\Services\MrxNet’



f

Contr

vmem print

RE ) Type : 1
Figure 70. Registry key calling to mrxnet.sys

vol -f stuxnet .vmem printkey -K ‘ControlSet001\Services\MrxCls’

~# vol -T stuxnet.vmem printkey -K 'Control

Volatile

92 Za b

=10 [s

Figure 71. Registry key calling to mrxcls.sys

With these techniques, Stuxnet will be started in each computer restart.

In this part of the article, we have analyzed a memory dump of a well known and dangerous Trojan.
It's a great opportunity to have the chance to download this memory dump samples in order to practices
memory forensics.

SUMMARY

We have seen a lot of examples of the well known cyber attacks. Several companies, governments,
banks... are been attacked with new malware specimens every day, every week, every month...

We know the importance of keep the private information as far as possible of the hackers. We need to do
a great effort in order to avoid this pest. It is really difficult, even impossible to keep our networks totally
safe. We should design a security policy which makes difficult to the hackers access to private data. In
my opinion, it’s totally necessary spend a lot of resources in get good security devices and get a great
security IT squad capable to face to the security task. But also it's totally necessary awareness to all
personnel of the organization which work with a computer about the importance of the security. In the
examples like the mentioned above, several companies and governments were infected and their data
was stolen because for example a personal of the human resources click in a link attached in an email.
This link goes to a URL with an exploit and this computer was infected. After that, the hackers have a
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door to get into the company and then try to get access to other system with more interesting informa-
tion doing pivoting...

Years ago, we have spend a lot of money and time protecting our perimeter with Firewalls, IDS/IPS,
Network Antivirus and other security appliances in order to try to protect the servers exposed to the In-
ternet. Now that is still needed but the attacks are changing... The attacks are more sophisticated and
the frontal attacks are less common in a hack operation. For this, it is necessary that all personnel of an
organization are involved a good security policy.

But with all our prevention, you can be sure some day a computer into your network will be infected...
The zero day exploits are undetectable and the anti-virus can’t detect a malware which has been cus-
tomized specially for our organization. In my opinion, we are getting into the “Sandbox Era”. | think it's
necessary to analyze all files that have been downloaded in a company with a Sandbox in order to find
suspicious behavior. There are free sandboxes like Cuckoo and some companies are developing “in-
line” sandboxes which are really useful.

But with all mentioned above, we are going to be infected again... It will be very difficult but this possibility
exists... And when the infection happens, we need a high knowledge in techniques like memory forensics
and malware reversing. To get this knowledge, I've expose tools and resources to achieve this goal.
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MEMORY FORENSICS,
ANALYSIS AND
TECHNIQUES

by Rafael Souza (Co-Founder at Grey Hats, member of “French Backtrack Team)

Due to the increased number of cases of cyber-crimes and
intrusions, along with the storage capacity of hard disks and
devices, it was necessary to extend the techniques of computer
forensics, currently works consist in collection and analysis

of static data stored hard drives, seeking to acquire evidence
related to the occurrence of malicious activities in computer
systems after its occurrence.

What you will learn:

» you will increase their knowledge in the area of extraction of artifacts and

samples of memory, you can get many important data such as:

* Image information (date, time).

* Running processes.

* Modules the operating system kernel.

» Dump any process, DLL.

+ Displacement mapping physical addresses to virtual addressable memory
for each process.

» process SIDs and environment variables, open network sockets, explore
cache registry hives.

* Report on services Windows among others.

« Atthe end of the reading, you will understand how to access data forensic im-

aging, this technique allows you to create, disk images, especially forensic.

* Learning to perform memory dumps, and then a forensic analysis on the im-

age created to facilitate the work of forensic experts.

What you should know:

« you just need to have a little knowledge about the rationale behind the tech-

nique and analysis of forensic memory, but soon the descriptions will intro-
duce this concept step by step.

» Knowledge of the commands tool Volatility (can be found on the official frame-

work).

« Concepts of “dumps”.
« Information about the operating system on which you will apply the method.

ith the evolution of technological resourc-
Wes and the popularity of the Internet, it

has become impractical to maintain only
the traditional approach, due to the large volume
of information to be analyzed and the growth of
digital attacks. In this context, the analysis of data
stored in volatile memory comes up with new tech-
niques, it is necessary to check the processes that
were running, established connections, or even
access keys encrypted volumes, without causing
the loss of sensitive information to the investiga-
tion, thus allowing the recovery of important data
to the computer forensics.

CONCEPT

Memory forensics is a promising technique that
involves the process of capturing and analyzing
data stored in volatile memory. Since, by vola-
tile memory, this means that data can be lost on
system shutdown, or can be rewritten in the nor-
mal functioning of the same memory space. This
characteristic of constant flux, the data in memory
are usually less structured and predictable.
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The overview of the information stored in memory, everything is running on a computer is stored tempo-
rarily in memory, either in volatile memory, the paging file is related to virtual memory. By extracting an
image of memory known as ‘dump’ memory is possible to identify the relationship of the running process-
es, it is possible to establish a relationship between the processes in order to identify which processes
have started other processes, likewise, is feasible to identify which files, libraries, registry keys and sock-
ets that were in use by each process. In summary, it is possible to map how the system was being used
when generating the ‘dump’ memory and also recover executable programs stored in memory.

MORE INFORMATION ON“DUMPS”
This is the method currently used by the experts in computer forensics to acquire the contents of RAM.

There are several programs that help the image acquisition memory system, this work. These tools
make reading memory bit-by-bit and copy its contents to a file, the “dump” of memory. This file will have
the same physical memory size of the system.

What should be taken into account, regardless of the tool being used, is that, as shown by the “Locard
Exchange Principle”, when an acquisition program dump is executed, it must be loaded into memory,
meaning it will traces, and that some of the memory space that could contain valuable information will
be used, and can even lead to changes in the area occupied by processes to paging files. Furthermore,
while the tool is reading the contents of the memory, the status of the system is not frozen, which means
that while some pages are being copied, and others may be changed if the process is that use is still
running, for example. What will define the time spent to collect the image are factors such as processor
speed, bus fees and operations in and out of the disc.

CREATING “FORENSIC IMAGE” WITH FTK IMAGER

INTRODUCTION

FTK Imager is a free tool provided by Access to Data acquiring forensic images. The tool allows you to
create, mainly disk images...Besides creating forensic disk images, we can perform memory dumps and
even perform a forensic analysis on the small image created. There are many other fucionalidades you
will discover when you are working with it. The FTK Imager was created by the company AccessData
and is free.

STEP BY STEP

Well, I'm looking for a simple and practical way to demonstrate these concepts. Let’s click on the “File”
menu and click the “Create Disk Image” and choose which disk or partition, or we will make the image.
To choose the option to perform a forensic image of the disc, we will on the “Physical Drive”, if we want
to make the image of a partition, let the option “Logical Drive”. Look the pictures below:

www.eForensicsMag.com € »
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LT L) (] - R T,
e I:‘:'I': 1 Size | Type | Dot Mosfied |
Source Drive Selection
Please select from the following available drives:
: ‘WAPHYSICALDRIVED - SAMSUNG HM121HI [120GB IDE]
= V\\PHYSICALDRIVED - SAMSUNG HM121HI [120GB ID
W\ APHYSICALDRIVET - JSB2FashStorage USB Dewice
Ihv Ut Guide, pewia I HUM
Figure 1. FTK Imager
Select Sou

Figure 4. Select Drive
" Physical Drive

Now click on “checkbox Verify images after area
They created”. With this option selected, the tool
will calculate the “hash” MD5 and SHA1 image cre-
ated after that, click the “ADD” button.

" Image File

" Contents of a Folder
{logical filedevel analysis only; excludes deleted, unallocated, etc )

" Femico Device {muttiple CD/DVD)

Image Source
|\ \PHYSICALDRIVE1

Avangar > Cancel Help | Image Destination(s)

Figure 2. Logical Drive

— Please Select the Source Evidence Type —

IV verify images after they are created [~ precalculate Progress Statistics
[~ Create directory listings of all files in the image after they are created

| o |

" Logical Drive

" Image File

" Contents of z Folder Figure 5. Create Image

{logical filedevel analysis only; excludes deleted, unallocated, etc) Let’S SeleCt uRAWu tO perform forenSiC image
" Fermico Devics (mutiple CD/DVD) format which is the tool of “DD” and click “Next”.

)  Please Select the Destingtion Image Type
i Avancar > ] Cancel Help j
Figure 3. Physical Drive O
i ED1

Then I'll do the forensic image of a USB stick o~ AFF
plugged into my machine, and also choose the op-
tion “Physical Drive “. Can | choose which device |
want to make the image and then | click on the “Fin-
ish” button.

" Avangar > I Cancelar Ajuda
Figure 6. Select RAW
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Will request some information on evidéncia. We
can fill these information. After that, click on “Next”.

_ Evidence ltem Inf i

Case Number: ICaseX‘I
Evidence Number: IDEH

Unique Description: | pendrive
Examiner: ! Rafael Souza

Notes: I

< Voltar I Avangar > |

Figure 7. Evidence Item Information

Cancel | b |

We will choose the output directory (where the fo-
rensic image is saved). “Image Filename” is where
you must enter the filename of my image. In the
“Image Fragment Size” | can put zero because |
do not want my fragmented image. If | wanted to
break into pieces, | put this field size in MB that ev-
ery piece of my image would have. After that , just
click on the “Finish” button.

Image Destination Folder
|C:\User5"-.

Image Filename (Excluding Extension)
|pendnve

Image Fragment Size (ME) [q
For Raw, ED1, and AFF formats: 0 = do not fragment

Compression (D=None, 1=Fastest, ..., 9=Smallest) |- _|:‘i

lUse AD Encryption [

Figure 8. Select Image Destination

Select Image Destinatio

Image Destination Folder

]C MlUsersh

Image Filename (Excluding Edension)

||Jendrive

Image Fragment Size (MB) I'E,l_—‘
For Raw, E01, and AFF formats: 0 = do not fragment
Compression (0=None, 1=Fastest, ..., 3=Smallest) ]: _1:

LUse AD Encryption |

< Voltar II Finizh “

Figure 9. The output directory

Cancel Help ]

www.eForensicsMag.com
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igure 10. Create Image

111111/

Just click on the “Start” button.

rImage Source

| W PPHYSICALDRIVEL

—Image Destination(s) -

C:VWsers)

[ Verify images after they are created [~ Precalculate Progress Statistics
[ Create directory listings of all files in the image after they are created

[ start ||

Cancel ]

Image Source: | \\PHYSICALDRIVE L

Destination:

] C:\Users)

Status: j Image created successfully

—Progress
AENENEERRNNNERRNNNERERRNNERRNNEEERNEEEE

Elapsed time: | 0:01:02

Estimated tme left: |

I Image Summary... Il

Figure 11./Image Sumary

When the process of image acquisition forensics
has finished , we can display a summary with vari-
ous information.

In the same directory where the image was stored
was created a “txt”, which is like a log , which has
the same summary information.

EXTRACTION OF DIGITA ARTIFACTS WITH
VOLATILITY

Volatility is a completely open collection of tools,
implemented in Python under the GNU General
Public License, for the extraction of samples of dig-
ital artifacts from volatile memory (RAM).

STEP BY STEP

The tool supports a variety of formats “dump”, per-
forms some automatic conversion between formats
and can be used on any platform that supports Py-
thon. Installation and use are simple, simply un-
zip the package supplied by Systems Volatility in a
system where Python already installed.
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C:\Volatility>python volatility

usage: volatility cmd [cmd opts)

Run command cmd with options ced_opts
For help on a specific command, run 'volatility emd —-help'

Supperted Internel Commands:
connactions wrint list of opén connactisns

Lts

=ts (NHew)

macion for image

3can [or conmecti
Scan for conne
Ger dare/time

Brint list of loaded dlls for each proceas
Convert a crash dump to a raw dump

Cump crash dump n‘nrr.run

for each process

la te linear raw image

Cenvart h
IdenLily image proper
Dump the addressable memory for a process
Print the memory map
Scan for modulea
sean for module objects (Mew)
Print list of lnaded modules
Dump a process to an executable sample
wrint list of running processes
Scan for EFROCESS objecta
Scan for process cbjects [New)
Convert a raw dump to a crash dump
regobjkeys Print list of open cegkeys for each process
sockets list of open sockats
for sockel objects
for socket objecks [MHew)
srrings March physical nffsers tn virtual addresses (may
take a while,

psscanz
raw?d=p

sockscan

sockscand

for ETHREAD cbject
Scan for thread objec
e Vad sections to files
fmmn rhe Van infn

(Hew)

Figure 12. Supported Internel Comands

Example: volatility pslist -f /path/to/my/file

pslist ex 1
pslist_ex_3
usrdmp_ex_2

Print list running processes
Print list running processes
Dump the address space for a process

Figure 13. Use the command volatility

The image 13 shows the use of the command
“ident”, which can be used to identify the date and
time the image was collected, as well as providing
information about the operating system on which
the dump was generated:

C:\Volatility>python volatility ident -f C:\
memorytest rafael fontes.dmp

Image MName:
Image Type:

C: ‘memorytest_rafael_fontes. dmp

Service Pack 1

VM Type: nopae
DTB: 0x3%000
Datetime: Fri 16 Sept 16:20:54 2013

Figure 14. Command ident

You can use the --help option with any com-
mand to get help:

C:\Volatility>python volatility ident --help

Usage: ident [options] [see —-help)

Option

show rhis help message and exir
£1le=FILENAME
[required) ¥P EP2 Image £ile
{optional, otherwise best guess is made) Phiyaical
cffset (in hex) of directory table base
(optional, defaulr="auro”) Tdentify the image type
(pae, nopae, autol

-bx BASE, --base=BASE

-t TYPE, --type=TYPE

Figure 15. Option Volatility help tool

To list the processes that were running at the
time it was generated dump can use the “pslist.”
As can be seen below, the output will contain the
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name of the process, its identifier (Pid) and father
process ID (PPID) beyond the time when it was
started and other useful information.

C:\Volatility>python volatility pslist —-f C:\
memorytest rafael fontes.dmp

Name Pid PPid Thds Hnds

System 4 1] 46 256
=mss. exe 356 4 3 21
CErss.axe 540 356 11 417
winlogan. exe BDOD 358 21 445
services.exe -21-} 00 23 289
lsass.exe BE0 600 25 308
swvchost.exe B4g 648 o 229
swvchost.exe 944 648 62 1013
swvchost.exe 1200 648 7 &7
swvchost.exe 1232 648 5 136
spoulsv . exe 1348 648 12 113
explorer exe 1600 1500 14 394
NeroCheck .exe 1740 1E00 7 3
jusched.exe 1788 1600 1 95
ctfmon.exe 1796 1600 1 53
mEMEGS . CRE 1808 100 13 269
jgs.exa 1932 648 5 195
wmiapsrv. exe 4ana R4R 4 125
suriter sxa 1572 16800 1 149
snffica axa 1580 1572 1 149
soffica.bin 1588 1580 5 154
woauclt . exe 2016 444 & 94
cmd . exa 416 444 1 20

Figure 16. Use the command pslist

The “connscan” provides information about the
network connections that were active at the time
the data were collected memory. Already the
“sockets” displays the open sockets at the time the
dump was generated. The command “files” dis-
plays open files for each process. You can specify
the case number on the command line to display
only those files opened by a particular process.

C:\Volatility>python volatility files -p 1740 -f
C:\ memorytest rafael fontes.dmp

Pid: 1740

File \Documents and Settings' Rafae
File \WIMDGES\ﬂLnSxS\xSB Microseft.Windows .Common—
Controls [§ =

File \WIHDGWS\EYSTEM]E
Figure 17. Use the command files

The command “dlllist” displays a list of DLLs load-
ed for each process, and the command “regob-
jkeys” displays a list of registry keys opened by
each process.

C:\Volatility>python volatility dlllist -p 1740 -f
C:\memorytest rafael fontes.dmp
NeroCheck .exe pid: 1740

Command line : "C:\WINDOWS\System32\NeroCheck_.exe"

Service Pack 1

Base Size Path

400000 033000 C:\WTN m??\ﬁarnrhnrk_ exa
0=77£50000 0:ak000 C:\WINDOWS\System32\nedll . dll
0x77e50000 0xE0000 C: m32\kernel3Z.dll
0x77db0000 094000 C: DDnS\s;ate~32\nDuAP 32.d11
078000000 086000 C: DOWS\system32\RPCRT4 . 411
0x7T7c50000 040000 C; DOWS\syatem324GDI32,.d11
0x77d20000 0x8c000 C: DOWS\system32\WSER3IZ . dll
0xT61d40000 0x9%000 C: DOWS\system32\WININET.d1ll
0x77L£0000 053000 C: DOWS\system32\msvert . dll
07720000 0264000 [ COWS\ayaten32\SHLWAFI . dll
0x76230000 Ux8c000 C: DOWS\system32\CRYPT3Z.dll
0xT6270000 0x£000 C: DOWS\system32\M5ASN1.d11
0x77100000 0x8b000 [ COWS\system32\OLEAUT32.4d11
0=440000 0121000 C; DOWS\syatem32\OLE32 . DLL
0xTEO20000 Uxeddoo C:\WINDOWS\WinSx5\x86_Microsoft.Windows.Common-

Controls 6595b64144ccfldf 6.0.10.0 x-ww £7fb5805\comctl3Z.dll

Figure 18. Use the command dlllist
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C:\Volatility>python volatility regobjkeys -p 1740 -f C:\memorytest rafael fontes.dmp

Pid: 1740

\REGISTRY\MACHINE
\REGISTRY\USER\S-1-5-21-1482476501-1606980848-1343024091-

1003\ 50FTWARE\MICROSOFT\WINDOWS\CURRENTVERSION\ INTERNET SETTINGS
\REGISTRY\USER\S-1-5-21-1482476501-1606980848-1343024091-1003

Figure 19. Use the command regobjkeys

It is possible, through command “procdump” extracting executable from the dump of memory, allowing
access to the code that was running on the machine, and thus better understand their behavior.

C:\Volatility>python volatility procdump -p 1740 -f C:\ memorytest rafael fontes.dmp

Dumping WNeroCheck .exe, pid: 1740 output: executable.l1740.exe

Memory Not Becessible: Virtual Address: 0x405000 File Offset: 0xS000 Size: 0x1000
Memory Not Accessible: Wirtual Address: 0x409000 File Offset: 0x9000 Size: 0x1000
Memory Not Accessible: Virtual Address: 0x40a000 File Offset: 0xal00 Size: 0x1000
Memory Not Accessible: Virtual Address: 0x40b000 File Offset: 0Oxb000D Size: 0x1000
Memory Not Accessible: Virtual Address: 0x40c000 File Offset: Oxc000 Size: 0x1000
Memory Not Accessible: Virtual Address: 0x40d000 File Offset: Oxd000 Size: 0x1000
Memory Not Accessible: Virtual Address: 0x40e000 File Offset: Oxe000 Size: 0x1000
Memory Not Accessible: Virtual Address: 0x40£000 File Offset: 0x£f000 Size: 0x1000
Memory Not Accessible: Virtual Address: 0x410000 File Offset: 0x10000 Size: 0x1000
Memory Not Accessible: Virtual Address: 0x411000 File Offset: O0x11000 Size: 0x1000
Memory Not Accessible: Virtual Address: 0x412000 File Offset: 0x12000 Size: 0x1000
Memory Not Accessible: Virtual Address: 0x413000 File Offset: O0x13000 Size: 0x1000
Memory Not Accessible: Virtual Address: 0x41£000 File Offset: Ox1£000 Size: 0x1000

Figure 20. Use the command procdump

It was possible to observe the generation of executable “executable.1740.exe” and the occurrence of
informational messages like “Memory Not Accesible” after using the command “ProcDump”. This is be-
cause not all the virtual memory addresses are accessible on the image because it may have been, for
example, paged to disk. Thus, these messages provide an audit log so that you can determine which
parts of the executable generated were successfully retrieved.

Practical examples,to determine the date and time of the image, for example, one can use the follow-
ing command:

>>> Python volatility datetime -f target-2013-10-10.img
Image Local date and time: Mon Oct 10 16:20:12 2013

The command pslist, in turn, determines the procedures that were running at the time the image was
captured:

>>> Python volatility pslist -f target-2013-10-10.img
Name Pid PPID THDs HNDs Time

lsass.exe 536 480 20 369 Mon Oct 10 16:22:18 2013

To determine which system ports were open, one can employ the command “socks”. For the system un-
der analysis, it is possible to detect, for example, the process LSASS.exe listening on port 4500.

>>> Python volatility sockets -f target-2013-10-10.img

FORENSIC MEMORY FOR LINUX DISTRIBUTIONS
S.M.A.R.T Linux http://smartlinux.sourceforge.net/

www.eForensicsMag.com @ @
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‘You can run something like:

sMartctl sdev/hda Primary Master IDE disk)
smartctl sdev/hdb Primary Slave IDE disk)
sMartctl sdev/hdc Secondary Master IDE disk)
smartctl sdev/hdd Secondary Slave IDE disk)

Run doc script for help.

Starting pid 52, console sdew/ttyl: '~binsmotd_once’
Starting pid 53, cowsole sdews/ttyl: 'sbinssh’

Starting pid 56, cowsole sdews/ttyl: 'sbinssh’

sMart >
Figure 21. SM.AR.T. Linux

S.M.A.R.T. Linux is a bootable floppy distribution containing tool (smartmontools) for monitoring IDE/
SCSI hard disks (using Self-Monitoring, Analysis and Reporting Technology). Why floppy? Probably be-
cause all other distributions containing this useful utility are CD versions and not everybody has a CD-
ROM ;). It's going to be free, small, helpful and easy to use. Current version is based on Kernel 2.4.26,
uClibc 0.9.24 and BusyBox 1.00 official release. It was built upon Slackware 10.0.

The Sleuth Kit and Autopsy http://www.sleuthkit.org/.

FILE ANALYSIS  KEYWCRD SEARCH FILETYPE IMAGE DETAILS METADATA DaTA UNIT Hiwe  CLose
b

Sector Numbwr: g m———
1
ExposT CONTENMTE Ao MoTE
ASCH (display - mporit = Hex (display - repon * Strings (display - mpon}
File Type: Syk File

Number of Sectors:
&l

Sector |
Adddress Type: Allocated
Fegular [dd)
Lazarus Addr: vex Contents of

Sector 1 (4608 bytes) i

Ok

ALLOCATION LIST

Figure 23. The Sleuth Kit
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Autopsy™ and The Sleuth Kit™ are open source digital investigation tools (a.k.a. digital forensic tools)
that run on Windows, Linux, OS X, and other UNIX systems. They can be used to analyze disk images
and perform in-depth analysis of file systems (such as NTFS, FAT, HFS+, Ext3, and UFS) and several
volume system types.

CAINE (Computer Aided Investigative Environment) http://www.caine-live.net/

Figure 24.CA.I.N.E.

CAINE(Italian GNU/Linux live distribution created as a project of Digital Forensics) offers a complete
forensic environment that is organized to integrate existing software tools as software modules and to
provide a friendly graphical interface.

The main design objectives that CAINE aims to guarantee are the following:
* An interoperable environment that supports the digital investigator during the four phases of the digi-
tal investigation.
» A user friendly graphical interface.
* A semi-automated compilation of the final report.

FOR MAC OS X
Below are some tools that can be used for forensic analysis on computers with Mac OS X.

Mac OS X Forensics Imager http://www.appleexaminer.com/Utils/Downloads. html.
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MacOSXForensics Imager

Mac OS X Forensics Imager
powered by 'libewf' libraries

http:/ fwww.macosxforensics.com

Authentication sessssss
d Disk Arbitration
Examiner Name ygur Name o

Case Number Case Number ON
AT
Change

Item Number Evidence Number

Item Description Description of ltem

Case Notes
Case Notes

Hash [ MD5 » best 3 | Compression
Evd. File Format | Encase 5 5 | [ 64 » | Sectors to Read
Ph\"Slcil('] ?:l\:gcg ,l’dm.r,fdlsk—o,‘,' ( Info ) { Rescan )

Qutput File Name -
(including path) ~/Desktop/image
Quit ) { St

r
Figure 25. Mac OS X Forensics Imager

Tool for imaging disk byte by byte format Encase or FTK for later forensic analysis in these tools.

METADATA EXTRACTOR
Application to extract meta-data files for a specific folder in Mac Displays location on Google maps in
case there are geo-location information in the file.

File Juicer http://echoone.com/filejuicer/.

88 Preferences a6 Preferences
Farmats | Results Updates | Formats Results Updates
Save found files in a folder # jrec _ TIFF _ Inflate — M — MP3
@ On the Desktop w2 P Zip, Cab MOV, MP4 || AIFF
Mext to the juiced files _ GIF I MCT _ Email attachment | MPG WAV
Deskton Lo —IPNG CIWME, EMF I ASCH WMy _|AU
W Organize found files in folders for each format "~ Flash _ BMp _IRTF _RV _|Snd
E[rn:q Index i! Don't save Duplicates e EAN FITES
Creare Thumbnail lcons Spotlight Comments Uncheck All Check All
_ Preserve Dates
Figure 26. File Juicer 1 Figure 27. File Juicer 2

Commercial software that enables the extraction of images and texts from any file. Ignores format, and
scans files byte by byte for identifying the data supported. Among other features, there are the following,
which find application in forensic analysis:

+ Extract images from PowerPoint presentations and PDFs
* Recover deleted pictures and videos from memory cards
* Recover text from corrupt

+ Extract images and html files from the cache of Safari

+ Extract attachments from email archives

* Generate Word document from simple PDFs

* Recover photos from iPods in TIFF
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» Convert ZIP files which are in. EXE
+ Extract JPEG images in RAW format (Canon & Nikon)
+ Extracting data from different types of cache file
* Find and extract file in general data in JPEG, JP2, PNG, GIF, PDF, BMP, WMF, EMF, PICT, TIFF,

Flash, Zip, HTML, WAV, MP3, AVI, MOV, MPG, WMV, MP4, AU, AIFF or text.

CONCLUSION

There are several trends that are revolutionizing the Forensic Memory. The process to do the analysis in
memory forensics also walks for a better solution and refinement of the technique, it is an approach in-
creasingly relevant in the context of Computer Forensics. In certain cases the popularity and use of tools
for encrypting volumes as TrueCrypt, or creating malware residing only in volatile memory, raise the dif-
ficulty of analyzing the data stored in these devices.

However, it is interesting to note that the Forensic Memory is best seen as a complement to other ap-
proaches. An example of this is the procedure in which an investigation after the image capture of volatile
memory, it uses the “Analysis of Living Systems” as a way to determine the next step in solving the case.
Later, in the laboratory, we use the “Memory Forensics” as a complement to traditional forensics, giving
greater agility and precision to the process.

I hope my article has helped computational experts and specialists in information security.
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EXTRACTING FORENSIC

ARTIFACTS USING
MEMORY FORENSICS

by Monnappa KA

Memory Forensics is the analysis of the memory image taken
from the running computer. In this article, we will learn how

to use Memory Forensic Toolkits such as Volatility to analyze
the memory artifacts with practical real life forensics scenarios.
Memory forensics plays an important role in investigations and
incident response. It can help in extracting forensics artifacts
from a computer’s memory like running process, network
connections, loaded modules etc. It can also help in unpacking,
rootkit detection and reverse engineering.

What you wilEsils Below are the list of steps involved in memory forensics

* Performing memory forensics
« Tools and techniques to detect ad-

vanced malware using Memory fo- MEMORY ACQUISITION . .

rensics This step involves dumping the memory of the target machine. On the physi-
« Volatility usage cal machine you can use tools like Win32dd/Win64dd, Memoryze, Dumplt,
FastDump. Whereas on the virtual machine, acquiring the memory image is
easy, you can do it by suspending the VM and grabbing the “.vmem’” file.
 Basic understanding of malware
+ Knowledge of operating system [ MIEMORY ANALYSIS

processes Once a memory image is acquired, the next step is to analyze the grabbed
* Understanding of Windows Inter- | - memory dump for forensic artifacts, tools like Volatility and others like Memo-

nals ryze can be used to analyze the memory.

VOLATILITY QUICK OVERVIEW

Volatility is an advanced memory forensic framework written in python. Once
the memory image has been acquired Volatility framework can be used to
perform memory forensics on the acquired memory image. Volatility can be
installed on multiple operating systems (Windows, Linux, Mac OS X), Instal-
lation details of volatility can be found at http:/code.google.com/p/volatility/
wiki/Fulllnstallation.

® e


http://code.google.com/p/volatility/wiki/FullInstallation
http://code.google.com/p/volatility/wiki/FullInstallation

¢

VOLATILITY SYNTAX

» Using -n or --nelp option will display help options and list of a available plugins
Example: python vol.py -h

* Use -f <filename> and --profile to indicate the memory dump you are analyzing
Example: python vol.py -f mem.dmp --profile=WinXPSP3x86

* To know the --profile info use below command:
Example: python vol.py -f mem.dmp imageinfo

DEMO
In order to understand memory forensics and the steps involved. Let’s look at a scenario, our analysis
and flow will be based on the below scenario.

DEMO SCENARIO

Your security device alerts on malicious http connection to the domain “web3inst.com” which resolves to
192.168.1.2, communication is detected from a source ip 192.168.1.100 (as shown in the below screen-
shot).you are asked to investigate and perform memory forensics on the machine 192.168.1.100.

| Eie gt yiewGo

Capture .\lnnl).—r Statistics Eelfrhnnz Iools  Help
BEGeE @RS e v TFL([EEQQaD ®¥B% o
Filter: tepustream eql = Expression.. Clear Apply
No. Time Source Dwestination Protocel Info
11 2.475826 102.168.1.100 162.168.1.2 TCP 1037 > 80 [SvN] Seq=0 win=64240 Len=0 MS5=1460 SACK_PERM=1
12 2,492338  102.168.1.2 192.168.1.100 TP 80 > 1037 [S¥N, ACK] Seq=0 Ack=1 Win=14600 Len=0 M55=1460 SACK_PERM=1
13 2.492615 102.168.1.100 162.168.1.2 TP 1037 > 80 [Ack] Seq=1 Ack=1 Win=64240 Len=0
14 2.493186 192, 168.1.100 1.0
15 2.493214 192.168.1.2 [l Follow TCP Stream S S— -
16 2.544580 192.168.1.2 - — — = E
17 2.547392  192.166.1.2 Stream Content
16 2. 547564  192.168.1.100 -
ng tdss /cremds /main HTTP,
19 2. 547977 192.168.1.100 user-agent: Mozilla/s.o r(n"‘pat'lh'lP MSIE 6.0; windows NT 5.1; 5V1)
20 2.548000 192.168.1.2 Ho;t web3in st cam
Pragma: no-cd iche
# Frame 11: 62 bytes on wire (496 b
v Ethernet 11, src: 00:0Ci29:87:a7:9 " . 1037 5 183 .. 3 = Aei ene
 internet protocol, src: 192, 168. 14 Eind || Save As || Brint| 152.168.1.100:1037 132.168.1.2:30 (141 bytes) i) ASCH ) EBCDIC Hex Dump CAmays @ Raw
+ Transmission comtrol Protocol, srq |
Help Filter Out This Stream Llose

MEMORY ASQUISITION
To start with, acquire the memory image from 192.168.1.100, using memory acquisition tools. For the
sake of demo, the memory dump file is named as “infected.vmem”.

ANALYSIS
Now that we have acquired “infected.vmem?”,
analysis framework

let’s start our analysis using Volatility advanced memory

STEP 1: START WITH WHAT YOU KNOW
We know from the security device alert that the host was making an http connection to web3inst.com
(192.168.1.2). So let’s look at the network connections.

Volatility’s connscan module, shows connection to the malicious ip made by process (with pid 888)

L] I'Nhﬂbl‘... rvnluﬂlity 2.3 beta

y_2.3 beta# python vel.py -f infected.vmem comnscan
Volatile 5]"'51?111; Volatility Framework 2
offset(P)

2.3 _beta

Local Address Remote Address

192.168.1.2:80

www.eForensicsMag.com
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STEP2: INFO ABOUT WEB3INST.COM

Google search shows this domain(web3inst.com) is known to be associated with malware, probably
“Rustock or TDSS rootkit”. This indicates that source ip 192.168.1.100 could be infected by any of these
malwares, we need to confirm that with further analysis.

Rustock Rootkit Variants and TDSServ Kit - NoBirusThanks Blog
blog.noviristhanks.org/2008/12/rustock-rootkit-variants-and-tdsserv-kit/ ~

Dec 27, 2008 - ... .data:1000BFF4 000000235 C hxxp://web3inst.com/tdss/cremds/main <:
.data:1000C01C 00000025 C hxxp://webdinst.com/tdss/cremds/main ...

web3inst.com dropped on 2011-04-11 | Tools4Domains
www.toalsddomains.com/dropping_domains/01-22.. /web3inst.com -

web3inst.com was available from SnapMames or NameJet on Friday 22 January 2010
01-22-2010 DETAILS ...

Antivirus scan for 889057 11aac45079080c934486b3bfcT at 2013 ...
www.virustotal.com/latest-report.html?resource... =

.. control codes directly to certain device drivers making use of the DeviceloControl
Windows API function. DNS requests. web3inst.com. UDP communications.

Antivirus scan for 24a68f9025dfdedb0dbe03deb1d691cE at 2013 ...
www_virustotal.com/latest-report.html?resource...
Network au:twlty DNS requests web3inst.com. UDP communications. <

e e e r PR— [ A o T NS

STEP 3: WHAT IS PID 888?
Since the network connection to the ip 192.168.1.2 was made by pid 888, we need to determine which
process is associated with pid 888. “psscan” shows pid 888 belongs to svchost.exe.

i—/volatility 2.3 beta# python vol.py -f infected.vmem psscan
Volatile Systems Volatility Framework 2.3 _beta

Time created Time exited
wnipruse.exe BxBec88248 8-15 17:88: uTC+o008
alg.exe @xbec80186 2012-88-15 17:08: uTc+eeee

0x0931cdad winlogon.exe 6 b Ox0ec80060 2012-08-15 17:08: uTc+ooee
0x893db348 VMwareTray.exe BxBecB80260 2012-88-15 17:08: UTC+0008
0x093e72ch® VMwareUser.exe Ox0ecBO280 2012-88-15 17:08: UTC+0000
8x89418bed wuauclt.exe 52 BOxbecBD2aBd 2012-10-87 12:46: UTC+o008
tdl3.exe 0x0ecBO2cO 2012-10-07 12: H uTC+0000 2012-10-97 12:46:57 UTC+0000
VMUpgradeHelper 0x0ec80led 2012-08-15 17:08: UTC+0000
vmtoolsd. exe BxBec88lcd 2012-88-15 17:08: UTC+8808
msiexec.exe @xbec802ed 2012-16-67 12:46: uTC+oe0e
explorer.exe OxbecB0220 2012-06-15 17:08: uUTC+0000
0x09446dad spoolsv.exe Ox0ec8Olad 2012-08-15 17:08: UTC+0000
0x89457520 services.exe 56 OxBecB800B0 2012-88-15 17:08: UTC+0008
0x894d7828 svchost.exe BxBecBOl60 2012-88-15 17:08: uUTC+oBo08
0x894dadad svchost.exe 0x0ec80120 2012-88-15 H::H UTC+0000
0x094df530 svchost.exe Ox0ec80100 2012-08-15 H:-H UTC+0000
0x894eBaad svchost.exe BxBec88146 2812-088-15 :08: UTC+8808
vmacthlp.exe @xbec886ch 2012-88-15 :88: uTC+e08e
svchost.exe OxbecObed 2012-08-15 :08; UTC+0000
el C5rss.exe h34 76 OxDectiobdn 2012-08-15 17:08:21 UTC+0000
SMSS . eXe Ox0ecB0020 2012-88-15 108; UTC+0008

STEP 4: YARA SCAN

Running the YARA scan on the memory dump for the string “web3inst” confirms that this domain (we-
b3inst.com) is present in the address space of svchost.exe (pid 888). This confirms that svchost.exe was
making connections to the malicious domain “web3inst.com”

:~/volatility_2.3_beta# python vol.py -f infected.vmem yarascan -Y "web3inst"
Volatile Systems Volatility Framework 2.3 _beta
Rule: rl
Owner: Process svchost.exe Pid 888

0x100Uug7ub 77 ©5 0Z 33 09 ve 73 74 2e 63 6f 6d 2f 74 64 73  web3inst.com/tds
0x1000471b 73 2f 63 72 63 6d 64 73 2f 6d 61 69 Ge 00 00 00 s/crcmds/main. . .
0x1000472b 00 68 74 74 70 3a 2T 2T 77 65 62 34 69 6e 73 74 .http://webdinst
0x1000473b 2e 63 6f 6d 2f 74 64 73 73 2f 63 72 63 6d 64 73 .com/tdss/crcmds

STEP 5: SUSPICIOUS MUTEX IN SVCHOST.EXE
Now we know that svchost.exe process (pid 888) was making connections to the domain “web3inst.

com”, lets focus on this process. Checking for the mutex created by svchost.exe shows a suspicious mu-
tex “TdIStartMutex”

« =



i~/wolatility 2.3 beta# python vol.py -f infected.vmem handles -p 888 -t Mutant
Volatile Systems Volatility Framework 2.3 _beta
of fset(V) Pid Handle Access Type Details
Bx88fddags BB 6x24 6x1feeel Mutant SHIMLIB LOG MUTEX
888 0x15c  6x1feedl Mutant {A3BD3259-3E4F-428a-84C8-FO463A9D3EBS}
888 0x164 0x1feeel Mutant
888 Oxle@ 0x1feE01 Mutant
888 Oxlec  0x120001 Mutant ShimCacheMutex
0289029578 888 Ox1f8  0x1feeel Mutant
0x8921f7f8 888 0x200  Bx1fee0l Mutantk
0x8921f788 888 0x208  0x1feeel Mutant
OxB8fBc720 888 0x226 ©6x1fee0l Mutant T46bbf3569adEncrypt
0x89219ce8 888 0x246  6x1feeel Mutant
0x88194340 888 B0x28c  0x1fp081 Mutant
BxB95324a8 BB8 Bx34c Bx1fee81 Mutant TdlStartMutex
OxB9tEa 0 G UX3GE UX1Z0001 FUTANT DBWLIAMOTER
0x88Tc9648 888 0x3f4 0x100000 Mutant _!MSFTHISTORY! _
888 0x408  0x1f0001 Mutant c:!windows ! system32!config!systemprofile!local settings!temporary internet files!cq

888 B0x414  0x1fBBO1 Mutant c: |windows | system32 | config!systemprofile! cookies!
888 0x426  0x1f0001 Mutant c:!windows !system32!config!systemprofile!local settings!'history'history.ie5!
BxB890f72f0 888 0x430  0x100000 Mutant WininetStartupMutex
0x891dbda8 888 Bx434 8x1foeel Mutant
0x89249498 sa8 Ox438  0x100000 Mutant WininetProxyRegistryMutex
0x8923chds 888 Bx448  ex1feeel Mutant
0xB88fhfa00 888 0x454 0x100000 Mutant RasPbFile
Bx891lefs60 888 Ox4b®  exlfeeel Mutant ZonesCounterMutex
0xB91dfETE 888 0x538 Bx1f6001 Mutant ZonesLockedCacheCounterMutex

STEP 6: INFO ABOUT THE MUTEX
Google search shows that this suspicious mutex is associated with TDSS rootkit. This indicates that the
mutex “TdIStartMutex” is malicious.

Google  Tdstarmutex s

Web mages Maps More Search tools

TROJ TDSS.FC - Produkte fiir den Mittelstand - Trend Micro ...
about-threats.trendmicro.com/archiveMalware.aspx?language=de... ¥

Mar 13, 2009 - IL credles e fullowing mulex o ensue hal only one inslance of ilsell is
running in memory: TDIStartMutex. Analysis By: Jasper Manuel.

BackdoorW32/TDSS - F-Secure

www.f-secure.com » Threats » Virus and threats descriptions ~
\TdiStariMutex. Nelwork Conmeclions. Allempls o conmecl wilh HTTP Llo: hexpd/d
HNdXproportal1.com/tdss:)... /main; nxxp://stableciickz1.comitass2|.../main ...

Encyclopedia enlry: Trojan:Win32/Alureon.gen!S - Leam more aboul ...
www.microsoft.com » Home » Learn more about malware ~

0% - When run, it creates a unique mutex named "TdIStartMutex” to ensure
Lhere is only one inslance running al a lime. Once inslalled, the regislry ...

Ko
Nov 3,

STEP 7: FILE HANDLES OF SVCHOST.EXE
Examining file handles in svchost.exe (pid 888) shows handles to two suspicious files (DLL and driver
file). As you can see in the below screenshot both these files start with “TDSS”

:~/volatility 2.3 beta# python vol.py -f infected.vmem handles -p 888 -t File
Volatile Systems Volatility Framework 2.3 beta
Pid Handle Access Type Details

0x12019f File ‘\Device\WMIDataDevice
8x12019f File \Device\Termdd
B8x12019f File \Device\Termdd
0x12019f File ‘\Device\NamedPipe\Ctx WinStation_API_service
08x12019f File \Device\NamedPipe\Ctx_WinStation API_service
6x12019f File \Device\Termdd
08x12019f File \Device\Termdd
6x12019f File \Device\WMIDataDevice
0x100020 File ‘\Device\HarddiskVolumel\WINDOWS\Win5x5\x86_Microsoft.Windows. Common-Controls_6595b64
ik 3
0x348  Ox120089 File ‘\Device\HarddiskVolume1\WINDOWS'system32\TDSSoiqh. dll
0x358 ©0x120089 File \Device\HarddiskVolumel\WINDOWS\system32\drivers\TDSSmqxt.sys
Gx55H GXIBT Tite Device (Hamedr [pe’s To 530
Bx35c Bx187 File ‘\Device‘\NamedPipe' TDSS5cmd
0x360 6x187 File ‘\Device\NamedPipe\TDSScmd
8x364 08x187 File \Device\NamedPipe\TD55cmd

www.eForensicsMag.com € »
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STEP 8: DETECTING HIDDEN DLL

Volatility’s dlllist module couldn’t find the DLL starting with “TDSS” whereas I[drmodules plugin was able
to find it. This confirms that the DLL (TDSSoigh.dll) was hidden. malware hides the DLL by unlinking from
the 3 PEB lists (operating sytem keeps track of the DLL’s in these lists)

:~/volatility 2.3 beta# python vol.py -f infected.vmem dlllist -p 888 | grep -i tdss
Volatile Systems Volatility Framework 2.3_beta
:~/volatility 2.3 beta# python vol.py -f infected.vmem ldrmodules -p 888 | grep -i tdss

Volatile Systems Volatility Framework 2.3_beta
888 svchost.exe 0x10000000 False False False \WINDOWS\system32\ oigh.dll
:~/volatility 2.3 beta# |

STEP 9: DUMPING THE HIDDEN DLL
In the previous step hidden DLL was detected. This hidden DLL can be dumped from the memory to disk
using Volatility’s dlldump module as shown below

:~/wolatility 2.3 beta# python vol.py -f infected.vmem dlldump -p 888 -b 0x10000008 -D dump
olatile Systems Volatility Framework 2.3 beta
Process(V) Name Module Base Module Name Result
0x892ea5d8 svchost.exe 0x010000000 UNKNOWN
:~/volatility 2.3 beta#

OK: lnodule.888.94ea5d8.10000000.d11

moc[j:;lle. 888.
94ea5d8.10000000.
dli

STEP 10: VIRUSTOTAL SUBMISSION OF DUMPED DLL
Submitting the dumped dll to VirusTotal confirms that it is malicious

S —

GData Gen:Trojan.Heur. GM.0000610110 20130709
Ikarus Packed.Wind2.Krap 20130709
Jiangmin ] 20130709
K7ANtiVirus Riskware 20130709
K7GW Riskware 20130709
Kaspersky 1] 20130709
Kingsoft Win32.Troj. Undef. (kcloud) 20130708
Malwarebytes 1] 20130709
McAfee Artemis!|3CCE3463DB2E 20130709
McAfee-GW-Edition Artemis|3CCE3463DB2E 20130709
Microsoft VirTool:Win32/Obfuscator.DQ 20130709
MicroWorld-eScan [/} 20130709
MNANO-Antivirus Trojan.Wi |13m.qulb 20130709
Norman (] 20130708
nProtect [} 20130709
Panda Generic Worm 20130709
PCTools Trojan.Gen 20130709
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Looking for the modules in all the processes that start with “TDSS” shows that msiexec.exe process (pid
1236) has reference to a temp file (which is starting with TDSS) which is suspicous.

t ty_2.3_beta# python vol.py -f infected.vmem ldrmodules | grep -i tdss
Volatile Systems Volatility Framework 2.3_beta
888 svchost.exe 0x10000000 False False False \WINDOWS\system32\ oigh.dll

1236 msiexec.exe 0x10000000 True True True \DOCUME~1\ADMINI~1%\LOCALS~1\Temp\ f184. tmp
1236 msiexec.exe 0x77dd0000 True True True \DOCUME-1\ADMINI-1\LOCALS-1\Temp\ f193. tmp

STEP 12: SUSPICIOUS DLL LOADED BY MSIEXEC
Examining the DLL’s loaded by the process msiexec (pid 1236) using dlllist module, shows a suspicious
dll (dll.dll) loaded by msiexec process.

- python vifl.py -f infected.vmem dlllist -p 1236
Volatile Systems Volatility Framework 273_beta

b o o o o A o o o o o o o o o o o o oo o o o o

msiexec.exe pid: 1236
Command line : C:\WINDOWS\system32\msiexec.exe /V
Service Pack 3

Size LoadCount Path

0x16000 oxffff C:\WINDOWS\system32\msiexec.exe
oxafooe Oxffff C:\WINDOWS\system32\ntdll.dll
0xf6000 Oxffff :\HINDOWS\5y5tem32\ke#n9132.dll
0x58000 Oxffff C:\WINDOWS\system32\msvcrt.dll
0x9b06o 0xffff C:\WINDOWS\system32\ADVAPI32.d1ll
0x92000 Oxffff C:\WINDOWS\system32\RPCRT4.dll
0x11000 Oxffff C:\WINDOWS\system32\Secur32.dll
Bx91008 Oxffff C:\WINDOWS\system32\USER32.dll
Bx49888 Oxffff C:\WINDOWS\system32\GDI32.d1l
0x13deee Oxffff C:\WINDOWS\system32\ole32.dll
0x2bcoeo oxffff C:\WINDOWS\system32\msi.dll
0x26000 6x1 C:\WINDOWS\system32\ShimEng.dll
0x1caboe 0x1 C:\WINDOWS\AppPatch\AcGenral.DLL
0x2d00e 6x2 C:\WINDOWS\system32\WINMM.dll
0x8b006 Bx3 C:\WINDOWS\system32\OLEAUT32.d1l1l
Bx150008 Bx1 C:\WINDOWS\system32\MSACM32.dll
Bx8008 B8x3 C:\WINDOWS\system32\VERSION.d1l
Ox817000 Bx1 C:\WINDOWS\system32\SHELL32.dll
0x76000 6x5 C:\WINDOWS\system32\SHLWAPI.dll
0xb4000 6x1 C:\WINDOWS\system32\USERENV.dll
Ax3RANA _: \WTNDOWS\ system32\UxTheme,dl1l
0x2b060 :\WINDOWS\system32\d1Ll.d11l
0x1d0oe :\WINDOWS\ system32\IMM32.DLL
0x103000 : \WINDOWS\WinSx5\x86_Microsoft.Windows .Common-Controls_6595h64144ccfldf_6.0.26

STEP 13: DUMPING DLL AND VT SUBMISSION
Dumping the suspicious DLL (dll.dll) and submitting to VirusTotal confirms that this is associated with
TDSS (Alueron) rootkit

:~/volatility 2.3 beta# python vol.py -f infected.vmem dlldump -p 1236 -b 06x10000000 -D dump
olatile Systems Volatility Framework 2.3 beta
Process (V) Name Module Base Module Name Result

OK: mogule.1236.943c778.10000000.d11

www.eForensicsMag.com € »
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CIAmMA Y ] 20130709

Commiouch -] 20130709

Comodo & 20130708

Do BackDoor. Tdss.30 20130709

Emsisait Trojan.Dropper. STN (B 20130709

eSale ] 20130709

ESET-NOD32 o 20130709

F-Prol -] 20130709

F-Seure Trojan. Dropgern STH 20130709

Fortinet 2 20130709

GData Trojan. er. STH 20130709

Ikanus Troj A2_Alureon 20130703

Jiangmin ] 20130709

KTARIVInS -] 20130709

KIGW ] 20130709

Kaspersiy & 20130709

Kingsoit Win32.Troy. TDES.ae. 102400 20130708

STEP 14: HIDDEN KERNEL DRIVER

In step 7 we also saw reference to a driver file (starting with “TDSS”). Searching for the driver file using
Volatility’s modules plugin couldn’t find the driver that starts with “TDSS” whereas Volatility’s driverscan
plugin was able to find it. This confirms that the kernel driver (TDSSserv.sys) was hidden. The below
screenshot also shows that the base address of the driver is “0xb838b000” and the size is “0x11000”

2 python vol.py -f infected.vmem modules | grep -i tdss
Volatlle Systems volatlllty Framework 2.3_beta

olatility 2.3 beta# python vol.py -f infected.vmem driverscan | grep -i tdss
volatlle Systems Volatility Framework 2.3_beta
0x09732138 2 6 0xb838ho0oo 0x11600
~/volatility 2.3 beta# |

serv.sys \Driver\ serv.sys

STEP 15: KERNEL CALLBACKS
Examining the callbacks shows the callback (at address starting with 0xb38) set by an unknown driver

python vol.py -f infected.vmem callbacks
Uolatlle Systems Uolatlllty Framework 2.3_beta

IoRegisterShutdownNotification
IoRegisterShutdownNotification
IoRegisterShutdownNotification
IoRegisterShutdownNotification
IoRegisterShutdownNotification
IoRegistershutdownNotification
IoRegisterShutdownNotification
IoRegistershutdownNotification
IoRegisterShutdownNotification
ToRegisterShutdownNotification
ToRegisterShutdownNotification
GenericKernelCallback
GenericKernelCallback
GenericKernelCallback
GenericKernelCallback
KeRegisterBugCheckReasonCallback
KeRegisterBugCheckReasonCallback
KeRegisterBugCheckReasonCallback
KeRegisterBugCheckReasonCallback
KeRegisterBugCheckReasonCallback
KeReaisterBuaCheckReasonCallback
PsSetLoadImageNotifyRoutine
PsSetCreateProcessNotifyRoutine
PsSetCreateProcessNotifyRoutine
CmRegisterCallback

:—/wolatil L"‘L‘y 2.3 aff

Callback

0xba53fcba
B0xba53fcba
Bxba53fcba
BOxba53fcba
Bxbadb65be
0xbadbb5he
0xba8b873a
0xba74azbe
Bxba5e78f1
8x8685cdefd
Bx805f5d66
8xb838elfB
8xb838d8e9
Oxbadfeafe
Oxbadfa7ba
Oxbad74abs
BOxbad74a70
Oxbad74a28
0xba51clbe
Bxba51clle
0xba533522
Bxb838e0l08
Bxbadfa7b4
Bxb838daed
Bxbadfeafe

VIDEOPRT.SYS
VIDEOPRT.S5YS
VIDEOPRT.SYS
VIDEOPRT.SYS
Fs_Rec.SYS
Fs_Rec.SYS
MountMgr.sys
ftdisk.sys
Mup.sys
ntoskrnl.exe
ntoskrnl.exe
UNKNOWN
UNKNOWN

CaptureRe...itor.sys
CapturePr...itor.s

mssmbios.sys
mssmbios.sys
mssmbios.sys
USBPORT . SYS
USBPORT.SYS
VIDEOPRT.SYS
UNKNOWN
CapturePr.
UNKNOWN
CaptureRe. .

Module

.dtor.

.itor.

Details

\Driver\mnmdd
\Driver\RDPCDD
\Driver\VgaSave
\Driver\vmx_svga
\FileSystem\Fs_Rec
\FileSystem\Fs_Rec
\Driver\MountMgr
\Driver\Ftdisk
\FileSystem\Mup
\FileSystem\RAW
\Driver\WMIxwWDM
SMBiosDa

SMBiosRe

SMBiosDa

USBPORT

USBPORT

Videoprt
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STEP 16: EXAMINING THE UNKNOWN KERNEL DRIVER

The below screenshot shows that this unknown driver falls under the address range of TDSSserv.sys.
This confirms that unknown driver is “TDSSserv.sys”

~/volatility 2.3 beta# python vol.py -f infected.vmem driverscan | grep -i ©xb838
Uulatl'l_u Systems 'Jnlatl'lltv Framework 2.3 beta

0x09732138 p. 0 booo 0x11000 TDSSserv.sys \Driver\TDSSserv.sys

:~/volatility 2.3 beta#

STEP 17: KERNEL API HOOKS
Malware hooks the Kernel API and the hook address falls under the address range of TDSSserv.sys (as
shown in the below screenshots)

: ~/vol ; a#t python vol.py -f infected.vmem apihooks -P -Q
Uolaule Systems Uolatllrty Framework 2.3 beta

e e o e e o e o e e sk o ke o sk ke ok s ok e sk ok sk sk s ok sk sk sk ok sk sk sk ok sk sk ok ok e ke s ok e e s sk e ok s ok e ke sk o e ok ke o s ok ok ok ok ke sk ke ok ok

ook mode: Kernelmode

ook type: Inline/Trampoline

ictim modula: ntockrnl axe (AxRAAd7AAA . AxRAACFS2A)
unction: ntoskrnl.exe!IofCompleteRequest at 0x804eelb®
ook address: 6xb838d6bb

ooking module: <unknown=>

Disassembly(0):

ix804eelbd ff2504c254860 JMP DWORD [©x8054c204]
)x804eelbb cc _INT

ix804eelb? cc L INT

hx804eelb8 cc INT

x804eelb9 cc INT

ix804eelba cc INT

x804eelbb cc INT

ix804eelbc 8bff MOV EDI, EDI
hx804eelbe 55 PUSH EBP

Ix804eelbf 8bec MOV EBP, ESP
IxB804eelcl 56 PUSH ESI

Ix804eelc2 T1514774d80 CALL DWORD [0x804d7714]

:~/volatility 2.3 beta# python vol.py -f infected.vmem driverscan | grep -i ©6xb838
Volatile Systems Volatilitv Framework 2.3 beta
0x09732138 2 0 booe 0x11000 TDSSserv.sys \Driver\TDSSserv.sys

:~/volatility 2.3 beta#

STEP 18: DUMPING THE KERNEL DRIVER
Dumping the kernel driver and submitting it to VirusTotal confirms that it is TDSS (Alureon) rootkit

Volaule Systems '-.I'olat:.'l.J.ty Framework 25 beta

0x0b838b000 §INKNOWN
s~ volz it

www.eForensicsMag.com @ \»)
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F-Prot W32/ Trojan3. WZ 20130709
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Fortinat W32TDSS Bltr 20130708
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lkearus Trojan. Win32 [IIEES 20130709
Jiangmin L] 20130709
K7AntiVirus Trojan 20130709
K7GW 9 20130709
Kaspersky UDS: DangerousObject. Multi.Generic 20130709
Kingsoft Win32.Troj.Generic.a.(kcloud) 20130708
Malwarebytes e 20130709
MecAfes genericibg beg X 20130709
McAfee-GW-Edition genericlbg.bcg 20130709
Microsoft Trojan:WinNT/Alureon.D 20130709
MicroWorld-eScan [} 20130709
MNAMO-Antivirus Trojan.Win32.ZPACK. zkens 20130709
Norman TDSS55en.AM 20130708
CONCLUSION

Memory forensics is a powerful technique and with a tool like Volatility it is possible to find and extract
the forensic artifacts from the memory which helps in incident response, malware analysis and reverse
engineering. As you saw, starting with little information we were able to detect the advanced malware
and its components.
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SCIENCE FORTRUSTING RECORDS AND DATA

by Luciana Duranti University of British Columbia and Corinne Rogers

University of British Columbia

Both archival and digital forensics methods and principles

evolved out of practice and grew into established professional
disciplines by developing theoretical foundations, which then

returned to inform and standardize that practice. Digital Records
Forensics is a new discipline arising from the intersection of

What you will learn:

« Readers will be introduced to the

concepts of archival diplomatics
made explicit in the Chain of Pres-
ervation model of record creation

« Maintenance,
« Preservation,
« Links these concepts to concepts

of digital forensic investigation.

What you should know:

« Basic familiarity with archival the-

ory would be helpful, but is not es-
sential.

* Readers should know the princi-

ples of digital forensics.

digital forensics and archival science to identify records in digital
systems, assess their authenticity, and establish the requirements
for their long-term preservation.

archival preservation activities in order to understand moments in which

digital records as understood by archival science, and digital evidence as
understood by digital forensics, may be identified, their authenticity assessed,
their reliability and integrity managed and preserved. The paper shows how
digital forensics can enhance archival science and practice, and how the in-
tegration of archival theory of records and archives can further develop digital
forensics as a discipline and help it in accomplishing its purposes.

T his paper introduces areas of convergence between digital forensics and

Trusting the reliability and assessing the authenticity of digital files, records,
documents and data is critical for law enforcement and security profession-
als, archivists and records managers, and all kinds of organizations and indi-
viduals. Digital forensics practitioners are tasked with finding, securing, and
analyzing such material in an increasing variety of contexts. While digital fo-
rensics excels at collecting, preserving, transporting, and storing digital ma-
terial, other functions of the digital forensics process are not as highly de-
veloped, for example, the ability to attribute authorship and provenance, or
to analyze trustworthiness (Carrier, 2003; Cohen, 2012). The “single largest
gap” in digital forensics practice has been identified as the explicit identifica-
tion of information flows in investigations, for example how identity is tracked,
how evidence is authenticated, or how chain of custody is maintained (Ciard-
huain, 2004). The knowledge of the digital archivist can help. A significant
challenge to both forensic and archival fields is the identification of records
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(archival focus) and evidence (digital forensics focus) in digital systems, and establishing their contexts,
provenance, relationships, and meaning. The authors present areas of cross-fertilization and introduce
a new research project that will take this work further.

While the tools and technological challenges of digital forensics are determined by the medium that is
the subject of analysis (for example, forensic techniques specific to mobile devices, hard drives, or net-
works), and those of archival science are determined by the nature and characteristics of the information
that it is meant to control, preserve and make accessible, there are common theoretical underpinnings.
The digital forensics specialist is concerned with identifying digital objects and traces that may serve as
evidence of criminal or other activity, and analyzing those objects for their evidentiary capacity, that is,
for their attribution, integrity, and verifiability. Privileged or confidential information must also be identi-
fied and protected from unauthorized disclosure. The digital archivist is concerned with identifying digital
objects that have been created as records of actions and transactions, facts and events, and assessing
their reliability, authenticity, and accuracy in order to guarantee a trustworthy memory and historical ac-
countability (The archivist defines ‘record’ with distinct specificity: in archival science a record is a docu-
ment (i.e. recorded information) made or received in the course of a practical activity, and saved for fu-
ture action or reference. Records serve accountability — both legal-administrative and historical; are the
basis of future decision-making, are evidence of past events, actions and transactions etc., and must
satisfy admissibility requirements when submitted as evidence at trial). When an archivist acquires mate-
rial from a digital storage device or network for appraisal and accessioning into a trusted repository, it is
critical that s/he be able to uniquely identify the records, analyze them to ascertain their provenance, as-
sess their authenticity and accuracy, establish existing issues regarding intellectual property, copyright,
legal privilege, or track personal information that will be subject to redaction, data privacy protection, or
access restrictions.

In assessing the identity and integrity of records stored in a variety of digital media, attesting to their
accuracy, locating and protecting sensitive information, and acquiring them without alteration, archivists
are required to act as forensic investigators. Digital forensics experts are similarly called to act as archi-
vists when identifying, describing and preserving digital documentary evidence. Each domain possesses
skills necessary and relevant to the other. Digital forensics has already claimed its place among the tools
of archival processing of digital cultural heritage holdings (John, 2008; Rogers & John, 2013). Memory
forensics tools are being used in digital archives and libraries for image capture, analysis, and reporting
with increasing sophistication (c.f. The British Library, Stanford University Library, Emory University to
name but a few sites employing these tools).

The theoretical connections between archival science and digital forensics are still being explored.
The principle of provenance is generally considered the foundational principle or theory of archival sci-
ence. Through analysis and description of the provenance of records archivists can assess “the source,
authority, accuracy, and value of the information which [the records] contained for administrative, legal
(including access to information), research and cultural uses” (Abukhanfusa & Sydbeck, 1994). The ap-
plication of the principle of provenance is widely discussed in the archival community, and the complexity
of digital records and data, and of the digital information systems containing them has encouraged archi-
vists to explore how definitions and uses of provenance are employed in related disciplines (Niu, 2013).
In the digital environment, provenance information (also known as data lineage) has a wide range of criti-
cal application areas, and generally involves ownership information and process history documentation.
However, the issue of “secure provenance,” that is, providing assurances of integrity, confidentiality, and
availability to the provenance records themselves is lacking. Furthermore, secure provenance “is the es-
sential bread and butter of digital forensics and post-incident investigation of intrusions” (Hasan, Sion, &
Winslett, 2007). Archival theory about records’ provenance and provenance analysis can bolster digital
forensics practice in this area — to give one example.

The following discussion presents one experiment of integration of knowledge between archival sci-
ence and digital forensics. The Digital Records Forensics Project (The Digital Records Forensics (DRF)
project was initiated in 2008 by Luciana Duranti, Principal Investigator, School of Library, Archival and In-
formation Studies and Anthony Sheppard, Co-Investigator, Faculty of Law (see www.digitalrecordsforen-
sics.ca). DRF was a three-year research collaboration between the School of Library, Archival and Infor-
mation Studies and the Faculty of Law at the University of British Columbia, and the Computer Forensics
Division of the Vancouver Police Department funded by the Social Sciences and Humanities Research
Council (SSHRC) of Canada), whose purpose was to adapt digital forensics methods for the archival
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purpose of assessing and maintaining the trustworthiness of digital records, developed a draft integrated
model of an archival-forensic process (DRF model). In particular, the goal of the model was to identify
points at which complementary knowledge might aid the investigative process, whether the investigation
were archival in nature, aiming to preserve trustworthy sources of societal memory, or forensic, aiming
to solve a crime or cybersecurity event. The DRF model, particularly well-suited to explain a workflow
of “memory forensics,” is descriptive and retrospective in nature, in that it seeks to abstract a workflow
or process from observation of existing situations. It can then be used prospectively to identify points of
weakness in the design of new processes, and to propose solutions to specific problems or issues.

Many models have been put forward to explain the digital forensic investigative response process (Bee-
be & Clark, 2005; Blackwell, 2011; Carrier & Spafford, 2003; Ciardhuain, 2004; leong, 2006; Kahvedzi¢ &
Kechadi, 2009; Reith, Carr, & Gunsch, 2002; Selamat, Yusof, & Sahib, 2008). However, for the purposes
of the Digital Records Forensics project, the researchers sought an abstracted model that included the
basic elements of a digital investigation in a general framework. Carrier and Spafford have presented
such a model, approaching the problem from a point of view of the computer as a crime scene, sub-
ject to crime scene investigative techniques (Carrier & Spafford, 2003). The investigation of this digital
crime scene is broken down into six phases: preservation, survey for digital evidence, documentation of
the evidence and the scene, search for digital evidence, reconstruction of events, and presentation of
the reconstruction theory. Documentation that reports on provenance, that is, where the evidence origi-
nated and how it was handled, is key to a forensically sound case. “In addition to characteristics of the
evidence source, such as a computer hardware clock or the number of sectors of a hard drive, an audit
log and chain of custody enable an independent examiner to authenticate the evidence and assess its
integrity and completeness” (Casey, 2007). Forensic soundness, expressed through reporting of secure
provenance, provides accountability.

Digital forensics specialists are bound by the demands of the scientific method to justify their tools and
techniques in identifying and authenticating digital evidence. Scientific testimony presented at trial may
be tested for credibility against four criteria:

Has the theory or technique been reliably tested?

Has the theory or technique been subject to peer review?

What are the theories’ or techniques’ known or potential error rates?

Has the theory or technique been generally accepted as a standard in its scientific community?
(Marsico, 2005)

Digital objects are therefore not examined as documentary residue of business activity—as is the case
when archivists conduct such examination, but as latent trace evidence of digital processes. They are
bound not by business rules and procedures, but by “the physics of digital information,” which governs
“the artificial digital world of bits and machines that operate on them” (Cohen, 2011). It is the physics of
digital information that is the scientific grounding of the digital forensic examiner and the source of ex-
panded understanding of provenance and other information for the digital archivist.

The roots of authority conferred upon archival and digital forensics professionals derive from the par-
ticular ontological view each has of the evidence they seek to authenticate. Despite their different per-
spectives on analysis of digital material, however, their investigative goals are the same: to identify and
authenticate digital evidence of actions and events. To that end, examiners from either profession must
establish, document, and be prepared to justify, or account for, the identity, integrity, and context of the
evidence, and their role in discovering and describing it.

The archival model of management of digital resources throughout their existence is termed the Chain
of Preservation (CoP) (The Chain of Preservation was developed by InterPARES to model all the func-
tions and activities required from the moment of record creation throughout the record’s life cycle neces-
sary to ensure that records are created reliable and maintained authentic over time and across techno-
logical change), and was developed by the InterPARES (International Research on the Preservation of
Authentic Records in Electronic Systems) Project (1998-2012) (Duranti & Preston, 2008). The purpose
of the DRF model is to unify in one model the concepts of digital forensics practice that have been pre-
viously captured in several process models and incorporate in it the InterPARES Chain of Preservation
(CoP) model for managing records throughout their life cycle. The Digital Records Forensics research
team modeled the process of conducting a digital forensics investigation in order to assess the moments
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in which records, as understood by archival science and laws of evidence, could be identified, their au-
thenticity assessed, and their reliability and integrity managed and preserved. The intention was to in-
tegrate the core requirements of digital forensics of establishing, documenting, and protecting the chain
of custody, with the CoP model for preservation of digital records that can be presumed authentic and
maintained reliable. The activities represented in the model are intended to ensure the creation and/or
collection/acquisition of trustworthy digital records to be used as evidence, their maintenance throughout
the judicial process, and their preservation over the long term for accountability, reference, further action,
or societal memory.

The DRF model has within its scope all the phases or stages in the lifecycle of digital material that may
be subject to forensic analysis in the process of investigation of a crime or security incident. It situates
this material in the context of a juridical system and considers the whole process of investigation as a
balance among available inputs, constraints or controls on the investigation, mechanisms used in the in-
vestigation, and desired outcomes or outputs from the investigation. As well, this model will seamlessly
adapt to apply digital forensics knowledge to archival processing of digital material, thereby showing the
integration of knowledge in both directions.

OVERVIEW OF THE DIGITAL RECORDS FORENSICS PROCESS MODEL

Both the DRF model and the CoP model use the IDEF@ function modeling method,

a graphical representation of the decisions, actions, and activities of an organization or system in order
to analyze and communicate the functional perspective of that organization or system. Released by the
National Institute of Standards and Technology (NIST) in 1993 as a standard for Function Modeling [34],
it proceeds in a top-down, general-to-specific modeling approach which results in a hierarchical series
of diagrams that gradually increase the level of detail in describing functions or activities and their inter-
faces within the context of a system. The most general features come first in the hierarchy, as the whole
top-level activity is decomposed into sub-activities comprised in it. Those sub-activities may be further
decomposed until all the relevant details of the system being modeled are adequately exposed and de-
scribed. Each box represents a single function or activity to be modeled. For each function or activity,
the inputs, controls, outputs, and mechanisms are identified. Inputs are information, materials, objects,
or data that are consumed, or transformed by the activity to produce outputs. Controls are conditions re-
quired to produce the correct output. Controls impose rules that regulate the performance of an activity.
Mechanisms are the physical resources or means used to perform or facilitate the activity. They may be
people, infrastructure, or equipment. Outputs are information, materials, objects, or data that are pro-
duced by the activity. If an activity does not produce any outputs, it should not be modeled.

A-0: Conduct Digital Forensics. This top-level diagram delineates the subject of the model and its over-
all context. The bounding arrows represent the primary inputs, controls, mechanisms, and outputs. The
activities represented in this diagram and all subsequent decompositions are intended to ensure the cre-
ation and/or collection of trustworthy digital records to be used as evidence, their maintenance through-
out the judicial process, and their preservation over the long term for accountability, reference, or further
action (see Figure 1).
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Figure 1. Conduct Digital Forensics A-0

WHAT ARE THE CONSTRAINTS ON THE DIGITAL RECORDS FORENSICS PROCESS?

Digital forensics is always conducted within the context of constraints and controls imposed by the juridi-
cal system in which the investigation takes place, the resources available to undertake the investigation,
and the principles of digital forensics that are recognized through methodological and theoretical devel-
opment of the discipline.

Resources available to the investigator include personnel, financial support, tools and technology, and
specialized, or domain knowledge.

Digital Forensics Principles have developed to support the purpose of digital forensics investigations.
They have been summarized by a variety of domain experts, and include under the guiding principle:
“Action taken to secure and collect electronic evidence should not change that evidence” (US Depart-
ment of Justice, 2001) concepts of

Integrity
Authentication
Reproducibility
Non-interference
Minimalization

These principles are themselves governed by the laws of evidence, and relevant national and interna-
tional standards. Finally, the investigation will also be constrained by the organizational framework within
which it directly takes place.
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WHAT ARE THE MECHANISMS INSTRUMENTAL TO THE DIGITAL RECORDS FORENSICS

PROCESS?

Many resources are required to conduct a successful digital forensic investigation. Most commonly,

these will include litigators, investigators, digital forensics experts, and the tools, equipment and facilities

they use. The model recognizes that, in a digital records forensic process, records managers also play

an important role in identifying records in context and offering domain expertise in records related issues

such as privacy, assessment of authenticity, reliability, and accuracy, and requirements for preservation

and access.

WHAT ARE THE IMPORTANT INPUTS TO THE DIGITAL RECORDS FORENSICS PROCESS?

By definition, the inputs at the top level of the model represent information or objects that originate out-
side of the activity being modeled. In a digital records forensics investigation of a crime or system breach,
an indicator is required — some information about unusual, suspicious, or criminal activity. The indicator
may result in a complaint — a written or oral request to investigate. The activity may be conducted on a
live digital system, on digital materials collected by an investigator, or materials produced by the other
party. The activity may also be supported by records authored by the investigator, or by exhibits released
from the court with their accompanying documentation.

WHAT ARE THE KEY OUTPUTS OF THE DIGITAL RECORDS FORENSICS PROCESS?

Many different outputs may proceed from the top level activity, but all can be categorized as evidence
submitted to counsel or to court, materials stored or preserved from the case and its investigation, and
physical property that may be returned to its rightful owner at the completion of the investigation or trial.
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Figure 2. Conduct Digital Forensics A0

The model distinguishes six main activities (Figure 2): 1) Prepare for forensic analysis; 2) Collect au-
thorized digital materials; 3) Analyze digital materials; 4) Reach Conclusions; 5) Submit evidence pack-
age; and 6) Manage case materials.
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INTEGRATING DIGITAL FORENSIC AND ARCHIVAL PRACTICE MODELS

The traditional archival practice of ensuring the authenticity of records over time through evidence of
an unbroken chain of custody alone is inadequate for digital records. The creation, maintenance, and
preservation of digital records that can be proven reliable and presumed authentic over time and across
technological change rely on processes and controls that protect them from corruption and maintain their
identity and integrity (Duranti & Preston, 2008). Mapping activities in the DRF model to the CoP model
allows for greater cross-disciplinary understanding of common terminology, and identifies moments at
which domain knowledge may be shared to enhance the process of analysis of digital material.

The following example illustrates this process, and the possibilities for further research. The CoP model
distinguishes four main record activities: (1) managing the framework for the chain of preservation, (2)
managing the process of records creation, (3) managing records in a recordkeeping system, and (4) pre-
serving selected records (Duranti & Preston, 2008). This example compares activity decomposition from
the fourth activity of the CoP model (A4 Manage Records in a Permanent Preservation System) with the
activity decomposition from the third activity area of the DRF model (A3 Analyze Digital Materials).
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Figure 3. Manage Records in a Permanent Preservation System (CoP)

Figure 3 shows the overview of the activity, Manage Records in a Permanent Preservation System,
from the CoP model. This activity involves actions associated with preserving records to ensure their
continuing authenticity while in the custody of the designated preserver. Key activities include appraisal
and selection of records of permanent value, capture, preservation, description, and output of selected
records. These activities may be mapped to the activities involved in analyzing digital materials — A3 of
the DRF model. For example, the process of record appraisal and acquisition (CoP A4.2-4.3) shares fea-
tures and purposes of preparation and extraction of digital material (DRF A3.1-3.2) (see Fig. 4). By inte-
grating the archival principles embedded in the CoP model that ensure records’ authenticity and reliabil-
ity into the principles of digital forensics that guarantee integrity, authentication, and verifiability of digital
material, patterns may be developed that solve issues challenging both domains.
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NEXT STEPS - INTERPARES TRUST

The CoP model used to map to the general model of the digital records forensics process is undergoing re-
view and revision as a result of the rapid adoption of cloud services in the creation, management, storage
and preservation of digital records. Modeling the Chain of Preservation specifically for records in the cloud
is necessary to address concerns over issues related to jurisdiction, privacy, security, authenticity, validity,
integrity, and completeness. Thus, in April 2013, a new international multidisciplinary project involving uni-
versities, governments, businesses, and cultural heritage institutions in six continents and thirty countries
began its research activities aimed to address such issues. This project, which is funded until 2019 by the
Social Sciences and Humanities Research Council of Canada and by all participating partners, is the fourth
phase of InterPARES research, and addresses the issue of trust in records and archives created, used,
maintained and/or permanently preserved online, thereby taking the name of InterPARES Trust (ITrust).

The goal of ITrust is to generate the theoretical and methodological frameworks that will support the
development of integrated and consistent local, national and international networks of policies, proce-
dures, regulations, standards and legislation concerning digital records entrusted to the Internet, to en-
sure public trust grounded on evidence of good governance, a strong digital economy, and a persistent
digital memory.

Reviewing the Chain of Preservation model and revising it for records and data hosted by third party
service providers addresses the following questions:

* Are requirements for the preservation of digital records identified in InterPARES 1 and 2 applicable
to records in the cloud?

* What additional requirements does forensic readiness impose on preservation of records in the
cloud?
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* How can these requirements be satisfied when records are stored by third party service providers?
* Are there special requirements for records that are discovered and delivered via the internet?
* How can such requirements be implemented?

Because records and archives entrusted to third party providers must satisfy the requirements of reli-
ability, authenticity (i.e. identity and integrity), accuracy, usability, accessibility, and preservability, so that
transparency and accountability (legal, administrative, and historical) are ensured, and documentary evi-
dence is protected together with the documentary sources for history, the collaboration of all disciplines
concerned with these qualities of records and archives is necessary to the success of InterPARES Trust,
and digital forensics has a special role in determining the outcome of this research project.

The theory and methods identified to reach the objectives of InterPARES Trust are those of archival sci-
ence, resource management, policy design, textual analysis, visual analytics, risk management, and mod-
eling. Although digital forensics is not expressly indicated in the research proposal, it is not an absentee;
rather, digital forensics is a stone guest. The ancient expression “stone guest” refers to a looming but invis-
ible presence, silent and therefore disturbing and unpredictable, of which everyone is aware but which no
one mentions. While it is clear that digital forensics practices and procedures would be useful, if not outright
necessary, in carrying out this research project, it is difficult when outlining a theoretical and methodological
approach to research to refer to specific activities or processes rather than to the body of knowledge of a
recognized discipline. And digital forensics is hardly perceived as an autonomous discipline.

There is a vast literature on the concept of discipline that proposes very different definitions and inter-
pretations. Liles et al. (1995) build upon the analysis of the existing definitions and suggest that a dis-
cipline must have “six basic characteristics: (1) a focus of study, (2) a world view or paradigm, (3) a set
of reference disciplines used to establish the discipline, (4) principles and practices associated with the
discipline, (5) an active research or theory development agenda, and (6) the deployment of education
and promotion of professionalism” [italics in the original text]. Digital forensics has some of these charac-
teristics but what separate it from a full-fledged discipline are its reactive approach, and its retrospective
outlook, which confines it to the examination of what exists.

Several decades after its recognition as an established practice, digital forensics has accumulated a
large body of knowledge that can allow it to identify recurring concepts, ideas, and principles capable of
guiding the design of systems for data, records and archives created and/or kept by third party service
providers, systems that do not have to trade transparency for safety, or control for economy. Much has
still to be done to ensure that digital forensics knowledge can be used to prevent rather than to detect
cybercrime, but the key is active collaboration with allied disciplines in the context of multidisciplinary
projects like InterPARES Trust. Just as archival science is expanding its body of theory to incorporate
knowledge from digital forensics, digital forensics experts can benefit from the study of concepts, laws
and models from the other fields involved with the InterPARES research project to foster useful transfers
to their own field, to encourage the development of a digital forensic theory in emerging areas of endeav-
or and investigation, to eliminate the duplication of theoretical efforts in different fields, and to promote
consistency of scientific knowledge.

However, in order to develop the knowledge of digital forensics, when experts bring those extraneous
concepts, laws and models into their body of knowledge, they have to make them consistent with all of
its parts (i.e., confront them with forensics concepts, principles, practice and scholarship), subject them
to a feedback process, and insert them into the fundamental structure of their knowledge system. Only
in this way will they be able to build up digital forensics as a discipline, maintaining its integrity and con-
tinuity while at the same time fostering its enrichment and growth. This paper is an invitation to start this
process of growth and change and to do it by helping records professionals to ensure that records and
archives in the cloud can be protected without renouncing transparency, accountability, and accessibil-
ity...in a word, democracy.
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From right in the beginning of Computer Forensic a set of rules,
methods and protocols where established and embedded deep
in to the law enforcement community. Traditionally a forensic
examiner would enter the crime scene and with compliance to
a court warrant he would seize a live computer systems in order
to deliver it back to the laboratory for an in depth analysis. This
methodology know as “pulling the plug” with in the forensic
community, was highly accepted and thought to be forensically
sound and applicable in court.

What you will learn:

* General understanding of impor-
tance of Memory forensics

» Techniques used in memory fo-
rensic actions

« Benefits of being able to use mem-
ory forensics

« Identification, preservation, col-
lection, examination, analysis and
presentation.

What you should know:

« Basic knowledge in digital foren-
sics field

the hard disk drive(HDD) from being overwritten, modified or deleted. It

has been proven by experts in the field of forensic, that even if the live
system is left idling or a normal should down is attempted it is highly likely that
alteration to the data on the HDD will occur.

T his protocol was established in the attempt to preserve data found on

The recent changes of the last decade in computer software and archi-
tecture brought with them a boost in application requirements and a large
increase in computer memory. These new changes reshaped the entire
software and hardware interaction layer and completely altered they way ap-
plication use and store date on a computer system, in turn this started to give
a new perspective to some forensic experts and a number of doubts where
created about the way an investigation was performed.

Someone once said With great change comes great opportunity, although
this is very true, what he forgot to mention is the fact that great change in
some case can lead to greater problems. Forensic investigators these days
are face with such problems when seizing a computer system from a crime
scene, despite the benefits of the rapid changes in computer architecture and
software these changes also oppose a grate threat to the traditional rules,
method and protocols established by the forensic community. With the large
increase in system memory, pulling the plug from a running system could in
fact prove to be more harmful than beneficial. When a computer system losses
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power all volatile information on memory and else where at that point in time will be gone for every. A de-
cade ago, when system memory was only a few megabytes in size, pulling the plug from a live computer
was not thought to be of a great issue, because of the fact that not much information could be kept in
memory it was considered to much of a risk to try and extract data from it, there for pulling the plug was
the best option. However, in today’s world this is not the case, memory usage and size has change com-
pletely, the capacity of memory found on computer systems are dramatically larger than previous years,
consequently mush more volatile data can be stored in RAM at any give point in time. In turn this means
that if an investigator chose to pull the plug from a live system at the time on an investigation, the amount
of data(potential evidence) that could be lost is tremendous, thus creating a dilemma for the investigator
whether to pull the plug or not.

In the area of forensic computing, the meaning of the word investigations is defined as the act of iden-
tifying, extracting and analysing evidence from a given computer device in order to recreate and under-
stand actions performed from the specific system or systems thus identifying any criminal activity that in
turn can be used in a civil or criminal court.

As soon as a new case opens the forensic examiner performing the investigation will be dealing with
one of two types of investigations, a “live investigation” also known as live analysis, or a “dead investiga-
tion” commonly know as off the scene analysis or traditional investigation.

Both investigation types have there own seperate set of protocols, methodology and steps they follow
according to the given case, the major difference between these two types of investigations is the fact
the in a live investigation the examination of a devices is done on the scene while the system is running.
In other words, at any give crime scene, if the computer system is found running and the case requires
a live investigation then the forensic investigator will proceed to an examination while the devices is run-
ning with out powering it at any time.

On the other hand, a traditional(dead) investigation of a computer system is typical performed in a lab-
oratory and deals with powered-off(“dead”) devices found on the suspect or the crime scene. However
in some cases, when entering a crime scene, the investigator could pull the plug powering-off a running
devices before transferring it to a laboratory.

In order to satisfy the requirements of all case, both types of investigations where established with
unique advantages and disadvantages.

The traditional dead investigation was established where time was not highly relevant to the case, this
allowed the forensic examiner to have a more in depth look at the device making sure that all the evidence
will be fully identified, analysed and documented before being presented in court. Typically the procedures
of a “dead investigation” consist of 6 main steps and follow a waterfall cycle as shown below in “Figure 1”.
These 6 steps are, identification, preservation, collection, examination, analysis and presentation.

Identification Collectio Analysis

Figure 1. Typically the procedures of a “dead investigation” consist of 6 main steps and follow a
waterfall cycle
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As mentioned earlier, one of the major benefits of this procedure is that it gives the investigator a large
amount of time in order for him to perform a thorough examination of the computer system in question.
Another benefits of a dead investigation is the write-blockers found in the lab and used by the examiner
in order to make sure that no information is written on the computer system, this preserves data integrity
and makes it admissible in court.

Although “dead investigations” as we mentioned earlier have many benefits, they also come with some
major drawbacks. Two of the biggest drawbacks a forensic examiner will be faced with when dealing
with this type of investigation are firstly, the large capacity of hard drive found on computer system these
day that have proven to be extremely time consuming when fully examined in order to identify and ana-
lysed evidence. Secondly and maybe most importantly, all of the volatile information that was located
on a computer system is not recoverable because of the fact that the system lost power, this is the case
even if the devices was off at the time of the investigation or the plug was pulled by the investigator after
entering the crime scene.

Because of the problems created by the traditional investigation procedures, a new examination meth-
od was created and the live investigation procedures was established.

The aim of a live investigation is to try and collect evidence from a running computer system where time
is of an essence for the case or where the devices can’t be powered of because of the required volatile
data sorted in RAM or temporary files.

As seen in “Figure 2.” below, when dealing with a live investigation the procedure states that the first
step to take is to collect the evidence from the running computer system, after performing the collection
of evidence the plug is pulled and the devices is transferred to the laboratory where “Figure 1.” proce-
dure is then applied.
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Figure 2. Protect evidence from contamination

A live investigation has some very important benefits, imagine for example a case involving a kidnapping
where important information found on the computer system may reveal the location of the victim, a live ex-
amination would then be applied and the data collected from the devices. Another example for when a live
investigation is required would be when volatile information such as, running processes or records of re-
cently opened documents are needed for the nature of the case, there for the devices can’t be power-off.
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Although a live investigations can prove to be highly beneficial, the biggest drawback when dealing
with such scenario is the fact that with this type of examination certain changes will be made to the com-
puter system, if the forensic examiner is not 100% sure of his actions, he may end-up altering the evi-
dence found on the devices there for making it inadmissible in court.

Now that we have made ourselves familiar with the benefits of both dead and live investigation and after
having had a brief overview of the procedures uses to perform each individual examination, we will con-
tinue on by having a more in-depth look at the method of “pulling the plug” that we have mentioned earlier.

In the computer forensic community, especially when talking about methods and procedures of an in-
vestigation we will surely come across the term “pulling the plug”. This term is used to describe the act of
pulling the power cable of a running computer system from the socket shortly after the investigator enters
the crime scene thus forcing the devices to lose power and power off.

When entering a crime scene, if faced with a running devices that had to be transferred back to the
forensic laboratory for an in depth examination, the forensic expert performing the investigation would
typically pull the plug from the wall socket and power off the devices. This method was established back
in the beginning of computer forensic in the attempt to try and preserve the data found on the give com-
puter system from being modified or removed by running process, application or the conventional shout-
down procedure.

This procedure was traditionally performed shortly after the investigator enter the crime scene and
identified the computer system/systems in question. Depending on the requirements of the case.

Because most forensic investigators are aware of the fact that a conventional shout-down of a comput-
er system may potentially lead to loss or alteration of valuable information located on the devices, there
for the method of pulling the plug was accepted throughout the forensic community to be the most suf-
ficient. It was the experts general belief that an investigator should not go to extraordinary effort in order
to extract volatile data stored in RAM or else where on the devices.

When pulling the plug from a running devices any malicious applications and scripts written or install by
the suspect don’t get executed. Because of the fact that all running processes on the computer system
are stopped unexpectedly, when forcing the devices to power of by pulling the plug, these application will
not be executed therefore protecting potential evidence from being lost or altered.

Apart from the risks of malicious applications being executed by conventionally powering of the com-
puter system, another reason that was thought to justify pulling the plug of a running devices was the
fact that, because some applications write temporary files to the hard disk in order to improve functional-
ity while in use, when these applications finish there processes or when the system is shout-down these
files are removed in order to free space from the hard disk. Although these files are removed when the
devices is shout-down conventionally, this is not the case when pulling the plug an forcing the system to
power off.

By taking under consideration the potential benefits of pulling the plug from a given computer system,
we can clearly see what made the forensic experts establish and use this method when dealing with
cases where a computer system was found running at the scene of the crime.

As we have see, because of the advantaged of pulling the plug, this method is still widely used in to-
day’s investigation. Although this is one of the first steps a forensic investigator is trained to follow when
face with a live system, the recent changes of the last decade in computer software and hardware have
started to make forensic expert question this process.

About a decade ago when computers started to become popular in almost all homes around the
world, a typical HDD was only a couple of Gb in capacity and memory was at most 1 Gb in size. As
computer architecture advanced over the last years, along with it came a dramatic increase in HDD
and RAM capacity.

Memory capacity these days of average computer systems found in every day homes and workplaces
can start from a minimum of 512Mb going up to 64Gb and in some case maybe even.
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Because of the changes in hardware that we mentioned earlier, a change is application development
also came with it. Software developers are now creating application that take advantage of the large
amount of memory capacity. For various reasons, manly because of security and performance, most
applications these day store information in memory while running or in some cases even after the have
been closed.

By looking closely at these changes both in computer hardware and software, we should now be able
to see why these advances in technology start to create a problem for the forensic investigators and
make experts question previously established methods and procedures.

We have seen that up till now, the preferred method used when dealing with a live system during an
investigation was to pull the plug and proceed with transferring the device back to a forensic laboratory
for further analysis. If we take under consideration the changes in software development in regards to
the way they take advantage of RAM and look at the fact that memory on any devices these day could
go up to 64Gb, then it should now be clearly that we have a problem with the method of pulling the plug
from a running devices.

Pulling the plug was a well justified method back in the day where memory capacity could store only
a couple of Mb. Back then if the forensic investigator made the choice of pulling the plug an a running
device, because of the size of memory and because of the way applications where developed not much
data would be lost. However, in today’s world this is not the case. With such a large amount of memory
capacity, the amount of information that could be stored in memory at any given point in time may be
massive, therefore by pulling the plug from a running device could lead to evidence being lost and may
potentially prove to be devastating for a case. When we start putting together all of what we have men-
tioned earlier, we will soon start asking the questions “When dose an investigation pull the plug ?”, “How
should an investigator make the decision whether to pull the plug or not ?”. In order to deal with this di-
lemma an investigator must perform a computer triage right from the beginning of the case.

In “Figure 3.” we can see a diagram of an investigation procedure using triage before start the extortion
of information from the given devices.

Planning

At Scene

Figure 3. Investigation procedure using triage before start the extortion of
information from the given devices
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Triaging a computer system has be proven to be a successful methodology for avoiding the problems
and dilemmas created with pulling the plug.

Keeping in mind that each case has its own requirements, in most situations triaging a computer sys-
tem would be a better alternative that just going ahead an pulling the plug form a dive. Although triage
goes against one of the most well establish rules in forensic, the rule of not alter the evidence, if the in-
vestigator performing the examination is competent to do so and know what exactly will be change with
each step of the procedure and keeps everything well documented there is now reason not to use triage
in the first step of an investigation.

By talking about both methods of live and dead investigations and by having a more in depth look at the
process of pulling the plug from a running devices, we start to draw our conclusions about the method-
ologies and procedures an investigator should consider before starting an examination in a crime scene.

The fist thing a forensic examiner need to have in mined is the nature of the investigation, a clear
understanding of what is being investigated will shape the entire procedure used to identify evidence.
Whether the investigation is on a live system or a dead system the examiner must be 100% sure that
every decision he takes will not affect the integrity of the data found on the give computer system. If the
case requires pulling the plug, then the investigator must have a good understanding of what could po-
tentially be lost and there for document the reasons behind his decision. On the other hand, if volatile
data in require for the nature of the case the by performing computer triaging the forensic examiner will
potentially collect all necessary information with out changing the admissibility of the evidence collected.
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WINDOWS MEMORY
FORENSICS & MEMORY
ACQUISITION

by Dr Craig S. Wright, GSE, GSM, LLM, MStat

This article takes the reader through the process of imaging
memory on a live Windows host. This is part one of a six part series
and will introduce the reader to the topic before we go into the
details of memory forensics. The first step in doing any memory
forensics on a Windows host involves acquisition. If we do not have
a sample of the memory image from a system we cannot analyze
it. This sounds simple, but memory forensics is not like imaging

an unmounted hard drive. Memory is powered and dynamic, and
changes as we attempt to image it.

What you will learn:

* An introduction to Memory acqui-
sition and imaging

* Memory analysis reasoning

* Why we image and analyse mem-
ory

What you should know:

* You should have a basic under-
standing of forensics and incident
handling

* Understand system imaging

« Basic windows processes

at all times for the results of a forensic process to provide the same out-

put; in this it is not necessary to be able to repeat a process and obtain
exactly the same results. It does not mean we cannot use a variable process
in a forensic investigation. What it does mean is we have a set of steps that
will allow us to image memory but that every time we do those the results will
change.

INTRODUCTION

Although the results obtained in a forensic analysis of memory will vary with no
two memory images being able to display the same hash value, this does not
mean the process does not follow with a scientific rigor. If the same investigator
uses the same process to obtain and acquire an image of the system memory
on the same computer twice in a row both images will vary significantly. The
reason for this is that computer memory changes during the imaging process.

T his means it is not a repeatable process. Not that there is a requirement

Parts of the physical memory are mapped to hardware devices. The major-
ity of mapped and allocated hardware memory cannot be easily imaged and
an attempt to do so will result in the image process crashing the system. So
for all these differences and variations in the acquisition of a system’s memo-
ry we have a process that can be followed but results that will vary each time
it is used. Some forensic practitioners see this as a problem. That however is
far from the truth. If we take medical forensics as an example, the practice of

® e



i

forensic autopsies has been followed for over 100 years. Yet in this practice it is not possible for another
surgeon or coroner to return the organs to the body and repeat the process. What they can do is follow
a set process that will gain similar results if they are not the same.

In this article we will discuss what you should know about imaging computer memory. You will learn
the fundamentals of memory imaging on a Windows system. Further follow-up articles to this one we will
look at using specific tools and imaging processes.

WHERE DO WE START

Like any good forensic practice we need to follow repeatable processes. One of the best guidelines
for doing this is the Internet engineering task force request for comment 3227 (http://www.ietf.org/rfc/
rfe3227.txt) — RFC 3227, “Guidelines for Evidence Collection and Archiving”.

Like all standards and checklists, this document is far from perfect and needs to be modified to suit
many environments. It is however a starting guide that should be considered. Anytime you deviate from
a well-known checklist such as this it is important to justify and document your reasons.

The first thing to note is that memory is volatile evidence. It changes rapidly and unlike a hard drive evi-
dence can quickly disappear. For this reason it is necessary to acquire an image of the system memory
whenever possible as early as possible into the acquisition process. Each time you run a command on
the system we are changing evidence. In doing this we are potentially overwriting areas of memory that
may contain valuable information necessary for a case. The quicker we gain access to the memory and
image it the less likely it is we will lose that evidence.

The best forensic method is always the one that achieves the results we are seeking most economi-
cally, but more importantly with the fewest changes to the system. In this article we will not be discuss-
ing the more disruptive and potentially damaging methods (including the Cold Boot Method) that can be
used in systems where access is not available to image memory.

RFC3227
RFC 3227 provides us with some good guidelines on what we should image first. This is listed in order
below:

registers, cache

routing table, arp cache, process table, kernel statistics, memory

temporary file systems

disk

remote logging and monitoring data that is relevant to the system in question
physical configuration, network topology

archival media

In our case, the capture of non-hardware assigned memory will grab the majority of the system registers,
cache routing tables etc. Though it is not possible to capture everything unaltered — it is highly unlikely
that this will ever be achieved in any incident handling process.

MEMORY IMAGING AND FORENSICS

Memory imaging differs markedly from many other forms of digital forensics. As we have already noted,
memory imaging differs significantly from disk imaging. When we image a hard drive we generally do not
have to skip areas and the same process can be run multiple times without altering any evidence. To that
extent hard drives are not terribly volatile source of evidence

The process of running a memory imager requires that we load the process into memory. This pro-
cess of course results in changes to the memory we are attempting to image. This is why the result is
not repeatable in a way that will produce the same hash value each time we enact it. The worst part of
all this is that we cannot even determine whether the program has correctly imaged the memory in all
cases. Being that we can expect different results each time we run a memory imager we cannot accu-
rately determine if a particular section of memory was missed or incorrectly copied.
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Memory imaging is not an instantaneous process. The result of this is that a program or other data
in memory can change from a portion of memory that has not been read to one that the imager has
already copied as the process is run. Consequently, it is possible to miss copying selected areas of
memory. This does not invalidate the forensic value of a memory image. What we need to understand
is not that the collected evidence is invalid, but that we only have a subset of the entire memory from
the machine we are seeking to image. What we do have is an accurate copy of what is on the machine.
This is where the forensic value is gained. At the same time however, we may not have a complete
copy of all of the evidence, and it could be further evidence that the evidence of an event or incident
is missing from our investigation.

Cyber criminals are rational [1]. When they create malicious code they consider the economic con-
straints and opportunities [2] that are associated with producing and managing malicious code.

As a result, malicious code authors have created ways for their programs to bypass many memory
capture processes. They specifically seek to evade memory imaging. There are reasons for this — if
malicious code can evade detection, it can manage to remain undiscovered and hence active for lon-
ger periods of time. In doing this, the cybercriminals can maximize the economic returns that they gain
from the creation of this malicious code.

I have discussed some of the methods used by malicious code authors and penetration testers (Ex-
tending Control, APl Hooking) in penetration testing articles published in Hakin9 (http://hakin9.org/
buffer-overflow-exploiting-software-0562012/) amongst others. In some instances the attacker creates
code that uses processes such as API hooking to link into system processes and kernel functions.
Some of the more sophisticated Malware will recognize the name of an imaging program or the sys-
tem calls that such a program makes and will intentionally alter its behavior. This could involve chang-
ing the location of the malicious code in memory as the system is imaged and it could even extend to
feeding false data to the memory imager.

DEVICE MEMORY
If we open up the Windows “Device Manager” and select “Resources by connection” (see Figure 1) we
can have a look at the memory devices on a Windows system.
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Figure 1. Viewing Windows Memory

Under the Windows kernel object, \pevice\PhyiscalMemory We have the means to obtain direct access
to the memory on a Windows system.

We can see (Figure 2) that some of the physical memory is allocated to hardware devices. These areas

are ones we need to avoid when imaging the memory as any request to these memory locations is writ-
ten to the hardware device. This could crash the system. These are known as mapped memory locations.
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i=igure 2. Windows Hardware Memory Locations

These points are important to note when working on Windows systems. Each tool will have different
specialties which require different privileges and have different advantages across different operating
systems. Before we select which tool will be deployed in a particular imaging engagement, we need to
consider the particular operating system we wish to image.

A particular problem comes from practicing with a tool on one operating system and then migrating the
same processes to another. What works on Windows XP for instance may not work, or may even crash
the system in Windows 7. In particular, it is important to practice on the various different systems you will
engage with. If you are working in an environment with multiple operating systems it is important to prac-
tice on each of them. This means gaining an understanding of the following:

» the required system privilege levels

» the various system architecture (such as 32-bit versus 64-bit)
+ the differences in operating systems including patching levels
+ any difference where data is written or called from.

CAPTURETOOLS
In this article we will not address any of the commercial products. In later articles following this one we
will continue with details on the use of particular tools that are available freely. It is wise to become famil-
iar with a wide range of tools depending on the circumstances you work within.

Mandiant distributes two free tools for memory capture and analysis:

* Redline (http://www.mandiant.com/resources/download/redline)
*  Memoryze (https://www.mandiant.com/resources/download/memoryze)

We will look at a free tool from MoonSol in this article.
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MOONSOLS DUMPIT
Moonsols provides a free Windows memory dump kit (http://www.moonsols.com/ressources/). As it
states on its website you can do the following:

+ This utility is used to generate a physical memory dump of Windows machines. It works with both
x86 (32-bits) and x64 (64-bits) machines.

* The raw memory dump is generated in the current directory, only a confirmation question is prompt-
ed before starting.

* Possible to deploy the executable on USB keys for quick incident response needs.

Itis simple to run Dumplt. The program runs when you extract it from the file and it can be run from an ex-
ternal device such as a USB. In figure 3 we see it running with the default destination for a saved image.
You do require Administrative privileges on the host. Running in default mode (such as double-clicking)
saves the image which is named based on the time, the system ID and with the default extension of .raw.

The default location can be changed but happens to be the location where you run the program from.
You will also note that the required size of the image is noted (Address space size) and that the available
space on the destination drive is listed (Free space size). It is of course essential to ensure that there is
sufficient free space on the drive to be able to complete the imaging process.

M D\Z Working\Shellcode\1\Dumplt.exe | = | B ||

Dumplt — v1.3.2.20118481 — One click memory memory dumper

Copyright (c) 2887 - 2811. Matthieu Suiche <{http: s www.msuiche.net>
Copyright (c> 2818 - 2811, MoonSols <http:  www.moonsols.com>

Address space size: 18519949312 bytes ¢ 17662 Mh)
Free space size: 178876321722 hytes ( 178589 Mhd

#* Destination = ~¥?\D:=“Z Working“~Shellcode~1~CRAIG-ASUS-20130524-038858 .raw

——2>» Are you sure you want to continue? [uysnl _

Figure 3. MoonSols Dumplt

Startlng a memory image capture is simple from the prompt noted in Figure 3 we just select “y” in order

to image the drive or “n” to end the program.

Once the image capture is completed, it will be stored in the destination directory as shown in Fig-
ure 4. At this point we have taken volatile memory and created a forensic image that we can analyze
later without fearing further data loss. Always ensure that the image copy is made to an external de-
vice and not the primary hard drive (Figure 4).
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Figure 4. The memory image
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There are no command line options built into Dumplt. You either need to change the location or hook
data into the program to change its running state. For this reason it can be considered a one step mem-
ory imaging program.

PAGE FILE

The Windows page file is one of the simpler ways of analyzing memory. The location can vary but the file
“pagefile.sys” is not too difficult to find even on an imaged hard drive. This creates a less volatile form of
memory analysis. Another opportunity comes from analyzing the Windows hibernation file (Hiberfil.sys).
One of the best ways of capturing memory is when a virtual machine is in use. System snapshots capture
and save memory as well as hard drive-based information and evidence.

I will not list the general location of the page file as this does vary and more importantly a Windows
system can have up to 16 different locations across different drives for storing page files. One of the
most important reasons to capture a page file is that idle processes can be “paged” out of active memory
when they are in the background. Simply imaging the systems memory could thus result in missing criti-
cal information.

Capturing a page file should be done separately to the complete imaging of the hard drive as the page
file will change far more rapidly than the hard drive itself. It may be less volatile than system memory but
it is still volatile evidence. To capture the page file will require access to the raw drive, as a direct copy
cannot be made.

VIRTUAL IMAGES

Another source of memory information that we can obtain comes from virtual images. Programs such as
VMWare, Windows virtual PC and many others allow us to take a snapshot of the system. Sometimes
we can run these directly, saving the captured virtual image and running it as a machine where we can
interact and experiment. In addition files such as the “.vmem” file in VMWare contain information that we
can extract with a tool such as Volatility.

When we take a virtualized machine image, the suspended file is not volatile at all. This file is a serial-
ized memory image and Malware cannot hide in this environment. This gives an advantage to servers
and workstations that run in a virtualized environment. These systems can be analyzed completely. In
some instances they can be analyzed as the machine is still running.

TO CONCLUDE...
In the next article, we will start analysing the image we have captured.
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Memory is volatile evidence and as such needs to be acquired early in the process. Perhaps more criti-
cal is the difficulty associated with acquiring a memory image. As memory imaging is going to change in
results every time we enact the procedure, but memory imaging is not robust. By its very nature, memory
is fragile and if you attempt to access many areas of device memory you can crash the system. The re-
sults of this would be a complete destruction of all evidence. To ensure that this does not happen to you
it is important to always practice using the tools you intend to image a live system with.

There are some ways to access system memory that are less volatile. These include hibernation files,
page files and virtual machine images. When analyzing a system, always remember that you should col-
lect as much evidence as you can in the time that is available. Also remember to document the process
that you have followed and to practice this before imaging a live system.

If you walk into a forensic engagement and start by crashing the system very few people will take your
evidence to be reliable. So remember...

Practice,
Practice,
Practice,
And when you're done doing that...

Practice some more...
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